Manuscript version: Author’s Accepted Manuscript
The version presented in WRAP is the author’s accepted manuscript and may differ from the
published version or Version of Record.
Persistent WRAP URL:
http://wrap.warwick.ac.uk/117581
How to cite:
Please refer to published version for the most recent bibliographic citation information.
If a published version is known of, the repository item page linked to above, will contain
details on accessing it.
Copyright and reuse:
The Warwick Research Archive Portal (WRAP) makes this work by researchers of the
University of Warwick available open access under the following conditions.
Copyright © and all moral rights to the version of the paper presented here belong to the
individual author(s) and/or other copyright owners. To the extent reasonable and
practicable the material made available in WRAP has been checked for eligibility before
being made available.
Copies of full items can be used for personal research or study, educational, or not-for-profit
purposes without prior permission or charge. Provided that the authors, title and full
bibliographic details are credited, a hyperlink and/or URL is given for the original metadata
page and the content is not changed in any way.
Publisher’s statement:
Please refer to the repository item page, publisher’s statement section, for further
information.
For more information, please contact the WRAP Team at: wrap@warwick.ac.uk.

warwick.ac.uk/lib-publications

1

Secure Transmission via Joint Precoding
Optimization for Downlink MISO NOMA
Nan Zhao, Senior Member, IEEE, Dongdong Li, Mingqian Liu, Member, IEEE, Yang Cao, Yunfei Chen, Senior
Member, IEEE, Zhiguo Ding, Senior Member, IEEE, Xianbin Wang, Fellow, IEEE,

Abstract—Non-orthogonal multiple access (NOMA) is a
prospective technology for radio resource constrained future
mobile networks. However, NOMA users far from base station
(BS) tend to be more susceptible to eavesdropping because
they are allocated more transmit power. In this paper, we aim
to jointly optimize the precoding vectors at BS to ensure the
legitimate security in a downlink multiple-input single-output
(MISO) NOMA network. When the eavesdropping channel state
information (CSI) is available at BS, we can maximize the sum
secrecy rate by joint precoding optimization. Owing to its nonconvexity, the problem is converted into a convex one, which
is solved by a second-order cone programming based iterative
algorithm. When the CSI of the eavesdropping channel is not
available, we first consider the case that the secure user is not
the farthest from BS, and the transmit power of the farther
users is maximized via joint precoding optimization to guarantee
its security. Then, we consider the case when the farthest user
from BS requires secure transmission, and the modified successive
interference cancellation order and joint precoding optimization
can be adopted to ensure its security. Similar method can be
exploited to solve the two non-convex problems when the CSI
is unknown. Simulation results demonstrate that the proposed
schemes can improve the security performance for MISO NOMA
systems effectively, with and without eavesdropping CSI.
Index Terms—Joint precoding optimization, NOMA, secure
transmission, successive interference cancellation.
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works by offering high transmission rate, spectrum efficiency
and user density [2], [3]. NOMA can be mainly classified
into power-domain and code-domain [4]. In this paper, we
focus on the power-domain NOMA [5], which does not require
complex encoding or decoding schemes to achieve the desired
requirements. In the power-domain NOMA, transmit power
is allocated according to the channel strengths of users, i.e.,
the user with a weaker channel will be allocated with higher
transmit power. Then, successive interference cancellation
(SIC) is utilized at each receiver to extract the signals from
the users with higher transmit power to recover its own.
Owing to the superior nature of NOMA [4], a lot of
significant progresses have been made recently on its design
and implementation, including capacity analysis [6], power
allocation [7], fairness between users [8], user pairing [9], and
performance analysis [10]. In addition, NOMA can also be
integrated with other existing communication technologies to
achieve better performance [11], e.g., multiple-input multipleoutput (MIMO) [12], multiple-input single-output (MISO)
[13], cooperative communications [14], cognitive radio [15],
unmanned aerial vehicle (UAV) aided communications [16],
[17], multiuser diversity [18], etc. In particular, for the MISONOMA networks, Hanif et al. did some fundamental work
in [19] to maximize the downlink sum rate via joint precoding optimization with a minorization-maximization algorithm.
However, these works did not consider the privacy among
users and secure transmission.
The security vulnerability of wireless networks, especially
the weakness from adversarial eavesdropping, always remains
a challenge, due to the open nature of wireless medium [20],
[21]. Different from the conventional encryption, physical
layer security has been widely studied to enhance the security
in recent years, through physical-layer adaptive transmission
and physical link attributes based authentication [22]. Some
initial information theoretic work on physical layer security
was done by Wyner in [23], following which many recent
works have been conducted to mitigate the eavesdropping
by using different techniques, such as artificial noise (AN)
or jamming [24]–[26], joint beamforming [27], relaying [28],
[29], interference management [30], [31], etc. In addition, the
security performance such as secrecy outage probability has
also been analyzed in existing research works [32].
In NOMA networks, achieving secure transmission is also a
great challenge due to the specific requirement on the transmission power among the paired NOMA users. To make the SIC
of NOMA achievable, the users that are far from the BS should
be allocated higher transmit power. This will dramatically
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increase the chance of being intercepted by the adversarial
eavesdropper. In addition, SIC decodes the signals from all
the far users, and the privacy between NOMA users may
not be guaranteed. Thus, the weak-channel user with higher
transmit power is more vulnerable to eavesdropping attack.
To solve these problems, several works have been conducted.
In [33], Ding et al. exploited beamforming and power allocation to improve the security performance for NOMA based
multicast-unicast transmission. The optimal power allocation,
SIC order and transmission rate were demonstrated by He et
al. in [34] to guarantee the security for NOMA networks.
In [35], Chen et al. analyzed the secrecy performance for
cooperative NOMA networks. In [36], Xu et al. proposed a
security-aware resource allocation scheme considering delay
constraint in NOMA-based cognitive radio networks. Cao et
al. proposed to protect the privacy of MISO-NOMA networks
via beamforming optimization in [37]. AN can also be utilized
to guarantee the security performance for NOMA systems. In
[38], Lv et al. proposed a secrecy beamforming scheme to
exploit AN to achieve secure NOMA transmission. Zhou et al.
adopted AN in [39] to perform secure simultaneous wireless
information and power transfer for MISO-NOMA networks. In
[40], Zhao et al. jointly optimized beamforming and jamming
to disrupt the eavesdropping for MISO-NOMA networks.
Different from the above-mentioned research, we aim to
guarantee the secure transmission for downlink MISO-NOMA
networks via joint precoding optimization in this paper. By
changing the signal strength of some specific users, the eavesdropping can be effectively disrupted, in both cases with and
without the eavesdropping channel state information (CSI)
at BS. The SIC order is also different from that of the
conventional NOMA scheme when the farthest user from BS
requires secure transmission without eavesdropping CSI. The
key contributions of this paper are summarized as follows.
•

•

•

To achieve SIC in NOMA, the users with weaker channel
gains are allocated higher transmit power, which increases
the risk of adversarial eavesdropping. In addressing this
issue, we propose to leverage joint precoding optimization to guarantee the secure transmission for downlink
MISO-NOMA networks, in the cases with or without
eavesdropping CSI, respectively.
For the case when the eavesdropping CSI is available
at BS, the precoding vectors are jointly optimized to
maximize the sum secrecy rate. Since the optimization
is non-convex, we transform it into a convex one via the
second-order cone (SOC) programming. Thus, the suboptimal solution to the original problem can be effectively
calculated by solving this convex-problem iteratively.
When the eavesdropping CSI is unavailable, we first
consider that the secure user is not the farthest one from
BS. We can maximize the transmit power of the farther
users via joint precoding optimization to guarantee its
own security. When the farthest user from BS requires
secure transmission, the modified SIC order and joint
precoding optimization can be leveraged to ensure its
security. Similar method to the scheme with CSI can be
adopted to solve these two non-convex problems.

Fig. 1.

A downlink MISO-NOMA network with a potential eavesdropper.

The rest of this paper is organized as follows. In Section II,
the considered system model in this paper is presented. The
secure transmission scheme for MISO-NOMA networks with
eavesdropping CSI is proposed in Section III. In Section IV,
the secure transmission schemes without eavesdropping CSI
are proposed when the secure user is or is not the farthest
one from BS, respectively. In Section V, simulation results are
presented to show the effectiveness of the schemes. Finally,
the conclusion is drawn in Section VI.
Notation: I denotes the identity matrix. 0 represents the zero
matrix. A† is the Hermitian transpose of matrix A. ∥a∥ is
the Euclidean norm of vector a. CN (a, A) is the complex
Gaussian distribution with mean a and covariance matrix A.
Re(·) defines the real operator.
II. S YSTEM M ODEL
Consider a system where a M -antenna BS transmits information to K single-antenna users via NOMA as shown
in Fig. 1. There is a single-antenna eavesdropper aiming at
intercepting the legitimate information. We define UE-i as the
ith user, i ∈ K , {1, 2, · · · , K}. The received signal at UE-i
can be expressed as
ybi = hi

K
∑

wj xj + ni , i ∈ K,

(1)

j=1

where wj ∈ CM ×1 is defined as the precoding vector for UEj, xj is the transmitted
information
for UE-j with E{∥xj ∥2 } =
(
)
2
1, and ni ∼ CN 0, σ is the additive white Gaussian noise.
The MISO channel vector from the BS to UE-i can be written
as
√
1×M
, i ∈ K,
(2)
hi = βd−α
i gi ∈ C
which is subject to block Rayleigh fading. di is the distance
between the BS and UE-i. α is the path-loss exponent and β is
the channel gain at the unit distance. gi ∼ CN (0, I) represents
the normalized Rayleigh fading vector.
Assume that UE-1 is the farthest user from the BS with the
weakest channel, and it can decode its own information by
treating the interference from other users as noise. UE-K is
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the nearest user with the strongest channel. It can remove the
signals of all the other users according to SIC, to recover its
own information. Other users are arranged according to their
distances from the BS. According to the above requirements,
the following conditions should be satisfied for the conventional NOMA as
|hi w1 |2 ≥ |hi w2 |2 ≥ · · · |hi wK−1 |2 ≥ |hi wK |2 , ∀i ∈ K. (3)
[i]

According to (3), we define Rt as the transmission rate of
UE-i, which can be expressed as




|hi wi |2


[i]
Rt = log2 1 + K
, i = 1, · · · , K −1.(4)
∑


|hi wj |2 + σ 2
j=i+1

When i = K, its transmission rate is
(
)
[K]
Rt = log2 1 + |hK wK |2 /σ 2 .

(5)

Furthermore, the achievable rate at UE-k to decode the
signal for UE-i, i < k, can be expressed as




|hk wi |2


Rki = log2 1 + K
, i = 1, · · · , K − 1. (6)
∑


|hk wj |2 + σ 2
j=i+1

To make NOMA feasible, we should guarantee that the
signal-to-interference-plus-noise ratio (SINR) at UE-k to decode the signal of UE-i should be no less than the SINR at
UE-i to decode its own signal, and we have
}
{ i
[i]
i
i
≥ Rt , ∀i = 1, · · · , K − 1. (7)
, . . . , RK
, Ri+2
min Ri+1
In conventional MISO-NOMA networks, the sum rate of
users should be maximized as
∑ [i]
max
Rt
wi

[i]

+

s.t. |hi w1 | ≥ |hi w2 | ≥ · · · |hi wK | , i ∈ K,
K
∑

2

2

(8)

∥wi ∥2 ≤ Ps ,

i=1

{ i
}
[i]
i
min Ri+1
, . . . , RK
≥ Rt ≥ rt , i = 1,· · ·, K − 1,
[K]

Rt

≥ rt ,

where Ps is the limitation of BS transmit power and rt is the
rate requirement for each user.
However, the security of users, especially the farther users
with higher transmit power, will be threatened by eavesdropping. The eavesdropping rate towards UE-i can be written as


Re[i]



= log2 1 +


|he wi |2
K
∑

|he wj

|2

+σ



 , i ∈ K,

2

(9)

j=1,j̸=i

where he is the MISO channel vector from the BS to eavesdropper. Thus, the secrecy rate of UE-i can be expressed as
[
]+
[i]
Rs[i] = Rt − Re[i] , i ∈ K.
(10)

[i]

III. S ECURE T RANSMISSION S CHEME WITH
E AVESDROPPING CSI
In this section, we assume that the eavesdropping CSI is
available at the BS1 , and propose Scheme I in order to maximize the sum secrecy rate via joint precoding optimization
when all the users require secure transmission. When only
some of the users require secure transmission, the corresponding problem can be solved similarly.
A. Problem Formulation of Scheme I
The joint precoding optimization problem of Scheme I can
be formulated as
∑
max
Rs[i]
wi

i∈K

s.t. |hi w1 |2 ≥ |hi w2 |2 ≥ · · · |hi wK |2 , i ∈ K,
K
∑

∥wi ∥2 ≤ Ps ,

(11)

i=1

{ i
}
[i]
i
min Ri+1
, . . . , RK
≥ Rt ≥ rt , i = 1,· · ·, K − 1,
[K]

Rt

≥ rt ,

in which the sum secrecy rate can be maximized. Notice that
the objective function and most of the constraints are nonconvex in (11), which will be approximately transformed into
a convex one in the next subsection.
B. Approximate Transformations
To calculate the solutions to the non-convex problem in (11)
effectively, we should transform it using necessary approximations. First, we have
|hi wj |2 = hi wj w†j h†i .

i∈K
2

[i]

where [·] means that when Rt < Re , Rs equals zero.
Therefore, joint precoding optimization will be leveraged
to develop three schemes based on different scenarios, with or
without eavesdropping CSI.

(12)

This gives the sum secrecy rate as (13) at the top of the next
page. Thus, (11) can be transformed into
)
( ∑K
† †
K−1
2
∑
j=i hi wj wj hi + σ
max
log2 ∑K
† †
2
wi
j=i+1 hi wj wj hi + σ
i=1
(
)
hK wK w†K h†K + σ 2
+ log2
σ2
(
)
∑K
† †
K
2
∑
j=1 he wj wj he + σ
−
log2 ∑K
† †
2
(14)
j=1,j̸=i he wj wj he + σ
i=1
s.t. |hi w1 |2 ≥ |hi w2 |2 ≥ · · · |hi wK |2 , i ∈ K,
K
∑

∥wi ∥2 ≤ Ps ,

i=1

{ i
}
[i]
i
min Ri+1
, . . . , RK
≥ Rt ≥ rt , i = 1, · · · , K − 1,
[K]

Rt

≥ rt .

1 In this scenario, the eavesdropper can act as a registered user of the
network, without the authorization to access the confidential information of
other legitimate users. In addition, the eavesdropper cannot obtain enough
information to perform SIC towards the legitimate users.
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(
)
K
K−1



 


∑
∑
|he wi |2
|hK wK |2
|hi wi |2
|he wK |2




 


[i]
Rs =
−log
1+
log21+ K
−log2 1+ K
+log2 1+


2
2
K−1
∑
∑
∑
σ




 


i=1
i=1
|hi wj |2+σ 2
|he vj |2 +σ 2
|he wj |2 + σ 2
K−1
∑

j=i+1

[

( ∑K

† †
2
j=i hi wj wj hi + σ

j=1,j̸=i

)

− log2

log2

(13)

j=i+1

i=1

Using auxiliary variables ai , bi , zK , ci and di , we can derive
the upper and lower bounds for (14) as

Subsequently, (14) can be transformed as

ai ,bi ,zK ,ci ,di ,wi

hi wj w†j h†i + σ 2 ≥ eai , i = 1, 2, · · · , K − 1,

(15)

s.t.

j=i

K
∑

hi wj w†j h†i + σ 2 ≤ ebi , i = 1, 2, · · · , K − 1,

(16)

j=i+1

hK wK w†K h†K + σ 2 ≥ ezK ,

K
∑

he wj w†j h†e

+ σ ≤ e , i ∈ K,
2

ci

(17)

(18)

j=1

K
∑

he wj w†j h†e + σ 2 ≥ edi , i ∈ K.

(19)

j=1,j̸=i

K−1
∑

(ai − bi ) +

K
∑

(di − ci ) + zK
i=1
i=1
∑K
hi wj w†j h†i +σ 2 ≥ eai , i = 1, · · ·, K −1,
j=i
∑K
hi wj w†j h†i +σ 2 ≤ ebi , i = 1, · · ·,K −1,
j=i+1
∑K
he wj w†j h†e + σ 2 ≤ eci , i ∈ K,
j=1
∑K
(21)
he wj w†j h†e + σ 2 ≥ edi , i ∈ K,
j=1,j̸=i
hK wK w†K h†K + σ 2 ≥ ezK ,
∑K
∥wi ∥2 ≤ Ps ,
i=1
|hi w1 |2 ≥ |hi w2 |2 ≥ · · · |hi wK |2 , i ∈ K,
{ i
}
[i]
i
min Ri+1
, . . . , RK
≥ Rt ≥ rt , i = 1, · · · , K −1,
[K]
Rt ≥ rt .

max

K
∑

j=1

)]

† †
2
j=1 he wj wj he + σ

∑K
† †
2
hi wj w†j h†i + σ 2
j=1,j̸=i he wj wj he + σ
[
(
)
( ∑K
)]
† †
2
hK wK w†K h†K + σ 2
j=1 he wj wj he + σ
+ log2
−
log
.
∑
2
K−1
† †
2
σ2
j=1 he wj wj he + σ

=

∑K

( ∑K

∑K−1
Although the objective function in (21) i=1 (ai − bi ) +
∑K
i=1 (di − ci ) + zK is convex, some constraints are still
non-convex. Based on the Taylor’s expansion, the first-order
expansion at bi and ci can be given by T1 = ebi (bi − bi + 1)
and T2 = eci (ci − ci + 1), respectively. Thus, (16) and (18)
can be changed into
K
∑

hi wj w†j h†i + σ 2 ≤ ebi (bi − bi + 1), i = 1,· · ·, K −1,(22)

j=i+1
K
∑

According to (15)-(19), we have
K
∑

he wj w†j h†e + σ 2 ≤ eci (ci − ci + 1), i = 1, · · · , K. (23)

j=1

Based on the SOC constraint, we have

Rs[i]

ξ 2 ≤ µν (µ ≥ 0, ν ≥ 0) =⇒ ∥[2ξ, µ − ν]† ∥ ≤ µ + ν. (24)

i=1

≥ log2

K−1
∏

eai − log2

i=1
K
∏

− log2

ci

K−1
∏
i=1
K
∏

e + log2

i=1
∑K−1

ebi + log2 ezK − log2 σ 2
e

di

i=1
∑
(ai −bi )+ K
i=1 (di −ci )+zK

Thus, (22) and (23) can be rewritten as
(20)

= log2 e i=1
− 2 · log2 σ
[K−1
]
K
∑
∑
=
(ai − bi ) +
(di − ci ) + zK · log2 e − 2 · log2 σ.
i=1

i=1

[2hi wi+1 ,· · ·,2hi wK ,2σ,T1 −1]† ≤T1+1, i = 1,· · ·,K −1, (25)
[2he w1 , · · · , 2he wK , 2σ, T2 − 1]

†

≤ T2 + 1, i ∈ K. (26)

In addition, the left sides of (15), (17) and (19) are quadratic
functions. We define
Fij (wj ) = |hi wj |2 .

(27)
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Then, the first order Taylor’s approximation (27) can be
expressed as
(
)
(
)
Tij (wj , wj ) = 2Re w†j h†i hi wj − Re w†j h†i hi wj . (28)
Using this method, the inequalities (15), (17) and (19) can be
transformed as (29) at the top of the next page.
For the decoding order of users, it equals

}
{
|hi wK |2 ≤ min |h{i wK−1 |2 , . . . , |hi w1 |2 , }



|hi wK−1 |2 ≤ min |hi wK−2 |2 , . . . , |hi w1 |2 ,
Ci =
(30)
...,



|hi w2 |2 ≤ |hi w1 |2 .
The right sides of these inequalities in (30) are quadratic
functions of variables wi . Thus, we can also use the same
method to linearize them. Using (27) and (28), the order
constraint (30) can be transformed as

2

 |hi wK | ≤2 minj∈[1,K−1] Tij (wj , wj ) ,

|hi wK−1 | ≤ minj∈[1,K−2] Tij (wj , wj ) ,
(31)
Cei =
...,



|hi w2 |2 ≤ T11 (w1 , w1 ) .
In order to guarantee the quality of transmission and make
all the rates in (6) achievable, we also need to constrain and
transform the transmission rate of legitimate users and the
condition of (7) according to the following proposition.
[i]
Proposition 1: Rt ≥ rt and (7) can be transformed as
si ≥ 2rt , i ∈ K, (56), (57).

(32a)

Oi , i = 1, · · · , K −1, (63).

(32b)

Proof: Refer to Appendix A.
Therefore, according to the above derivation, the original
problem can be transformed into a convex one in (33) at the top
of the next page, which can be solved using existing toolboxes
such as CVX.

D. Computational Complexity Analysis
We solve an SOC program in every iteration of Algorithm
1 for Scheme I, and utilize the computational complexity of
the SOCP in (33) to estimate the computational complexity
[41]. The total number of constraints in the formulations of
(33) is 1.5K 2 + 4.5K. The iteration number needed to reduce
the duality
√ gap to a small constant, which is upper bounded
by O( 1.5K 2 + 4.5K). Then, we calculate the upper bound
8K 2 +(M +1)K −1 in order to represent the sum dimensions
of all SOCs in (33). The amount of work per iteration is
O((0.5K 2 + 5.5K − 1)2 (8K 2 + M K + K − 1)) by the
interior-point method. Therefore, the worst-case complexity
of the SOCP in (33) can be √
estimated as O((0.5K 2 + 5.5K −
1)2 (8K 2 + M K + K − 1)( 1.5K 2 + 4.5K)).
IV. S ECURE T RANSMISSION S CHEME WITHOUT
E AVESDROPPING CSI
The secrecy rate of some specific users in the network will
be guaranteed by the modified SIC order and joint precoding
optimization in this section, when the eavesdropping CSI is
not available at the BS.
A. Scheme II: UE-k is the Secure User, 2 ≤ k ≤ K
We first consider that the secure user is not the farthest
one from BS, i.e., UE-k aims to perform secure transmission,
where 2 ≤ k ≤ K. To improve the security of UE-k, we
can maximize the transmit power of the users whose distance
from BS is larger than that of UE-k. Thus, the confidential
information can be hidden in the larger signals of these users,
and its security can be enhanced. The optimization problem
can be presented as
max
wi

C. Iterative Algorithm
With all above transformations, (11) can be solved via
Algorithm 1.

k−1
∑

|wi |2

i=1

s.t. |hi w1 |2 ≥ |hi w2 |2 ≥ · · · |hi wK |2 , i ∈ K,
K
∑

(34)

∥wi ∥2 ≤ Ps ,

i=1

Algorithm 1 Iterative Algorithm for (11)
1: Set the maximum number of iterations T and randomly
generate (wi , ai , bi , z K , ci , di ) for (33).
2: Repeat
3: Using CVX to calculate the solutions to (33) as
∗
(w∗i , a∗i , b∗i , zK
, c∗i , d∗i ).
∗ ∗ ∗
∗ ∗
4: Update (wi , ai , bi , z K , ci , di ) = (w∗
i , ai , bi , z K , c i , d i )
5: t = t + 1.
6: Until t = T .
7: Output w∗
i , i ∈ K.
Remark: In each iteration, the value of the sum secrecy rate
will be no less than the value in the previous iteration, which
indicates that the secrecy rate will monotonically increase or
non-decrease as iterations proceed. Furthermore, due to the
transmit power constraint at BS, there also exists an upper
bound of sum rate. Therefore, we conclude that Algorithm 1
is guaranteed to be convergent.

{ i
}
[i]
i
, . . . , RK
≥ Rt ≥ rt , i = 1, · · · , K − 1,
min Ri+1
[K]

Rt

≥ rt .

In this case, the eavesdropping rate towards UE-k can be
given by




Re[k] = log2 1 + k−1
∑

i=1


|he wk |2

. (35)
K
∑

2
2
2
|he wi | +
|he wj | + σ
j=k+1

We
that the denominator of (35) includes
∑k−1can observe
2
|h
w
|
,
which
is maximized by (34) to disrupt the
e i
i=1
eavesdropping toward UE-k. Thus, the secure transmission of
UE-k can be guaranteed.
Duo to the non-convexity of (34), we should change it into
a convex one based on the SOC and some transformations.
Specifically, the transformation of SIC order is the same as
the inequalities in (30) and (31). The transformation of the

6

(
)
(
)
(
)
(
)
2Re w†i h†i hi wi − Re w†i h†i hi wi + 2Re w†K h†i hi wK − Re w†K h†i hi wK + σ 2 ≥ eai , i = 1, 2, · · · , K − 1, (29a)
)
)
(
(
2Re w†K h†K hK wK − Re w†K h†K hK wK + σ 2 ≥ ezK
(29b)
(
)
(
)
(
)
(
)
(
)
2Re w†1 h†e he w1 − Re w†1 h†e he w1 + · · · + 2Re w†i−1 h†e he wi−1 − Re w†i−1 h†e he wi−1 + 2Re w†i+1 h†e he wi+1
(
)
(
)
(
)
(29c)
− Re w†i+1 h†e he wi+1 + · · · + 2Re w†K h†e he wK − Re w†K h†e he wK + σ 2 ≥ edi , i = 1, 2, · · · , K.

K−1
∑

K
∑

i=1

i=1

(ai − bi ) +

max

ai ,bi ,zK ,ci ,di
wi ,si

(di − ci ) + zK

s.t. T1 = ebi (bi − bi + 1),

(33a)

[2hi wi+1 , 2hi wi+2 , · · · , 2hi wK , 2σ, T1 − 1]

†

≤ T1 + 1, i = 1, 2, · · · , K − 1,

†

T2 = eci (ci − ci + 1),
[2he w1 , 2he w2 , · · · , 2he wK , 2σ, T2 − 1] ≤ T2 + 1, i ∈ K,
(
)
(
)
(
)
(
)
2Re w†i h†i hi wi − Re w†i h†i hi wi + 2Re w†i+1 h†i hi wi+1 − Re w†i+1 h†i hi wi+1 + · · ·
(
)
(
)
+ 2Re w†K h†i hi wK − Re w†K h†i hi wK + σ 2 ≥ eai , i = 1, 2, · · · , K − 1,
(
)
(
)
2Re w†K h†K hK wK − Re w†K h†K hK wK + σ 2 ≥ ezK ,
(
)
(
)
(
)
(
)
2Re w†1 h†e he w1 − Re w†1 h†e he w1 + 2Re w†2 h†e he w2 − Re w†2 h†e he w2 + · · ·
(
)
(
)
(
)
(
)
2Re w†i−1 h†e he wi−1 − Re w†i−1 h†e he wi−1 + 2Re w†i+1 h†e he wi+1 − Re w†i+1 h†e he wi+1 + · · ·
)
(
)
(
+ 2Re w†K h†e he wK − Re w†K h†e he wK + σ 2 ≥ edi , i ∈ K,
√
∥[w1 , w2 , · · · , wK ]† ∥ ≤ Ps ,
Cei , i ∈ K,
si ≥ 2 , i ∈ K, (56) , (57) , Oi , i = 1, · · · , K − 1, (63).
rt

lower limitation of transmission rate in (34) is the same as
that in Proposition 1. Thus, we can convert (34) into a convex
one as
max
wi

s.t.

k−1
∑
i=1
K
∑

|wi |

i=1

(33c)

(33d)
(33e)

(33f)
(33g)
(33h)
(33i)

transmission of UE-1, its signal should be hidden in the signals
of other users by maximizing the transmit power of UE-2, with
the SIC order at each receiver modified as
|hi w2 |2 ≥ |hi w1 |2 ≥ |hi w3 |2 · · · ≥ |hi wK |2 , ∀i ∈ K. (37)

2

∥wi ∥2 ≤ Ps ,

(33b)

For UE-2, it decodes its own information directly , and its
SINR is expressed as
(36)

Cei , i ∈ K,
si ≥ 2rt , i ∈ K, (56), (57),
Oi , i = 1, · · · , K −1, (63),

|h2 w2 |2

SINR22 =

K
∑

.

|h2 wj |2 + σ 2

(38)

j=1,j̸=2

For UE-1, it first removes the signal for UE-2 and then
decodes its own signal with SINR denoted as

which can be easily solved by existing toolboxes such as CVX.
Therefore, the solution to (34) can be calculated by solving
(36) iteratively, according to Algorithm 1.

SINR11 =

|h1 w1 |2
K
∑

|h1 wj

|2

+

.
σ2

(39)

j=3

B. Scheme III: UE-1 is the Secure User
In this subsection, we consider the scenario when the
farthest user UE-1 from the BS requires secure transmission.
In this case, the transmit power allocated to UE-1 will be
highest according to conventional NOMA, and it will be
severely threatened by eavesdropping. To guarantee the secure

For UE-i, 3 ≤ i ≤ K, it extracts the signals of farther users
from the BS, and then decodes its own signal with the SINR
expressed as
SINRii =

|hi wi |2
K
∑
j=i+1

|hi wj |2 + σ 2

, i = 3, 4, · · · , K − 1,

(40)

7

SINRK
K =

|hK wK |2
.
σ2

(41)

Then, we should also introduce variables fei , gei , hei and qei
to obtain the upper and lower bounds as

Thus, the optimization problem to guarantee the security of
the farthest UE-1 can be written as

K
∑

max |w2 |

j=1

2

K
∑

wi

s.t. |hi w2 | ≥ |hi w1 | ≥ |hi w3 | · · · ≥ |hi wK | , i ∈ K,
2

K
∑

2

2

2

∥wi ∥2 ≤ Ps ,

K
∑

{
}
[2]
2
min R12 , R32 , . . . , RK
≥ Rt ≥ rt ,
{
}
[1]
1
min R31 , R41 , . . . , RK
≥ Rt ≥ rt ,
{ i
}
[i]
i
min Ri+1 , . . . , RK
≥ Rt ≥ rt , i = 3, · · · , K − 1,

(42)

[K]

≥ rt .

In Scheme III, the eavesdropping rate towards UE-1 can be
expressed as


Re[1]

hi wj w†j h†i + σ 2 ≤ egei , i = 1, 3, 4, · · ·, K,

(47a)

(47b)

j=1,j̸=2

i=1

Rt

e

hi wj w†j h†i + σ 2 ≥ efi , i = 1, 3, 4, · · · , K,


= log2 
1 +


|he w1 |2
.

K
∑
|he w2 |2+ |he wi |2 + σ 2

(43)

i=3

We can observe that the denominator of (43) includes |he w2 |2 ,
which is maximized by (42) to disrupt the eavesdropping
toward UE-1. Thus, the secure transmission of UE-1 can be
guaranteed.
Owing to the non-convexity of (42), we should approximately transform it into a convex one. The modified SIC order for
users is

{
}
2
2
2
|hi wK |2 ≤ min |h

i wK−1 | , . . . , |hi w1 | , |hi w2 | } ,

{

|hi wK−1 |2 ≤ min |hi wK−2 |2 ,. . ., |hi w1 |2 , |hi w2 |2 ,
Qi=
(44)
...,



2
2
|hi w1 | ≤ |hi w2 | .
According to (27) and (28), the constraint (44) can be transformed as

|hi wK |2 ≤ minj∈[1,K−1] Tij (wj , wj ) ,



|hi wK−1 |2 ≤ minj∈[1,K−2] Tij (wj , wj ) ,
ei =
Q
(45)
...,



|hi w1 |2 ≤ Ti2 (w2 , w2 ) .

f

h2 wj w†j h†2 + σ 2 ≥ eh2 ,

(47c)

j=1
K
∑

h2 wj w†j h†2 + σ 2 ≤ eqe2 ,

(47d)

j=1,j̸=2

}
{
[2]
2
≥ Rt
and thus the inequality in (42) min R12 , R32 , . . . , RK
can be transformed as
f2 − qe2 ≥ 0, i = 1, 3, 4, · · · , K.
fei − gei + h

(48)

In addition, we introduce fbi , gbi , hbi and qbi to obtain
K
∑

b

hi wj w†j h†i +σ 2 ≥ efi , i = 3, 4 · · · , K,

(49a)

j=1,j̸=2
K
∑

hi wj w†j h†i +σ 2 ≤ egbi , i = 3, 4 · · · , K,

(49b)

j=3
K
∑

c

h1 wj w†j h†1 + σ 2 ≥ eh1 ,

(49c)

j=1,j̸=2
K
∑

h1 wj w†j h†1 + σ 2 ≤ eqb1 ,

(49d)

j=3

}
{
[1]
1
≥ Rt
and thus the inequality in (42) min R31 , R41 , . . . , RK
is equivalent to
c1 − qb1 ≥ 0, i = 3, 4 · · · , K.
fbi − gbi + h

(50)

According to above derivations, the optimization problem
(42) can be transformed as
max |w2 |2
wi
∑
s.t.
∥wi ∥2 ≤ Ps ,
i∈K

For UE-3 to UE-K, a method similar to that in Appendix
A can be utilized to transform the lower limitation of transmission rate and make the rate achievable in (42).
On the other hand, for UE-1 and UE-2, we need a different
derivation due to the modified SIC order.
First, variables se1 and se2 can be introduced, and we have
(
)
(
)
2Re w†i h†i hi wi
Re w†i h†i hi wi
fi =
L
−
(sei −1), i = 1, 2,(46a)
sei − 1
(sei − 1)2
[
]†
f1 −1
f1 + 1,(46b)
2h1 w3 , 2h1 w4 , · · ·, 2h1 wK , 2σ, L
≤L
[

]†
f2 −1
f2 + 1.(46c)
2h2 w1 , 2h2 w3 , · · ·, 2h2 wK , 2σ, L
≤L

ei , i ∈ K,
Q
si ≥ 2rt , i = 3, 4, · · · , K, (56), (57),

(51)

sei ≥ 2rt , i = 1, 2, (46),
Oi , i = 3, 4, · · ·, K−1, (63), (47), (48), (49), (50).
which is convex, and can be solved by existing toolboxes such
as CVX. Therefore, the solution to (42) can be calculated by
solving (51) iteratively, according to Algorithm 1.
C. Multiple Secure Users
In the above two schemes, we aim to guarantee the security
of a single secure user. If we want to ensure the secure
transmission of multiple users simultaneously, it can be solved
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8

18
16
14
12
10
P=100 mW
P=75 mW
P=50 mW
P=25 mW
P=10 mW

8
6

24
22
20
M=4, de=300 m
M=4, de=200 m
M=4, de=100 m
M=3, de=300 m
M=3, de=200 m
M=3, de=100 m
M=2, de=300 m
M=2, de=200 m
M=2, de=100 m

18
16
14
12
10

4
0

5

10

0

15

20

40

Fig. 2. Convergence of the sum secrecy rate for Scheme I with different
values of transmit power Ps . M = 3, rt = 1 bit/s/Hz, de = 200 m.

60

80

100

P (mW)

Iterations

s

Fig. 3. Sum secrecy rate comparison of Scheme I with different Ps , M and
de . rt = 1 bit/s/Hz.
30

in a similar way. For example, we assume that UE-1 and UE-4
are secure users. The optimization problem can be written as

wi

|wi |2

20

i=2

s.t. |hi w2 |2 ≥ |hi w1 |2 ≥ · · · |hi wK |2 , i ∈ K,
K
∑

25

∥wi ∥ ≤ Ps ,
2

(52)
{ 2 2
}
[2]
2
min R1 , R3 , . . . , RK ≥ Rt ≥ rt ,
{
}
[1]
1
min R31 , R41 , . . . , RK
≥ Rt ≥ rt ,
{ i
}
[i]
i
min Ri+1 , . . . , RK
≥ Rt ≥ rt , i = 3, · · · , K − 1,
i=1

[K]
Rt ≥ rt ,

which can be solved similarly according to Section IV-B.
In the extreme case when all the users require secure
transmission, we should exploit other methods to guarantee
the legitimate security, such as AN in [40].
V. S IMULATION R ESULTS AND D ISCUSSION
Simulation results are presented to evaluate the performance
of the proposed joint precoding optimization schemes for
MISO-NOMA networks in this section. Consider a MISONOMA network with 3 users and an eavesdropper, in which
UE-1, UE-2 and UE-3 are 450 m, 250 m and 50 m from the
BS, respectively. We set α = 2.6, β = 10−4 and σ 2 = 10−11
mW.
First, the performance of Scheme I is analyzed. The convergence of the sum secrecy rate for Scheme I with different
values of transmit power Ps is shown in Fig. 2, when M = 3,
rt = 1 bit/s/Hz. The distance between the BS and the
eavesdropper de = 200 m. From the results, we can see
that Algorithm 1 for Scheme I converges after about only
10 iterations, for different transmit power. In addition, the
sum secrecy rate of the legitimate network increases from 15
bit/s/Hz to 21.4 bit/s/Hz when the sum transmit power ranges
from 10 mW to 100 mW.

Rate (bit/s/Hz)

max

3
∑

15

Sum Transmission Rate, Scheme I
Sum Transmission Rate, Scheme in (8)
Sum Secrecy Rate, Scheme I
Sum Secrecy Rate, Scheme in (8)
Sum Eavesdropping Rate, Scheme I
Sum Eavesdropping Rate, Scheme in (8)

10
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60
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80

90

100

s

Fig. 4. Sum secrecy rate, sum transmission rate and sum eavesdropping
rate comparison of Scheme I and Scheme in (8). M = 3, rt = 1 bit/s/Hz,
de = 50 m.

We compare the sum secrecy rate of Scheme I under
different Ps , M and de in Fig. 3. rt = 1 bit/s/Hz. From the
results, we can observe that the sum secrecy rate of Scheme
I increases with M and Ps , which means that larger M
and higher Ps can improve the security performance of the
legitimate network. In addition, although the sum secrecy rate
is a little higher when de is larger, the improvement is marginal
to be ignored. This indicates that Scheme I can ensure reliable
security even when the eavesdropper is located near the BS.
The sum secrecy rate, sum transmission rate and sum
eavesdropping rate of Scheme I and the conventional scheme
in (8) are compared in Fig. 4. M = 3, rt = 1 bit/s/Hz and
de = 50 m. From the results, we can notice that although the
sum transmission rate of Scheme in (8) is higher than that
of the proposed Scheme I, the sum secrecy rate of Scheme
I is higher. This is because the sum eavesdropping rate can
be effectively decreased by Scheme I, as shown in the figure.
Thus, the security performance of the MISO-NOMA network
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Fig. 5. Sum secrecy rate comparison of Scheme I and the OMA Scheme
with different Ps and M . rt = 1 bit/s/Hz and de = 300 m.

can be effectively guaranteed by Scheme I, especially for
the farthest UE-1. In addition, the proportional relationship
between the transmit power of each user is almost unchanged
when Ps is high, which also results in the almost unchanged
eavesdropping rate.
The sum secrecy rate of Scheme I and the orthogonal
multiple access (OMA) scheme is compared under different Ps
and M in Fig. 5. rt = 1 bit/s/Hz and de = 300 m. In the OMA
Scheme, we adopt the time division multiple access mode and
maximize the secrecy rate of a specific legitimate user in each
time slot. From the results, we can see that the sum secrecy
rate of Scheme I is much higher than that of the OMA scheme.
Thus, the superiority of Scheme I in improving the spectrum
efficiency and security performance over the OMA scheme
can be verified.
Then, the performance of Scheme II is evaluated. The eavesdropping rate towards UE-2 of Scheme II and the conventional
scheme in (8) is compared with different Ps and M in Fig. 6.
rt = 1 bit/s/Hz and de = 50 m. From the results, we can notice
that the eavesdropping rate towards UE-2 of Scheme II is close
to 0, and much lower than that of Scheme in (8). Thus, we can
conclude that the proposed Scheme II can effectively guarantee
the security performance of UE-2 by hiding its signal in the
larger signal of UE-1. In addition, the number of antennas
at BS will not obviously affect the security performance in
Scheme II.
The secrecy rate of UE-2 of Scheme II is compared with
different Ps and rt in Fig. 7. M = 3 and de = 100 m.
From the results, we can see that the secrecy rate can be
guaranteed to be close to rt . This is because according to
(34), the transmit power of UE-2 is saved to disrupt the
eavesdropping by maximizing the transmit power of UE-1,
with the transmission rate of UE-2 equal to rt . Thus, the
eavesdropping towards UE-2 can be disrupted effectively, and
the secrecy rate is close to the transmission rate when Ps is
high enough.
Last, the performance of Scheme III is demonstrated. The
eavesdropping rate towards UE-1 of Scheme III and the

0.5
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Fig. 6. Eavesdropping rate towards UE-2 comparison in Scheme II and
Scheme in (8) with different values of Ps and M . rt = 1 bit/s/Hz and
de = 50 m.
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Fig. 7. Secrecy rate of UE-2 comparison in Scheme II with different Ps and
rt . M = 3 and de = 100 m.

conventional scheme in (8) is compared with different Ps and
M in Fig. 8. rt = 1 bit/s/Hz and de = 50 m. From the
results, we can see that the eavesdropping rate towards UE-1 of
Scheme III is close to 0, and much lower than that of Scheme
in (8). Thus, we can conclude that the proposed Scheme III
can effectively guarantee the security performance of UE-1
by hiding its signal in the larger signal of UE-2, which can
be achieved by modified SIC order via joint precoding. In
addition, we can also observe that the number of antennas at
BS will not affect the security performance in Scheme III.
We compare the secrecy rate of UE-1 of Scheme III with
different Ps and rt in Fig. 9. M = 3 and de = 300 m. From
the results, we can see that the secrecy rate can be guaranteed
to be close to rt . According to (42), the transmit power of
UE-1 is saved to disrupt the eavesdropping by maximizing
the transmit power of UE-2, with the transmission rate of UE1 equal to rt . This can be achieved by modified SIC order
via joint precoding. Thus, the eavesdropping towards UE-1
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Eavesdropping Rate Towards UE-1 (bit/s/Hz)

1.4

farthest from BS, and the transmit power of the farther users is
maximized via joint precoding optimization to ensure its own
security. We then consider the case when the farthest user from
BS requires secure transmission, and the modified SIC order
and joint precoding optimization can be leveraged to guarantee
its security. Similar method to the scheme with CSI can also
be exploited to calculate the suboptimal solutions to these two
non-convex problems. Simulation results are shown to verify
the effectiveness and efficiency of the proposed schemes in
enhancing the security for downlink MISO NOMA. In the
future work, we will continue to carry out the secrecy outage
probability (SOP) analysis for the proposed schemes.
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First, to transform Rt ≥ rt , we introduce a variable si ,
and let
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1 + ∑K

0.6
0.5

Secrecy Rate of UE-1, r t = 1 bit/s/Hz

1+

Secrecy Rate of UE-1, r t = 0.8 bit/s/Hz

0.4

Secrecy Rate of UE-1, r t = 0.2 bit/s/Hz

0.2
0.1
10

20

30

40

50
60
P (mW)

70

80

90

2
2
j=i+1 |hi wj | + σ
2
2
|hK wK | /σ ≥ sK ,

≥ si , i = 1, 2, · · ·, K − 1, (53a)
(53b)

which are equal to

Secrecy Rate of UE-1, r t = 0.6 bit/s/Hz

0.3

|hi wi |2

100

s

∑K
|hi wi |2
≥
|hi wj |2 + σ 2 , i = 1, 2, · · ·, K − 1, (54a)
j=i+1
si − 1
|hK wK |2
≥ σ2 .
(54b)
sK − 1
The left sides of the inequalities in (54) can be written as

Fig. 9. Secrecy rate of UE-1 comparison in Scheme III with different Ps
and rt . M = 3 and de = 300 m.

Γi (wi , si ) =

hi wi w†i h†i
, i ∈ K.
si − 1

(55)

can be disrupted effectively, and the secrecy rate is close to
the transmission rate when Ps is high enough. In addition,
comparing Fig. 7 and Fig. 9, we can observe that the secrecy
rate of UE-1 in Scheme III is slightly lower than the secrecy
rate of UE-2 in Scheme II. This is because the modified SIC
order in Scheme III requires more resource to achieve, and
thus higher transmit power is required at BS to achieve same
security performance in Scheme III.

Then, the first order Taylor’s approximation for (55) can be
derived as
(
)
2Re w†i h†i hi wi
Li (wi , si , wi , si ) =
s(i − 1
)
(56)
Re w†i h†i hi wi
−
(si − 1), i ∈ K.
(si − 1)2

VI. C ONCLUSION AND F UTURE W ORK

Therefore, according to the SOC constraint (24), the inequalities (54) can be transformed into

In this paper, three secure transmission schemes are proposed for MISO-NOMA networks via joint precoding optimization, with and without eavesdropping CSI, respectively.
For the case when the eavesdropping CSI is available at
BS, the precoding vectors are jointly optimized to maximize
the sum secrecy rate. The problem is non-convex, and we
transform it into a convex one via SOC programming, which
can be solved iteratively. When the eavesdropping CSI is
unavailable, we first consider that the secure user is not the

[2hi wi+1 , 2h1 wi+2 , · · · , 2hi wK , 2σ, Li − 1]

†

≤ Li + 1,

i = 1, 2, · · · , K − 1, (57a)
[2σ, LK − 1]

†

≤ LK + 1.

(57b)

With the above transformations, the lower limitation of
[i]
transmission rate Rt ≥ rt can be changed into
si ≥ 2rt , i ∈ K.

(58)
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Then, we consider the transformation of (7). In order to
make all the rate Rki achievable, we have
{ i
}
[i]
i
i
min Ri+1
, Ri+2
, . . . , RK
≥ Rt , i = 1,· · ·,K −1, (59)
which is equivalent to

[i]
i

Ri+1
≥ Rt ,



[i]
i

≥ Rt ,
 Ri+2
......,

[i]

i
 RK−1
≥ Rt ,


 i
[i]
RK ≥ Rt .

(60)

Each of these inequalities in (60) can be transformed individ[i]
i
ually. For example, Ri+1
≥ Rt can be written as
[i]

i
Ri+1
− Rt ≥ 0, i = 1, · · · , K − 1,

(61)

which is equivalent to
( ∑K
log2 ∑K

j=i

hi+1 wj w†j h†i+1 +σ 2

)

† †
2
j=i+1 hi+1 wj wj hi+1 + σ
)
( ∑K
† †
2
j=i hi wj wj hi +σ
≥ 0, i = 1, · · ·, K
−log2 ∑K
† †
2
j=i+1 hi wj wj hi + σ

(62)
− 1.

Through introducing auxiliary variables fi+1 , gi+1 , hi+1 and
qi+1 , we can get some upper and lower bounds as
∑K
j=i

hi+1 wj w†j h†i+1 + σ 2 ≥ efi+1 , i = 1, · · ·, K − 1,(63a)

∑K
j=i+1

∑K
j=i

hi+1 wj w†j h†i+1 +σ 2 ≤ egi+1 , i = 1,· · ·, K − 1, (63b)

hi wj w†j h†i + σ 2 ≥ ehi+1 , i = 1, · · ·, K − 1,

∑K
j=i+1

(63c)

hi wj w†j h†i + σ 2 ≤ eqi+1 , i = 1, · · ·, K − 1, (63d)

according to which, (62) can be transformed into
log2 e · (fi+1 −gi+1 +hi+1 −qi+1 ) ≥ 0, i = 1,· · ·, K − 1,(64)
which can be equivalently formulated as
fi+1 − gi+1 + hi+1 − qi+1 ≥ 0, i = 1, · · · , K − 1.

(65)

Therefore, (59) can be transformed into the following series
of inequalities, i = 1, · · ·, K − 1.

fi+1 − gi+1 + hi+1 − qi+1 ≥ 0,




 fi+2 − gi+2 + hi+2 − qi+2 ≥ 0,
......,
Oi =
(66)


f
−
g
+
h
−
q
≥
0,

K−1
K−1
K−1
K−1


fK − gK + hK − qK ≥ 0.
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