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Division D: Operation Rubicon and the CIA’s Secret SIGINT Empire 

 

Abstract  

The CIA is the most widely studied intelligence agency. Renowned for covert action and 

human intelligence operations, together with professional analysis, historians have 

uncovered a wealth of detail, and increasingly this has been woven into the rich tapestry 

of world history. More recently, scientific and technical intelligence has emerged as a CIA 

theme, with authors exploring the miraculous achievement of the “Wizards of Langley”. 

Yet this article suggests we still have much to learn. Exploring the CIA’s historic interest 

in communications intelligence, it argues that we have still not fully understood America’s 

best-known intelligence agency. For over 50 years, the CIA tussled with NSA and ran its 

own sigint unit called “Division D”. Moreover, it acted decisively to control a significant 

proportion of the world’s communications systems, working closely with international 

partners to secure a remarkable place in the esoteric world of sigint. Disagreeing with the 

NSA about the usefulness of constraining the global encryption market, the CIA held its 

course, achieving remarkable success and influencing important systems well into the 

twenty-first century.  

 

Keywords: CIA; NSA; encryption; liaison, sigint, humint.  

 

“even experts perceive the CIA as a nest of spies and clandestine operators.” 

 

                                                                                       Richard H. Immerman.1 

 

America’s Central Intelligence Agency (CIA) is home to a wonderful art collection. Visiting their 

headquarters at Langley, Virginia, visitors are greeted by a massive sculpture called Kryptos (Greek for 

hidden), commissioned by the Agency and installed in 1990 by its creator, James Sanborn. Designed 

to be “not only pleasing to the eye, but indicative of the CIA’s work,”2 the sculpture has appealed to a 

broad constituency, ranging from covert operatives to cryptographers, and from visiting dignitaries to 

members of the public. Designed “in conjunction with a former CIA cryptographer,” the sculpture is 

meant to represent not only intelligence-gathering but also the professional holding of secrets. 

Specifically, its four panels of secret codes are said to represent the full range of activities and interests 

of America’s most prominent spy agency. In over 30 years, three of the four panels have been 

decoded, leaving 97 characters “unsolved,” sustaining the lingering mystery that has surrounded this 

artwork. Making an appearance in the book-jacket art of Dan Brown’s best-selling conspiracy novel, 

The Da Vinci Code, this unbroken code may be among the most famous of all time.  
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Sanborn’s artistic puzzle is intriguing for more than its mathematical conundrums. Perhaps 

the most profound curiosity is the CIA’s decision to associate itself so visibly and publicly with 

cryptography. Less than twenty miles way, on the northern edge of Washington’s Beltway, sits the 

CIA’s cryptographic sister service - the National Security Agency (NSA). Created on 24 October 1952 

by President Harry S. Truman in the wake of the failure to warn of North Korea’s attack on the South, 

Truman forcibly founded an over-arching authority for both offensive cryptanalysis and defensive 

information assurance. Working together with the Pentagon’s armed service cryptanalytical arms, the 

NSA became the central authority for America’s “Kryptos,” maintaining its dominance for almost 

seventy years. Why then, has the CIA, known as a humint agency, chosen a cryptographic puzzle to 

adorn its welcome hall to visitors? In many ways, the decision appears counterintuitive, going against 

the general assumption of a simple division of labour between CIA and NSA. According to the academic 

leaders in the field, the specialisation in terms of collection is straightforward: CIA does humint and 

covert action, inheriting its historical legacy from William J. Donovan and the creation of OSS in 1942. 

Meanwhile, NSA does sigint and information assurance - even extending to the go-codes that control 

American nuclear weapons. More recently NSA has become a home to a third activity, US Cyber 

Command that has absorbed America’s long and innovative traditions of cyber warfare stretching back 

to the 1980s. Usually, academics texts then observe, often in brief, that there are up to dozen other 

agencies, often little known to the public, doing esoteric collection work in areas like imagery and 

seismology.3  

This functional distinction between NSA and CIA is not merely one made by academics - the 

armchair spies of intelligence studies. It is also sustained by the only person ever to command both 

NSA and CIA. Michael Hayden, America’s most distinguished intelligence officer, remembers being 

called upon by George W. Bush to head up CIA in 2005. He was worried – was he the right person? He 

recounts that in his previous job as Director of NSA he had been “head of a SIGINT agency”. By 

contrast, he asserts, “CIA was different. It did HUMINT. And covert action.”  Except this functional 

distinction is not quite true.4 In fact, even Hayden himself points out that this was an over-

simplification. In the previous decade, when Hayden stepped up as Director of NSA, he discovered 

that at least 70% of reporting was still coming off traditional voice intercepts. While useful, these 

techniques were not keeping pace with the threat or technological advances, and Al-Qaeda was 

moving to new forms of satellite communications. Remarkably, it was the CIA, not the NSA, who took 

the lead on this new stream of interception, introducing Hayden to the wealth of CIA sigint activity 

concealed at Langley. It is remarkable that even Hayden, who had spent his entire career in the 

American intelligence community, appeared unaware of its existence. Hayden’s amazed response 

echoes down the years. On learning about this, he asked his CIA colleagues: “What measure of NSA 
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sin would have caused you guys to build your own SIGINT system?”5 But here we argue that this was 

not an isolated incident and assert that the CIA’s best kept secret is the fact that for more than half a 

century it has run its own small but effective signals intelligence agency – which began life as “Staff 

D”. 

Hayden’s rumbustious recollections point us towards more than half a century of murky water 

and competition between NSA and CIA. Commentators have long identified the common themes of 

rivalry and duplication across the history of all of American national security. Even in terms of armed 

forces, the US Marine Corps, in effect the US Navy’s own army, competes with the US Army and other 

armies across the world – indeed it is more than twice the size of the British Army. Simultaneously, 

the CIA has long boasted of its own special operations component, now called the Special Activities 

Division, while the Pentagon has long had its own spies. Perhaps then, we should not be surprised that 

for decades the CIA effectively had its own mini-NSA. What does the CIA’s interest in communications 

security and encryption tell us? This essay argues that we do not yet understand the considerable 

importance of the CIA’s historic place in signals intelligence. Symbolised in the “Kryptos” sculpture, 

the Agency has acted in decisive ways to maintain its secret involvement with some of the world’s 

most significant communications systems. While daring human operators are depicted as Langley’s 

stock-in trade, occupants of “Staff D” often made more decisive contributions. New discoveries, 

recently made by researchers in Germany, allow us to understand their remarkable work in far greater 

detail, challenging important assumptions about the contours of American intelligence and the history 

of the Cold War.  

Recognising the CIA’s historic interest in cryptanalysis contextualises recent public disclosures 

about the CIA’s covert ownership and management of a Swiss cypher machine manufacturer: Crypto 

AG. On 11 February 2020, the Washington Post hailed this operation - which ran for more than fifty 

years - as the “intelligence coup of the century.” Known as “Operation Rubicon” and run jointly with 

the German foreign intelligence service BND, the revelations caused an uproar in Switzerland which 

still nurtures a delicate public image of neutrality. Arguably, the historical materials unearthed in this 

story, and used in a sober television documentary by ZDF, bear more lengthy and sustained analysis, 

in an effort to measure the scope and scale of the CIA’s signals intelligence activities. Surprisingly, they 

reveal that the CIA, not the NSA, took the lead in an operation that undermined the encryption and 

security of over 120 countries and international institutions.6 While rumour of connections between 

Crypto AG and American intelligence surfaced repeatedly in the 1980s and the 1990s, speculation 

focused exclusively on the NSA, not the CIA. Recent revelations revise this understanding significantly, 

requiring us to place the CIA at the heart of our analysis. For half a century, perhaps signals 
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intelligence, not human intelligence, was the real “crown jewels” in the CIA’s Cold War contribution 

to American security – an achievement that was valued at the highest level.  

Exploring CIA leadership of “Operation Rubicon” at length, this article argues the Agency’s 

historic interest in the human agent penetration of signals intelligence organisations not only 

significantly changes our understanding of the CIA, but the overall dynamics of intelligence during the 

Cold War. Simultaneously, it opens a window into the complex pattern of co-operation and conflict 

between the NSA and CIA that continued throughout the Cold War and resulted in the emergence of 

a fabled joint “Mission Impossible” unit in the 1970s called the Special Collection Service.7 Recognising 

how each agency responded to the emergence of an international market for encryption further 

reveals that part of the genius of the CIA was her ability and willingness to work with the BND to 

harness the power of the private sector; and indeed their early recognition that commercial providers 

increasingly owned the global world of information. From the 1960s, companies like Motorola and 

Siemens became key players in one of the most complex global orchestras, all conducted from Langley.  

Yet in many ways, the story of Operation Rubicon is not a complete revelation. As early as the 

mid-1970s, inspired by revelations about Bletchley Park and Ultra, a British journalist called Ronald 

Clark began to probe the relationship between America’s top wartime cryptographer William 

Friedman and Boris Hagelin. Others followed in his footsteps, including James Bamford, Scott Shane, 

and Gordon Corera, intrepid journalists who all asked the right questions and identified the connection 

between Friedman and his friend Hagelin who was Crypto AG’s owner and founder.8 However, while 

important, these initial discussions failed to understand that the real genius of Operation Rubicon was 

the intricate – and often precarious - manipulation of human beings at the centre of Crypto AG and 

also within other manufacturers of secure communications around the world. The “Gentleman’s 

Agreement” – reached by Friedman and Hagelin in the 1950s with the encouragement of Allen Dulles 

- was thus but one part of a broader and complex puzzle that we are now able to begin to piece 

together. Thanks to the diligent work of a team of dogged investigative journalists at ZDF television in 

Germany including Peter Müller, Ulrich Stoll and David Ridd, later joined by The Washington Post’s 

Greg Miller and an international team of academics, journalists and former officials, we are now in a 

position to understand this wider arrangement.9 

Analysing and exploring the CIA’s leadership of this operation, this article demonstrates the 

extent to which the CIA, not the NSA, maintained their ‘project management’ role over the entire 

operation, leading the NSA, BND and ZfCh through the complex maze of the Cold War. At times of 

apparent crisis, CIA officers were deployed across several fronts; reassuring a complex network of 

allies, managing the leadership of Crypto AG, recruiting engineers across Europe and sending salesmen 
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to allay the suspicions of governments across Latin America and the Middle East that their 

communications might be insecure. Even after the CIA’s German partners, the BND, left the operation 

in 1993, in a fit of post-Cold war moral panic, the CIA kept the faith and persisted. Long-after the end 

of the Cold War, Operation Rubicon supported the fight against terrorism, terminating only in 2018. 

This extraordinary case thus demonstrates the longevity and complexity of the CIA’s interests in 

signals intelligence, and the persistent nature of communications penetration operations as a whole, 

pursuing what is probably the longest running and most successful sigint operation in history to ensure 

that much of global communications remained under their control.   

 

 

CIA versus NSA – from Gold to Rubicon  

Operation Rubicon is not, however, the first instance of the CIA acting decisively and daringly to access 

communications intelligence. In the 1950s, the famous Berlin Tunnel was constructed for the 

forthright reason of enabling access to phone lines beneath the Soviet Bloc, revealing much about 

military command structures.10 Driving a dart into the heart of the Soviet Bloc, “Operation Gold” led 

the Agency to construct a 1,400 feet long tunnel into Southern Berlin to “tap a sheaf of transmission 

lines that carried a huge amount of traffic between all of Soviet-occupied East Germany, Moscow and 

other parts of the Soviet Union.”11 To some degree, the project echoed the eccentricity of its inventor, 

Bill Harvey, historically regarded as one of the most unique, if not disruptive, characters to grace the 

offices of both the FBI and the CIA. Although pioneered by a previous tunnel in Austria, for decades, 

these operations were considered unique in their eccentricity and adventure.  Dependent upon 

“humans operating under ticklish conditions,”12 Billy Harvey went on to run Staff D, but even Harvey’s 

talented biographer, Barnard Stockton, focuses mostly on the Berlin Tunnel and tells us little about 

the CIA’s other signals intelligence operations during the Cold War.13 

Widely seen as one of the most dangerous and outlandish operations of the Cold War, it is 

important to appreciate that Operation Gold had company. It was not only preceded by a similar 

operation in Vienna, it was followed by other tunnel operations elsewhere. Kept secret for over fifty 

years, Operation Rubicon is a further example of the CIA’s willingness and ability to act decisively to 

target physical signals conduits, recognising that “communications are the most vulnerable link of any 

enterprise.”14 Just as Operation Gold provided the CIA with access to the phone lines of the Soviet 

Union, swamping allied capability to analyse Russian voice traffic, so Operation Rubicon provided 

access to a large section of the world’s communications, and in turn explaining the prodigious growth 
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of this kind of intelligence over fifty years. That we can now begin to assess and understand this 

operation is remarkable and exciting.  

There is, however, an additional similarity between these two operations. They were 

surrounded by decades of conflict and disagreement between the CIA and the NSA, exacerbated by 

the CIA’s persistent pursuit of its own communications intelligence capability. Thomas Johnson’s 

declassified four-part history of American Cryptology during the Cold War helps us understand this 

more. Providing detail into the “fractious and damaging relationships” between the CIA and the NSA 

throughout the 1950s, he highlights several ruthless actions taken by the CIA to assert their dominance 

over Operation Gold. Acting to “deliberately cut NSA out” of this critical operation, the CIA single-

handedly constructed the tunnel, leaving NSA’s General Director, Ralph Canine, to belatedly discover 

the operation existed from an article in the New York Times. 15 Only learning of the secret after the 

Soviets had become aware of the operation, Canine was “understandably upset” about being 

bypassed and “left in the dark”16 about such a critical and magnificent operation. Recognising the 

critical importance and strategic advantage that could be gained from physically accessing 

communications, the CIA acted independently to pursue her own intelligence interests.  

Since 1947, the CIA had maintained a quiet interest in sigint from its foundation, nurturing a 

small unit for “special research” in the subject. This unit, renamed “Staff D” and then “Division D”, 

took off in the early 1950s under the charismatic Bill Harvey.17 Initially created to serve as a conduit 

for transmissions of communications from NSA to CIA18, the team soon seemed to assume a life of 

their own, frustrated by their reliance upon Fort Meade. Under Harvey’s direction, they not only 

planned the Berlin Tunnel but also managed to poach one of the NSA's top cryptographers, Frank 

Rowlett, who had fallen out with NSA Director, General Canine. Later, as Chief of Division D, Rowlett 

made a major contribution to integrating sigint into other CIA covert activities. Harvey and Rowlett 

also persuaded Dulles that there were areas of the sigint mission where NSA was falling down, proving 

CIA with new opportunities.19 An obvious path to take was for CIA to build on its Berlin experience. D 

Division therefore mixed close-range telephone tapping with “black bag jobs” against embassies.  

While much of the activities of this group remain undisclosed, we are beginning to appreciate 

their importance. A study on clandestine collection in Latin America during the 1960s reported that 

the CIA had managed to install audio devices in the homes of many key figures and those devices had 

produced much of the CIA's intelligence on the region.20 Among the few activities we know about in 

detail are two large-scale telephone tapping operations run by the CIA in Mexico in the 1960s.  

Operation Lienvoy worked through the central telephone exchange and was focused on embassies, 

especially the Soviet embassy. Meanwhile Operations Lifeat targeted houses of leading personalities. 
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This was done without the knowledge of Mexican security services – remarkably, Mexican telephone 

executives who were suborned in these operations tapped their own spy chiefs for the CIA. The 

highlights of the tapping operation were on the desk of the CIA head of station in Mexico every 

morning at 9.00 am.21 

In June 1962, President Kennedy was asked by his Foreign Intelligence Advisory Board to 

approve the expansion of the CIA’s audio surveillance capabilities, reporting that the limited 

capabilities of present equipment have precluded the [CIA] from successful audio surveillance 

penetration of intelligence countries within the Soviet bloc" and that "the full potentialities of audio 

surveillance for intelligence purposes have not been thoroughly explored as a major scientific 

undertaking."22 Recognising the value of tapping Soviet communications, Kennedy approved the 

request, hastening a joint effort between the CIA and DIA to investigate and plan for ways their uses 

of audio surveillance could be expanded.23  

With overlapping intelligence targets, Operation Rubicon offers further insight into the long 

and fractious relationship between America’s two distinguished spy sisters: the NSA and CIA.  Almost 

immediately, they had different attitudes and approaches to Operation Rubicon. In contrast to media 

reports that American codebreakers enthusiastically pursued the “Gentleman’s Agreement” with 

Boris Hagelin, senior NSA officials were initially reluctant to become involved, viewing the operation 

as a distraction and unnecessary risk. Securing the “Gentleman’s Agreement” in the 1950s, which 

restricted who top-grade machines might be sold to, Friedman nevertheless struggled to secure the 

broad support of senior American officials.24 Assent from the United States Communications 

Intelligence Board (USCIB) was necessary to formalise the agreement and secure the funds required. 

Presenting his draft proposal in June 1951, Friedman argued that a deal with Hagelin was necessary 

to ensure that America retained her leadership in signals intelligence. Speaking frankly, he emphasised 

that new and more advanced machines made in Europe after 1945 risked creating an “apocalyptic 

prospect – we will be blind within a few years”.25 Despite the pleas of America’s top cryptographer, 

bumbling admirals and generals dissented, unconvinced about whether the “gamble” of embarking 

on such a partnership would reap real benefit for America. 

Undeterred, Friedman proposed the scheme again in 1953, trying to persuade officials that 

companies across Europe were beginning to develop encryption machines that threatened their 

interception capabilities. Despite his effort, trust remained a central issue, with many concerned that 

they would not be able to control Hagelin in ways that would offer detailed authority over his 

encryption designs. While NSA Director, General Canine, supported Friedman’s initiative, the “NSA 

hierarchy seemed reluctant to move.”26 In contrast to the image of Friedman as the godfather of 
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American cryptography, his persistence soon caused “low level agitation”27 meanwhile NSA’s senior 

ranks were frustrated at his meddling and distraction. It would take Britain’s GCHQ to change their 

attitude, finally persuaded in February 1956 that Hagelin’s new “CX suite” of encryption machines 

might represent a large enough risk to sigint operations and that some influence over them was 

beneficial. Securing and maintaining the agreement had “required all of Friedman’s force of 

personality and persuasion.”28   

Remarkably, Friedman’s reports and accounts of his visits to Europe to work with Boris Hagelin 

give a distinctly different impression of a pre-existing understanding between NSA and the technology 

company.29 Released by the National Security Archive in 2015, these documents were previously the 

only record historians had to explore these relationships. We are now in a position to revise this 

understanding, recognising that despite Friedman’s enthusiasm and loyalty to his Swedish friend, 

general feeling across the NSA towards the “Gentleman’s Agreement” was apathy, if not hostility. 

Remarkably, when Canine was replaced by John Samford in June 1956, resistance intensified. 30 Tired 

by what he saw as Friedman’s persistent interfering, Samford acted swiftly to end the agreement. 

Directing Larry Shin to cut ties with Hagelin, he confirmed that the NSA would no longer be writing the 

instruction manuals for his machines. Many across the NSA arrogantly believed they did not need any 

such agreement, they would be able to break the codes in Hagelin’s machines with their mathematical 

genius. Aided by their investment in new computers, many at Fort Meade believed they would be able 

to overturn the communications of those countries using Crypto AG machines without such a risky 

agreement.31  By contrast, CIA officials at Langley were far more enthusiastic. Frustrated by NSA’s 

indecision, they made separate agreements with Friedman. Provisionally agreeing to control sales of 

the machines, oversee Hagelin’s resettlement from Switzerland to America, and pay Hagelin a lump 

sum of $700,000, they attempted to overcome NSA indifference through other means. 32 Despite their 

best efforts, NSA indifference and disagreement frustrated the process. Within a few years, this would 

have significant impact.  

 By the late 1950s, although consigned to the side-lines by NSA, William Friedman remained in 

close contact with Hagelin. Writing in 1958, Hagelin outlined his plans for future encryption machines 

and his intentions to retire. This gave Friedman an idea. Fearing that Hagelin’s new CX family of 

machines and other circuit based systems were likely to slip out his control and were “poised to enable 

a new era of unbreakable encryption,” he suggested that the company be sold to the Americans, 

securing Hagelin’s agreement and approaching both the NSA and the CIA with his ideas.33 Despite 

debating the “Hagelin problem” for years, American officials remained divided on how best to handle 

this growing market for innovative encryption technologies. Increasingly frustrated by Friedman’s 

continued interference, the NSA again rejected the proposal, unwilling to accept the risk of 
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establishing clandestine arrangements overseas. Still convinced that America enjoyed scientific 

superiority, they refused to accept that this new technology would outpace their techniques. The CIA, 

by contrast, were less opposed, concerned that the continued advancement of encryption 

technologies would bring American intelligence capabilities to a standstill. Becoming known as “the 

Boris problem,” the issue drove a wedge between the two Agencies.  

Debated at length between the CIA and NSA, disagreement and “squabbling…. prevented 

them from acting.”34 Dubious of covert ownership, the NSA remained reluctant to become involved, 

preferring at most the maintenance of the previous “Gentleman’s Agreement” formula. Senior NSA 

officials also did not accept the CIA’s argument that failure to act decisively would result in the 

silencing of their interception capabilities. The CIA, by contrast, treated this issue with great 

importance, and so it was handled at the top by Director Allen Dulles, DDP Richard Bissell and General 

Counsel Lawrence Houston. Undeterred by the NSA’s continued rejection of the proposal, the CIA 

soon attempted to take matters into their own hands. In June 1958, they proposed a “covert 

purchase” of the company, agreeing that the CIA would buy Crypto AG for $2,000,000, followed by 

annual payments of $50,000 for as long as the agreement lasted. Scheduled to last for at least five 

years, funds would be channelled through “Pan European Corporation”, a Swiss company set up 

specifically for this purpose.35 Days short of confirmation, NSA dithering and disagreement still 

undermined the agreement. Equally divided between supporters and those opposed, the NSA 

withdrew their support of the purchase on 6th October 1959. Annoyingly, the CIA remained reliant 

upon NSA’s passive acceptance of the principle of the project, voting through the USCIB to authorise 

the purchase. Frustrated, the CIA finally settled for a simpler agreement to secure USCIB assent. Acting 

quickly, a licensing agreement was signed on 10th November 1960, establishing a system in which sales 

to certain countries would be prohibited, coordinating where Crypto AG would market their products. 

Falling far short of purchase, the CIA paid Hagelin an upfront payment of $600,000, followed by an 

annual “consultation” fee of $75,000 for as long as the agreement lasted.36 In response, Hagelin 

agreed to coordinate his sales of encryption machines in line with CIA interests. 

The “Gentleman’s Agreement” was perhaps not as important as previous scholars have 

thought. Not only was NSA lukewarm about it, in practice it was superseded by the CIA’s more radical 

approach of cover ownership. While the agreement was important, it was one part of a broader and 

more complex puzzle. At root, we have misunderstood and much exaggerated NSA interest in the 

project. Simultaneously we have underappreciated the CIA’s creative vision and sustained enthusiasm 

in maintaining control and influence over communications intelligence. The extent to which the NSA’s 

lack of interest reflected the need to work with the CIA in the wake of the revelation about the Berlin 

Tunnel. Either way, the CIA interest in signals intelligence was growing. Undeterred by NSA resistance, 
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the CIA expressed a clear interest in controlling the world’s leading encryption company, reaping the 

benefits of access to global communications as the Cold War developed. 

CIA and the point of no return  

In January 1967, actions by the French and German Governments enhanced CIA interests in Crypto 

AG. Writing to Boris Hagelin directly, the French and German Governments proposed a joint purchase 

of the company. Recognising that the French and American Governments were Crypto AG’s largest 

customers, many Americans feared that this purchase would jeopardise their existing Licensing 

Agreement. Thinking quickly, the CIA developed an alternative plan. Building on the “long standing 

intelligence relationship” between American and German intelligence, the CIA approached her 

German protege, the BND, with a competing offer. German intelligence did not seem to have needed 

much persuasion, flying to Washington DC in 1969 to meet with CIA officials at the West German 

Embassy to discuss the exciting potential of a German-American agreement on this issue. Keen to 

maintain their control over the company and (most importantly) their access to international 

communications, an agreement was soon reached. Importantly, agreement also ensured that French 

intelligence were “shut out” of the operation.37 Envisioned as a “joint partnership” between the 

German and American agencies only, this agreement stands as one of the most significant instances 

of bilateral intelligence liaison in Western intelligence history.  

For the CIA, this offered a further opportunity. While influence over the sales of encryption 

machines through the Licensing Arrangement had proven useful, owning the company offered far 

greater possibilities. Manipulating the designs and sales of encryption machines, the CIA shifted the 

agreement from one of “denial” to “active measures,” encouraging the Germans to agree that 

multiple versions of model of encryption machines be made.38 Selling these different models 

strategically, the agreement would ensure German and American access to government 

communications across the globe, and especially across the Global South.  

Throughout September 1969, Boris Hagelin worked with his CIA case officer, confirming his 

agreement to the purchase and to the system of active measures. Using the dominant German 

technology company Siemens as the ostensible new “owner,” the CIA and BND agreed to each pay 

$3.5 million for a joint 50:50 share in the company.39 Completed on 4th June 1970, the timing of this 

agreement was critical, undermining global communications at the height of the Cold War. This day 

may be one of the most important moments in the history of communications security. From then on, 

governments across the globe were “paying good money to the U.S. and West Germany for the 

privilege of having their most secret communications read by at least two (and possibly as many as 

five or six) foreign countries.”40 Choosing contracts, hiring staff, designing the technology and directing 
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sales towards countries across Latin America and the Global South that were key intelligence targets, 

“Operation Rubicon” was the critical (and literal) “point of no return” for the security of global 

communications.41  

By contrast, the NSA’s role in this agreement was both peripheral and limited. While 

important, Deputy Director Louis Tordella, a decidedly old-school figure in the world of sigint, 

remained adamant that NSA play nothing more than a “technical role,”42 advising on encryption 

algorithms only when necessary and on request.43 Accepting that easy access to communications had 

its merits, the countries on Crypto AG’s sale list were regarded in the ivory towers of Fort Meade as 

“unsophisticated in technical matters.” In contrast to the CIA, the NSA believed their fusion of 

powerful computing technology with cryptanalytic genius, ensured they could read the 

communications of the CIA’s “target list” without this arrangement. Consequently, while agreeing to 

give advice on the technical design of Hagelin’s machines, the NSA’s role was not the one of 

management or leadership that others have suggested. Moreover, while the “Gentleman’s 

Agreement” is used by Jonathan Bennet and many others as further evidence of the NSA’s enduring 

interest in creating “global backdoors,”44 this impression misunderstands critical aspects of the 

agreement. It was the CIA, not the NSA, who enthusiastically and persistently pursued the agreement, 

acting decisively in 1967 to ensure her relationship with Hagelin was maintained. We should also 

recognise that NSA’s delays and disagreements consistently frustrated CIA efforts to secure her prize 

for almost a decade. Walking away from the discussion table in June 1958, the NSA continued to view 

the agreement with disdain, concerned about the relative merits that could be gained from such a 

risky partnership. For many, these attitudes were characteristic of the NSA, viewed as a “typically 

misguided move by a code-breaking agency known for risk aversion, raising petty objections and 

dithering.”45 Technically minded, the agency may have under appreciated the future possibilities of 

the market for encryption, preoccupied with their ones and zeros.  

Recognising these differences may change our understanding of this story in important ways. 

While Shane, Corera, Bamford and others spotlight the NSA’s involvement with the company, the 

NSA’s role was one piece of a more complex, geopolitical puzzle. Moreover, the NSA’s lack of interest 

was puzzling given that it was clearly working hard with GCHQ and others to control the market for 

encryption technologies elsewhere, especially in the NATO context. The CIA assumed a notably 

different position, anxious to maintain their control over the specific company and their access to 

global communications. Shutting the French out of the arrangement and shifting the agreement to 

one of “active measures,” the CIA laid the foundations of a global cryptographic cartel that would 

sustain for over fifty years. Leading the operation from the outset, the CIA quickly posted their leading 

operative on Rubicon to Munich,46 close to BND, Siemens and Crypto AG offices. Coordinating what 
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became a remarkably precarious supply chain with the engineers at Zug, and unbeknown to the sales 

force of the company, who continued to sell the machines with zeal, they undermined the 

communications of the startling range of countries during the Cold War.   

 

CIA’s leadership throughout the project 

Almost immediately, the CIA cemented their management of the project. Working with close BND 

colleagues, “board meetings” were established, enabling CIA and BND officials to meet with Crypto 

AG employees to discuss details of the operation. Held in Zug, Switzerland, CIA agents were given 

cover names, ostensibly presenting themselves as Company executives. Remarkably, at the outset, 

only one local official, Sture Nyberg was fully aware of the CIA’s involvement, responsible for the day-

to-day management of the company, although many others suspected influence. Holding these 

meetings was important, ensuring geographic distance did not risk the coherence and stability of the 

operation. Through these mechanisms, the “BND and CIA controlled the activities of Crypto,”47 

directing and altering Crypto’s sales strategies to align with the CIA’s intelligence target list. As early 

as 1960, important effects were already being seen, shifting sales of the new CX-52 encryption 

machine away from “below the Mexican border” and persuading Brazil to change their machines 

entirely, transferring from CX-52 machine to the less secure CX-52-M-27.48 The impact of these 

changes was significant, effectively giving American intelligence, and others, unfettered access to 

government communications in some of the most turbulent areas of the world.  

Board meetings also provided the CIA with an opportunity for morale building. Recognising 

the importance of human relationships, CIA officers held regular dinners and “team building exercises” 

with Crypto AG employees. Held openly at hotels across Europe, these meetings and “rapport-building 

gatherings” were widely celebrated by the Agency, establishing complex trust with the employees 

they continued to deceive. By 1992, these project management activities had expanded to such an 

extent that their office accommodation at the American Consulate in Munich was no longer suitable, 

moving some 850 yards to a four-story building shared with a refugee debriefing centre in 

Kaulbachstrasse. Thus, as the Cold War ended, Operation Rubicon became an even more important 

intelligence programme, maintained through a complex, but coordinated, web of board meetings and 

covert offices.  

Despite this visible success, disagreement with the NSA remained a constant feature of these 

regional meetings, with many in the CIA regarding NSA officers as careless, often presenting 

themselves to board meetings with little or no cover. In contrast to CIA, NSA officers frequently 
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travelled under their true names, sending people to meetings in Switzerland that the CIA increasingly 

felt risked the security of the project. During visits to the Crypto AG factories, NSA officials were also 

known to sign the register using their “true names,” handing out business cards with their contact 

details on.  This was a cultural issue, seeming to underappreciate the importance of traditional 

operation procedures and clandestine activities than her counterpart. Ultimately, this trend deepened 

the rift between the two agencies. This “cavalier approach” had real consequences, leaving a trail that 

later enabled journalists to identify key NSA employees like senior cryptanalyst, Nora Mackabee, and 

the NSA’s involvement with Crypto AG.49 Elsewhere, many across the NSA’s COMSEC division became 

frustrated by the additional requirements and controls placed upon them, complaining that activities 

like rewriting the instruction manuals for Crypto AG’s stock took them beyond the “technical role” laid 

out in the agreement.50  

These CIA-NSA tensions soon had an operational impact. As markets for encryption 

technologies grew across Europe, the CIA became interested in entering the commercial arena, 

working with companies like Motorola and other telecommunications enterprises to extend their 

encryption empire. Yet continuing to view the commercial market for encryption with suspicion, the 

NSA argued that the perceived benefits from the commercial world were “illusionary.” Focused on 

their own signals intelligence operations, the NSA believed they were less reliant upon the intelligence 

products derived from Operation Rubicon, and were capable of decrypting or intercepting devices 

through other means. Despite this reluctance, the CIA eventually got their way, with CAG entering the 

commercial market in 1987. Seizing the opportunity, the CIA and technology company “InfoGuard”51 

made an agreement to sell readable commercial products, expanding their capabilities beyond 

government communications. Short lived, the machines were not a success on the market, seen as 

expensive, over designed and less attractive than over commercial products now readily available 

across the globe. Despite this, the further agreement demonstrates a broad CIA appetite for access to 

communications and control of technology companies which has continued. Simultaneously, it 

demonstrates the NSA’s continued reluctance and resistance to these arrangements, continuing to 

believe their brute-force technical knowledge rendered them unnecessary. Focusing mostly on the 

NSA’s relationship with Crypto AG, we have not yet understood these complex relationships, 

weakening our understanding of American intelligence and its approach to communications security 

during the Cold War.  

 Aligning production and sales with the CIA’s “target list,” sales to Saudi Arabia, Iran, 

Yugoslavia, Argentina, Iraq, Libya and South Korea grew quickly. Simultaneously, the product of 

Operation Rubicon helped American foreign policy makers navigate through the Cold War, especially 

those episodes that plays out in the global south. We are not short of examples, aiding negotiations 
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during the Iran Hostage Crisis and validating President Reagan’s bombing of Libya following the 1986 

Berlin discotheque terrorist attack.52  Led and managed by the CIA, the success of this global operation, 

which we might even conceptualise as a cryptographic cartel, changes our understanding of the CIA 

and the Cold War significantly. We can but wonder whether the Iranian Hostages would have been 

released in 1981 had the Americans not had access to the diplomatic communications of the Algerian 

mediators, or ponder whether the course of the Falklands War might have been different?  

Leading journalists, Peter F. Müller, Ulrich Stoll, David Ridd and Greg Miller have begun this 

conversation, speculating whether Operation Rubicon gave America “extensive insight into turbulent 

developments across multiple continents and decades – massacres in Indonesia, abuses under 

apartheid in South Africa and violent crackdowns against dissidents waged by Hosni Mubarak in Egypt 

after the 1982 assassination of Anwar Sadat.”53 Elsewhere, Peter Kornbluh and Carols Osario, 

historians at the National Security Archive, have initiated similar inquiries. Focusing on the military 

regimes across the “Southern Cone” of Latin America, they ask important, and difficult, questions 

about how much American leaders knew about the vicious repression of trade unionists and 

opposition leaders (Operation Condor) across the region.54  

Operation Rubicon was not, however, entirely seamless. 1979 would prove an especially 

difficult year, with several countries expressing concern, if not hostility, at the discovery of 

vulnerabilities in their encryption machines. Suspicion was widespread, appearing everywhere from 

Egypt and South Africa, to Austria and Argentina. Allaying these concerns was critical if the CIA 

operation was to continue. To this end, the CIA began a recruitment mission, identifying 

cryptographers or engineers with a globally trusted reputation who also had some kind of affinity or 

allegiance with the West. If successful, these officials could travel across the world, providing updated 

and “more secure” machinery. While Operation Rubicon remained a “partnership” with the BND, 

agent recruitment appears to have been led by the Americans. Throughout the 1970s, BND officials 

would make suggestions or proposals for recruitment targets. To their frustration, they often 

discovered that the CIA had already considered them and turned them down.  

Working with officials in Sweden, the CIA eventually found their star agent. Based at the 

Swedish University of Linkoeping, Kjell-Ove Widman possessed all the qualities they needed. Widely 

known and respected by academic peers and industry officials, Widman was regarded as the most 

important recruitment of the entire operation. Formally “brought in” to the operation in 1980, he was 

quickly set to work. Codenamed ATHENA, immediate visits were payed to countries spanning Egypt 

and Saudi Arabia, to Argentina,  discussing various weaknesses with customers and reassuring them 

that their new machines had been improved and were now “secure.”55 Presented as an employee of 
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Crypto AG, successive customers were deceived, viewing Widman as ATHENA, the goddess of wisdom. 

As the Camp David Accord discussions were just beginning, maintaining access to Egyptian 

communications was especially important, placing American negotiations at great advantage. Perhaps 

the greatest indication of Widman’s importance to both Operation Rubicon and the CIA came on his 

retirement. Leaving the company for a quieter life in 1995, Widman was awarded the CIA Seal 

Medallion, for recognition of his significant contributions to the Agency’s intelligence efforts. Acting 

decisively at times of potential instability, the CIA deployed its humint skills to identify key individuals 

who had the personal and psychological qualities to conductor one of the largest global orchestras of 

the Cold War.  

 

1993: The CIA buys out the Amiable Europeans 

As the Cold War ended, the CIA increased her control over Operation Rubicon. On 11th December 

1993, the CIA bought the Germans out of Operation Rubicon for $17.1 million. As America turned its 

attention away from the Soviet Union and towards the fight against international terrorism, the CIA 

gained control and leadership of the assets, agents and activities of the entire operation. While many 

valued the long partnership with the BND, others were elated, released from the burden and time-

constraints of partnership consultations.56 Rubicon was still highly productive and very quickly, offices 

expanded, moved from the Consulate in Munich to a four-story building shared with a refugee centre 

in the leafy part of the German city.  

The events leading up to this change of ownership reveal a great deal about the CIA’s 

leadership of the project. Stepping back, they require us to understand the story of the “Hydra” 

episode, which many believe almost brought the partnership with the BND to a premature ending. 

“Hydra” was the codename that the CIA allocated to a crisis triggered by a figure called Hans Bühler. 

For decades, Hans Bühler had been one of Crypto AG’s most successful representatives, working 

across the Middle East to expand sales and sustain relations in some of the world’s most turbulent 

and dangerous regions. But Teheran’s regime was always watching for spies and so Bühler’s career 

took an unfortunate turn in the Spring of 1992. Travelling to Tehran on 14th March 1992, for a 

“business as usual” review of activities in the country,57 the engineer was arrested by officials, failing 

to make his return flight six days later. Codenamed “Hydra,” Bühler’s disappearance instantly caused 

concern, provoking Crypto AG officials to swiftly contact the Swiss Embassy in Tehran. To the surprise 

of many, he was arrested on charges of being a “pseudo-businessman,” accused of spying for 

Switzerland, in addition to bribery, illegal contacts and illegal use of alcohol. While puzzling, to the 

relief of the CIA, the Iranians appeared unaware of the broader and deeper connections the company 
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had with signals intelligence. Setting bail at $1 million, the saga soon deepened the “cultural gulf” that 

had begun to splinter the German-American strategic alliance.  

Bühler, like all the Crypto AG sales representatives, was unaware that the machines were 

compromised and so was an unwitting agent. But he and his colleagues were nevertheless, a key 

element in Rubicon and so the CIA clearly took this issue seriously and wanted him released. Discussed 

at the “highest levels” of the Agency, General Counsel Elizabeth Rindskopf took the lead, arguing that 

the question of whether the Americans would pay bail, effectively a ransom, remained a matter of 

policy, not law.58 However, the American Government did not pay ransoms, especially to Teheran, a 

following a ruling set in place after the Iran-Contra affair. While a tentative agreement was made on 

6th October 1992 in which the BND and CIA would jointly fund the ransom, the White House quickly 

rejected it, leaving the Germans to foot the bill. Bühler was eventually released but then began to 

suspect the secret operation and teamed up with a journalist to voice his accusations. Frustrated at 

America’s reluctance to pay “their share” of the bill, annoyed by the failure to silence Bühler, and 

horrified by the resulting publicity, this event raised real concerns for the few senior German 

politicians who were in the know about the operation.  

Strategically, the BND felt an increasing conflict of interest, growing closer to her European 

Partners through the European Union. For years, the BND and the CIA had argued over which 

European countries could be targets for Rubicon, with the Germans periodically seeking to protect 

countries like Italy, but to no avail. Now, with the reunification of Germany and the associated 

Maastricht Treaty, which used a new European currency to bind the continent more closely together, 

this was a problem. Long-held frustrations over European targeting now turned to anxiety even fear 

amongst the most senior of BND officials. Former Director, Wolbert Smidt complained about the 

American attitude, observing how the CIA “wanted to deal with allies just like they dealt with the 

countries of the Third World.”59 Becoming closer to allies across the Continent, the Germans were 

arguably placed in a difficult moral and diplomatic conundrum. As reports and suspicion over the 

security of Crypto AG machinery grew, concern mounted that awareness of German involvement 

would “trigger European outrage and lead to enormous political and economic fallout.”60 Given the 

diplomatic fallout following the Snowden revelations, their foresight was arguably quite justified.   

On May 1993,  the BND President approached DCI James Woolsey to discuss “changes in the 

relationship.” Signing a new Memorandum of Understanding, the Germans would transfer control 

over to the Americans, informing any relevant assets or agents that they were now under the authority 

of the CIA. This was not, however, a seamless transition. While the agreement also stated that the 

Germans would continue to receive the product, very quickly, lines fell silent. Changing or “updating” 
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systems in early 1994, BND officer “METAL” reported that “once the divorce had come into effect, the 

Americans started ‘improving’ some of the CAG algorithms… had it not been for the Swedish 

intelligence service, the Germans would have been blind.”61 Many within the BND were incredibly 

frustrated by this, continuing to believe that German contribution should have continued, blaming 

their elected politicians for leaving a project they had conceived entirely in the hands of the 

Americans. Ironically, while the fruits of Operation Rubicon were probably available to the Five Eyes 

Alliance, including the UK, Australia, New Zealand and Canada, who had at best been out-riders in this 

operation, the Germans had voted themselves out of the “elite” club of global signals intelligence.    

Remarkably, while diligent reporters down the years investigated Rubicon and discussed the 

Hydra controversy, few mentioned the CIA’s leadership of the programme. Writing for the Baltimore 

Sun in 1995, Scott Shane and Tom Bowman, exposed the NSA’s relationship with Crypto AG.62 They 

detailed the visits to Switzerland over decades by NSA officers for “secret meetings” about algorithms 

and machine design. Ironically, the “main casualty”63 of this crisis, appears to have been the CIA-BND 

relationship. Set free from the confines of a fifty-year partnership, the CIA once again acted to expand 

her clandestine control over communications security. Using funds from Rubicon to purchase other 

firms across Europe, the Agency appeared as energetic as ever about the merits and value of these 

covert relationships. Crypto AG’s historic rival, Gretag AG, is widely to speculated to be one such 

company, taken over by an “anonymous American” in the early 1990s. Many others remain 

unconfirmed. Given current geopolitical concern over Huawei’s involvement in global 5G networks, 

this story lifts a lid on an important, yet underappreciated, aspect of intelligence studies. As our 

reliance and addition to smartphones and personal technology devices continues to grow, attempts 

by Governments to “get a grip” on companies developing and selling the equipment, are important, if 

not alarming. 

 

Special Collection Service: A Peace Treaty to end the SIGINT war?  

Operation Rubicon is not, however, the only example of overlapping interests and disagreements 

between the NSA and the CIA. In 2015, detail of the CIA’s domestic and foreign signals intelligence 

activities were explored by Jeffery Richelson, a Senior Fellow at the National Security Archive in 

Washington DC.64 Richelson explained how the CIA’s Science and Technology Division frequently came 

into conflict with the NSA throughout the Cold War, competing for authority and resources for signals 

intelligence. By June 1976, senior CIA officers were frustrated at what they saw as NSA incompetence 

and inadequacy, observing that NSA analysis was “incomplete… and sometimes miss the important 

points, to be found in the raw transcripts.”65 Proposing an effective takeover of some NSA capabilities, 
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CIA deputy director E. H. Knoche wrote to the NSA director, Lew Allen outlining his “strong belief that 

it is in our mutual interest to move rapidly toward a harmonious and lasting understanding between 

our two agencies in the SIGINT area.”66 Elsewhere, Stansfield Turner and DCI George Bush were 

working together to try and form a “National SIGINT program,” working with the House of 

Representatives Committee on Appropriations on the matter throughout 1977.67  

Attempting to resolve some of this tension, an interagency agreement was signed in August 

1977, merging capabilities into the “Special Collection Service” (SCS) as an entirely new organisation 

with a headquarters separate from either Langley or Fort Meade. Described as the “Peace Treaty,” 

many hoped the agreement would bring an end to the “sniping that had been going on between the 

two agencies since their birth.”68 The CIA’s “Division D” had become an army of “globetrotting bugging 

specialists,”69 increasingly conflicting with the NSA’s embassy-based eavesdroppers who saw signals 

intelligence as their terrain. Yet many at Fort Meade viewed the creation of SCS as a vindication of 

NSA, finally securing control over Langley’s technical activities. Leaked briefings to the Pacific SIGINT 

Development conference in March 2011 revealed the existence of over 96 SCS collection sites around 

the world.70    

We also learned a lot about these operations from Mike Frost, Canadian communications 

security officer who was trained by the SCS.71 Providing detail of Canada’s intelligence capabilities, 

Frost sheds remarkable light on examples of the CIA and NSA working together on Special Collections 

Operations across the world.  Focused on embassies as hubs of electronic espionage, the Special 

Collections Service developed imaginative and sophisticated ways to plant electronic bugs into 

diplomatic pouches, even using pigeons to gain access to secure facilities where needed. Yet 

disagreements emerged between the NSA and CIA about the level of risk that should be taken. Echoing 

the disagreements throughout Operation Rubicon, NSA’s risk-aversion again frustrated the CIA, 

preferring risker “black bag” jobs or break-ins to plant bugs. Despite initial optimism, The Peace Treaty 

relied “on the good will of both sides, rather than on a piece of paper.”72 

 In the 1990s, as operations expanded across Baghdad, rumour also surfaced that SCS officers 

were making secret agreements with technology companies like Ericsson.73 Faced with Iraq’s 

increasingly secretive command and control structure, the Americans looked for ways they could gain 

access to communications. Partnership with companies like Ericsson offered some hope, having 

installed and updated Baghdad’s telephone system since the late 1960s. All this suggests that we 

should revise our understanding of the CIA as a human intelligence organisation. Since the height of 

the Cold War, the CIA has taken major steps to penetrate the world of communications security, 

building the Berlin Tunnel, sustaining Operation Rubicon and other possible agreements through the 
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Special Collection Service. As one officer explained: “When you think CIA, you think James Bond and 

microfilm. But you don't really think of an agency whose sole purpose is to get up real close and use 

the best technology there is to listen and transmit. That's SCS.”74 

 

Fusion and the war on terror   

In some ways, the successes of Operation Rubicon and SCS pointed to a broader trend. The most 

important developments in the last few decades have been about bringing the best intelligence 

gathering or special forces together to make operations more efficient. Created in 1980, the Joint 

Special Operations Centre (JSOC) encapsulates this approach, designed as a fusion unit to help 

improve America’s response following the failed attempt to rescue US hostages in Tehran through 

“Operation Eagle Claw” in 1979.75 As 9/11 and the War on Terror transformed America’s national 

security thinking, Secretary of Defence Donald Rumsfeld looked to expand these operations, believing 

that the most effective way to fight a network, was to become one.76 To be effective, military 

operations needed to do more than simply “capture and kill” their targets. Using the latest technology 

and information available, they needed to be agile and efficient, garnering intelligence and 

“situational awareness” from every mission. Very quickly, “strike to develop intelligence” became the 

task force catchphrase. In typical military fashion, an acronym was developed: “F3EAD”, detailing their 

mission objectives to “find, fix, finish, exploit, analyse and disseminate” intelligence on the target.77  

Quite simply, the severe challenges posed by Iraq and Afghanistan forced the CIA, NSA and 

special forces to work more closely together.78 Rapid intelligence collection and information sharing 

underlines this approach, fusing signals intelligence and human intelligence to provide a “real time” 

picture of the threat environment. Assuming leadership in 2003, General Stanley McChrystal took 

quick and important steps to expand these networked capabilities. Establishing an internal “intranet” 

with a common homepage, every member of JSOC was able to share intelligence and have access to 

“real time” battlefield information.79 While others focused on high-tech weaponry, McChrystal 

purchased internet bandwidth, understanding the importance of communication and ensuring that 

every “node”, or person, on his network could communicate with one another throughout their 

missions. Expanded bandwidth offered greater surveillance capabilities, enabling JSOC to target a 

number of alleged Al Qaeda operatives, leading to the airstrike killing of Abu Musab al-Zarqawi in June 

2006.80  

The scale and growth of these operations is staggering. Even as troops closed in on Osama Bin 

Laden’s secret compound in 2011, twelve other missions were being conducted across Afghanistan, 
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capturing or killing between 15-20 targets in one night. All of these military operations were 

supported, guided and helped by the constant stream of intelligence now feeding through the JSOC 

network. Viewed by Steve Niva as a form of industrial “shadow war”, JSOC heralded an era of 

“unprecedented cooperation and networked linkages” between the US military, the CIA, the NSA and 

special operations forces.81 Enabling the deployment of agile military forces that collected, analysed 

and disseminated intelligence to those who needed to know at almost “real time” speed, this 

approach was transformational. While controversial, this hybrid blend of activity has arguably proved 

both effective and useful, leading JSOC to expand and evolve into an autonomous, expensive machine 

capable of killing the most elusive targets. The use of networked military operations continued 

throughout Obama’s tenure, growing into a network of 20,000 full-time operators across an estimated 

75 countries in the world.82  

Operation Rubicon was thus something of a pathfinder. Just as the CIA saw the merits of fusing 

human intelligence and communications intelligence during the Cold War, hybrid operations are 

increasingly seen as “the norm.” For almost 20 years, JSOC, NSA, the CIA and others have “networked 

together to share information, compile target lists, and then hunt, kill and capture enemies 

worldwide.”83 Rubicon and the fusion of communications intelligence with human agent penetration 

through SCS are examples of a broader trend. As the Cold War ended and the threat from 

transnational terrorism emerged, strategists found new ways to understand and respond to new 

threats. Predictably perhaps, the CIA still nurtures its own separate sigint units and jealously guards 

these assets, so the tradition of D Division lives on.84  

 

Conclusion  

The story of Operation Rubicon is striking and prompts us to rethink the profile of the CIA. Exploring 

the CIA’s strategic leadership and management of the programme, we need to revise our 

understanding of the functions of the various elements of the US intelligence community. Specifically, 

we need to appreciate the CIA’s historic interest in signals intelligence and communications security, 

which goes far beyond support for its own field agents. While the American involvement with the 

Swiss Company, Crypto AG, has been suspected and publicly discussed for almost half a century, we 

have failed to appreciate or recognise how the CIA acted decisively to establish and maintain a wider 

arrangement that undermined the security of the communications of over a hundred countries and 

international institutions for half a century.  
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Accordingly, we now need a more nuanced understanding of the differences between 

America’s two largest intelligence agencies: the NSA and the CIA. Infighting, turf wars and stove-piping 

are not news to historians of intelligence history.  Indeed, the dominant accounts of 9/11 suggested 

that separation affected the ability of American officials to predict surprise attacks over the last twenty 

years, and this story highlights how these underlying attitudes impacted the emergence of a global 

market for encryption. For decades, the NSA remained uncertain about the operation, criticised by 

the CIA for “risk aversion, raising petty objections and dithering.”85 The NSA reluctantly came to 

appreciate the strategic value of covertly owning a technology company, and on reflection they were 

not entirely wrong about the risks. While the “Gentleman’s Agreement” was a significant moment in 

history, it was one moment in a longer, complex story which takes us through the emergence of 

further joint units and fusion units, including those that rolled back the bombers in Baghdad. These 

organisations, living in a liminal space between agencies, are small but often secure achievements 

disproportionate to their size.86  

Welcoming Michael Hayden as Director of the NSA in April 1999, James Taylor, his Deputy 

Director of Operations suggested that the two agencies would need to become even closer. He 

explained: “our relationship with CIA is absolutely vital to our future success… it is essential that NSA 

and CIA put our relationship on a sound basis tuned to the needs and realities of the next century.”87 

Detailing the joint meetings, goals and strategies that had been established between the two 

Agencies, he added: “there are many things of great importance to our country that can only be 

achieved by NSA and CIA acting together,” requiring a “new breed of intelligence officers 

knowledgeable in both SIGINT and HUMINT operations.”88  It may be time for intelligence historians 

to recognise these more complex, nuanced developments, changing our understanding of the 

composition of American intelligence. But as ever, historians are likely to wait some time before 

substantial amounts of raw material generated by Operation Rubicon and its many successors are 

released to researchers.  
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