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The Internet of Things (IoT) is the network of smart devices,
humans, andmachines that continuouslymonitored the sur-
rounding environment and execute meaningful decisions
on the data or information they received. The Internet-
enabled devices could facilitate computer-mediated strate-
gies for various tasks e.g., smart healthcare, managing the
cities or smart factories, smart manufacturing, automating
the home and business, etc. IoT commonly uses the In-
ternet technology for establishing communication among
devices, thus inherits all the security threat that are cur-
rently affecting the Internet users alongwith security threat
due to resources constrained nature of the smart devices.
The greater footprint, the distributed nature of the network
and the existence of a huge number of IoT devices has also
attracted criminals, fraudsters and attackers to utilize this
medium for spreading malicious content or making the de-
vices unavailable for legitimate use. It is imperative to en-
sure that the Confidentiality, Integrity, Security, and Privacy
of information and users remains intact while using these
devices. Software-defined Networks (SDN) and Network
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Function are the way to control and configure devices from
a central location and have been proven to offer scalabil-
ity and versatility to their deployed systems. In this pa-
per, we systematically reviewed the adoption of Software
Defined Network (SDN) and Network Function Virtualiza-
tion (NFV) in protecting the IoT network. To this extent,
we provide a comprehensive survey on security solutions
based on SDN, Blockchain, NFV and SDN/NFV IoT secu-
rity mechanisms. We have also identified Open challenges
in this domain which includes lack of standardisation, low
cost and effective machine learning systems for identifying
malicious traffic, and large attack surface. The deployed
technologies exhibit positive strides in their usage for the
provision of security in IoT environments offering security
enhancements, scalability, and versatility.
K E YWORD S

IoT, Software Defined Network, Network Virtualization, IoT
security

1 | INTRODUCTION

The influence of IoT in our daily lives has continually grown and expanded enormously into several aspects of our
daily lives. The forecasted growth of connected devices has been 20 billion by 2020 and is expected to bolster
a further 400,000 by 2022 [1, 2] with a further estimation due to reach 50 billion by 2030 [3]. The integration
of these devices estimated in the expansion requires reliable methods to dynamically integrate the heterogeneous
nature of the devices and the variation in the capability of the devices. Figure 1 presents the application areas of IoT
in today’s connected smart environment. The IoT environment compared with the traditional information technology
environment is considered complex with regards to providing security and challenges encountered due to limitations
within the environment [1, 2, 4]. The surge of IoT devices, the open nature of interconnection, and the lack of security
policies have also attracted cyber attackers to use these devices for launching the cyberattack. It is estimated that
currentlymore than 25% of identified attacks in enterprises involve the IoT devices which see a surgewith the increase
in the number of devices. For example, Mirai botnet [5] utilizes the common and simple trick i.e. scanning the devices
[6] for default login name and password, and then launching Distributed Denial of Service attack (DDoS) by creating
the botnet army of IoT device [5].

Standards for IoT architecture have not been clearly defined, however, researchers have classified them into three
major layers: perception, network, and application layers [7, 8, 9], others have added an extra layer: data processing
layers [2, 10, 11, 12]. Each layer is accompanied by several threats and vulnerabilities that undermine the efficiency
of traditional security mechanisms [13, 14, 15]. The limitation of resources and capabilities of the devices within the
environment plays a crucial part in foiling the extent to which traditional security mechanisms can work within the
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continuously changing and diverse environment. To provide security within the environment while considering the
limitations of the devices, dynamic and customized security solutions are proposed for securing the low constrained
interconnected devices [16, 17, 18, 19, 20].

The expanding nature of the IoT environment makes traditional security network architecture not suitable for han-
dling attacks and threats directed at the IoT environment [21, 22] thus leading to the proposal of specialized security
mechanisms such as based in emerging technologies such as SDN, NFV and Blockchain [23]. SDN deals with decou-
pling the network into two planes for managing the network and this makes a viable to become a flexible solution to
cope with the security requirements of the IoT environment. These planes are control planes which is responsible for
network logic, and the data planes which is responsible for network function. SDN provides robust control and traffic
monitoring within the network and is potentially able to isolate IoT devices when malicious activities are discovered,
identified, and handled by the device and network [24]. Network Functions Virtualization (NFV) like SDN decouples
network functions, however proprietary hardware appliances are used as software in virtual machines (VMs). The
combination of both mechanisms improves the network capability of the environment and provides innovative secu-
rity mechanisms suitable for IoT environments such as rules for data availability, authentication, confidentiality, data
security and authorization [4], [25].

This paper is based on an integrative research review methodology that highlights key issues, the current state of
the mechanism, and the review of outcomes obtained from the mechanisms. In this paper, we provide a comprehen-
sive analysis of the security aspect of IoT networks and the use of SDN/NFV-based systems to ensures the security
of resource-constrained heterogeneous IoT networks. To this extent, we first provide a comprehensive discussion
of the type of security threats the IoT devices are facing in today’s interconnected environment and identify some
core challenges towards ensuring the security and privacy of these devices. We provide detailed analysis on various
security threats such as encryption for resource-constrained devices, access control mechanism for distributed and
action-dependent devices, Intrusion and anomaly detection system for highly distributed and huge networks, and
authentication challenges in these networks. We then focus on providing the detailed analysis of the SDN and NFV
based solution that has been proposed for securing the IoT networks. To this extent, we identified a comprehensive set
of features that we used to analyse the different aspects of SDN and NFV based solutions. This assessment inspires
the development of new perceptions rather than symmetrical and semi-symmetrical approaches used for detailing
the effects among several studies. The major contribution of this paper is:

• Review of present security requirements and challenges encountered for implementation of reliable security
mechanisms for IoT devices and environments.

• Review of SDN and NFV technologies that provide security solutions in the IoT environment.
• Discuss the challenges, existing gaps and highlight future research directions regarding using SDN and/or NFV

based IoT security mechanisms.

The rest of this paper is structured as follows. Section 2 reviews different challenges of IoT environment.Section
3 discuss the related work.Section 4 presents the research methodology used in this paper. Section 5 discuss the
security solutions of SDN and section 6 discuss NVF security solution and section 7 provides discussion on heteroge-
neous SND and NVF based solution for securing IoT network. Section 8 presents analysis from the review. Section 9
presents challenges encountered by the SDN/NFV based IoT security mechanisms, and concluding remarks are drawn
in Section 10.
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F IGURE 1 Application areas of Internet of Things

2 | SECURITY CHALLENGES IN IOT ENVIRONMENT

The consistent improvement provided by IoT in the daily lives of individuals cannot be over-emphasized, yet, in return,
it creates a vulnerability that can adversely affect the security and privacy of users. Traditional hardware safety so-
lutions have been reviewed [26, 27, 28] for providing security and privacy protection for IoT devices and have come
short in various aspects. The shortcoming of the traditional system-specific security solutions can be attributed to the
capabilities of resource-constrained IoT devices. The traditional hardware-based security solutions are not effective in
providing security and privacy protection in the resource-constrained IoT devices, thus it became imperative to deploy
intelligent solutions in the form of software-based secure solutions that are not dependent on the processing capabil-
ities of resource-constrained devices in order to protect IoT devices from the external and internal cyber-attacks [29].
This allows deploying Software-defined and Virtualized systems, emerging blockchain technology as the proposed de-
centralized systems, use of lightweight artificial intelligence, and machine learning to enhance protection while trying
to prevent the overloading of the limited resources available on the IoT devices in the dynamic environment. The main
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issue attributed to the shortcoming of the traditional hardware-based solutions in protecting devices in an IoT envi-
ronment has been the limited resources of the devices and the dynamic nature of the network. The limited resources
which could be limited power and processing capability, memory, communication bandwidth, energy requirements
are the result of the small size of the IoT devices [16, 17].

Various security challenges arise from the limitations of device resources within the environment. The challenges
encountered include:

• Energy and processing Limitation - Batteries are the main power source of most IoT devices. Based on that, the
computational and processing power of the devices has been made minimal while well-known security mech-
anisms and encryption mechanisms require high computational power, processing capabilities and memory to
function properly [30]. A suitable security mechanism and encryption algorithm is required that must be suit-
able to function efficiently within the limitations of the IoT devices [31] thus requires a lightweight cryptosystem,
Intrusion detection and analysis system that has been designed in accordancewith the capabilities of the resource-
constrained devices [32, 33, 34].

• Memory restrictions: Buffer overflow is a common form of attack that attempts to overrun the buffer boundaries
[35] while processing buffers where data is stored. The attack is a result of the lack of proper inspection of buffers
that store data [36]. IoT devices are designed to run on lightweight versions of operating systems empowered
with restricted both flash and Random-Access Memory (RAM) memory capacity. Traditional security mechanisms
demand high memory capacity which cannot be powered by the memory capability of IoT devices [30].

• Heterogeneous Dynamic Environment: IoT environments are combinations of different devices with diverse ca-
pabilities, capacities, and specifications. The environment deals with various options of operating systems, com-
munication approaches, and transmission protocols [37, 38, 39]. The use of customized and versatile security
solutions is vital to coping with the requirements for providing adequate security for the environment [40].

• Technical and Big Data Concerns: IoT devices continually generate data that are amassed to an enormous amount
of data [41, 42, 43]. These data points require proper handling for storage, analysis, and safeguard. Handling of
data within an IoT environment is of great concern as well as differentiating and verifying legitimate devices within
the environment [44].

• Lack of software patches and updates: The concept of patching is to solve discovered issues and bugs that are
identified in the running firmware, improve the current configuration and offer new services [45, 46, 47], providing
solutions against newly discovered vulnerabilities in the system. The patch protects against new threats that arise
from exploitable vulnerabilities that are discovered in currently running operating systems and software. The
development of specialized mechanisms to consume low computational and processing resources is required to
provide an efficient update and patch vulnerability [48].

• End-to-End Security: The protection of transmitted data between devices in an IoT environment to prevent
interceptions or alteration to achieve end-to-end protection is very important for IoT devices and their users
[49, 50, 51, 52]. The heterogeneity of the environment accounts for the differences in the ability and capability
of devices; protocol sets, communication methods, and standards deployed in the environment. The provision
of End-to-End security within the environment requires mechanisms that fit the variation of devices capabilities,
communication technologies in the IoT environments [53, 54, 55].

• User Awareness: In the chain of security, the human factor is regarded as the most vulnerable aspect of security
[56, 57, 58, 59]. The security of any system would be undermined if the security is not properly managed. Com-
mon mismanagement of system security includes default or low strength passwords, poor or misconfiguration
of devices within the environment. The most common attack directed in this direction is the social engineering
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attack. User awareness is required to prevent this form of attack as it aims at obtaining confidential information
within the system exploiting the human factor within the system [31], [60].

To counter these challenges posed by the limitations of the devices, certain requirements should be fulfilled in ensuring
the efficient security of an IoT environment. These requirements include:

• Privacy: Personal data identified by the Data privacy regulations (the General Data Protection Regulation (GDPR)
or US data privacy Law) is any information that can be associated to recognize individual personal attributes.
The users must know how their data is processed, who has access to their data, for what purpose their data
is being collected, where their data is being processed within a particular jurisdiction or outside of particular
jurisdiction, and request rights over their data. The guidelines as stated by European GDPR must be obeyed and
sufficient protection must be provided to ensure the privacy of users while handling personal information. The
IoT environment amasses a large amount of data about users and devices within the environment, which raises
concerns about privacy within the environment. Tracking and profiling of information are the major compromises
that occur which undermines privacy within the environment and the introduction of a compromised device into
such an environment exposes valuable information that violates privacy [61].

• Integrity: This involves the assurance that the transmitted data within the environment is authentic and has not
been modified [62, 63]. IoT devices are prone to several attacks either remotely or locally due to the widespread
use of nodes that could be easily accessed by adversaries. If the adversaries successfully compromise a node,
various components can be altered such as intended functions of the device, output product of device, and trans-
mitted data within the environment. The environment must implement a proper means for the authentication
and guarantee the integrity of devices and data transmitted within the environment and deter the transmission
of data with compromised devices within the environment [64].

• Network Security: An IoT environment consists of a variety of connected devices that communicates with several
communication technologies and standards [65, 66]. The environment exchanges an enormous amount of infor-
mation at various layers of communication and the information is distributed between various device components
which increases traffic within the environment [67]. The protection of the massive amount of data transmitted
must be guaranteed against jamming and interception to ensure the service efficiency of the environment [68].

• Authentication, Authorization, and Accounting: Authentication involve the process of verifying users within the
environment, authorization is the privileged access granted to users to specified assets within the environment
while accounting serves to monitor and audit the environment [69, 70, 71, 72]. It is crucial to ensure a reliable
means to provide authentication, authorization, and accounting for legitimate users to ensure the exact level of
access is granted to resources [73].

• Safety and Precautions: The size and application areas covered by the sensors and actuators make the IoT de-
vices easily accessible to adversaries. Identification of compromised devices in the environment is imperative
based on the damage that could occur from the presence of such devices in the environment [68]. Ensuring the
intended function of devices and transmitted data are unaltered is important and if altered, it is discovered before
irreparable damage is done to the environment [74].

• Attack Scenarios: The IoT environment consists of different kinds of sensors, devices, and actuators communicat-
ing at different levels that are deployed in wider areas and across many systems that present an increased attack
surface to the environment. Various attacks occur at different layers of the IoT such as hardware trojan [75],
node capture [76], and battery draining attacks [77], [78] that occur at the perception layer; sniffing and eaves-
dropping attack [64], Denial of Service [79] and man-in-the-middle attack [80] that occurs at the network layer;



Author One et al. 7
Malicious scripts [81], phishing attacks [82] and Distributed Denial of Service [83] that occurs at the application
layer. Countermeasures have been implemented in attempts to mitigate challenges faced by the IoT environment
with consideration based on different requirements that should be fulfilled. Some of the countermeasures include:

• Side-channel Attacks: Side-channel signals carry along with important details in regards to the operation of IoT
devices and it allows for the discovery of irregular activities [84, 85, 86]. Malicious firmware and alteration of
devices and data can be detected with this analysis providing insights and protection against side-channel attacks
and many integrity-related attacks [75].

• Transport layer security: To provide end to end protection for communication within an IoT environment, the
use of Secure Socket Layer (SSL) and Transport Layer Security (TLS) has been explored [87, 88, 89]. This helps
maintain the integrity of data within the environment and provide network security for the environment. Based
on the variations in the communication standards and technologies in the IoT environment, TLS is suitable to
handle communication that runs on Transmission Control Protocol (TCP) and Datagram Transport Layer Security
(DTLS) handles communication on User Datagram Protocol (UDP) [90]. A lighter version of these layer security
has been proposed to offer end-to-end security that is efficient with the limited capabilities of the devices within
the environment [91].

• Intrusion Detection Systems: There are various modes of operation employed by IDS. The most common in IoT
environments are anomaly-based detection systems [92, 93, 94, 95] that compare the current behaviour of the
environment against a benchmark score and signature-based detection that analyses traffic to match a specific
pre-defined signature to determine the state of the traffic [75]. IDS works to enhance security by detecting
intrusions into the environment and notifying the required authorities about the intrusions and added features
can be used to deter node capture attacks [90],[96].

• Best Practices: The simplest and effective measure against the majority of attacks is the implementation of best
practices within the environment such as changing of default credentials on new devices incorporated into the
environment and raising awareness among users about best practices to implement [30, 60, 97, 98, 99].

• Authorization control methods: Access control list (ACL) contributes hugely in achieving authentication, authori-
sation, and accounting in the IoT environment. Security policies are usually deployed that filter traffic, permitting
or blocking access based on specified rules in the policy [100, 101, 60]. The most commonly used access controls
for these environments are Role-Based Access Control (RBAC) that assigns access based on the role of the user
and Access Based Access Control (ABAC) that assign access based on the precise attributes assigned to the object
[90, 102, 103].

3 | RELATED WORK

Several studies had been conducted about IoT security, with limited focus placed on SDN-based security solutions.
This chapter provides a review of classic and emerging IoT security solutions exploring the studies been done to
enhance the security of the IoT environment. Alaba et al. [80], explored the identification of current vulnerabilities
and threats confronting IoT environments. Then a classification-based security system based on three categories
namely application, perception, and communication were introduced. The potential attacks facing these categories
were discussed without review of the detection methods of those attacks or covering the use of NFV and emerging
solutions such as machine learning and Blockchain [80]. A holistic review of IoT security solutions discussing current
security solutions and implementation was done by Kouicem et al. [104], categorising IoT security solutions into
two groups namely Classic and emerging solutions. The survey provided a good classic IoT security review yet did
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Paper Attack

Detec-
tion

SDN NFV Securing
SDN/NFV

IoT At-
tacks

Authent-
ication

Access
Con-
trol

Encryption Blockchain ML Security
Counter-
measures

Year

[2] 7 7 7 7 X X 7 X X X X 2019
[105] 7 X X 7 7 X X 7 7 7 X 2018
[104] X X 7 7 7 X X 7 X 7 X 2018
[80] 7 X 7 7 X X X 7 7 7 X 2017
[82] X X 7 7 7 7 7 7 7 7 X 2017
[106] 7 X X 7 7 7 7 7 7 7 7 2017
Our
paper

X X X X X X X X X X X 2021

TABLE 1 Comparison between the main security aspects and features in the related work

not cover the deployment of emerging concepts such as machine learning, NFV, and SDN in IoT security solutions
[104]. The survey on IoT security conducted by Hassija et al. [2] highlighted the threats within IoT layers and different
IoT applications including their privacy dilemmas. However, IoT security countermeasures were reviewed with the
concentration directed towards Blockchain, edge, and fog computing. The survey reviewed IoT security yet does not
review the deployment of SDN or NFV based IoT security solutions [2].

Emerging technologies related to IoT such as SDN, NFV, Cloud computing, Fog computing, cellular IoT, and wire-
less sensor networks were explored by Salman et al. [105]. The process of standardisation by entities and organi-
sations within IoT, SDN, NFV, and Edge computing to enhance utility was discussed. They focus on authentication,
access control, and identity management for the handling of IoT security challenges. The threats and attacks faced by
IoT networkswere not included in their review alongside detectionmethods against attacks. The concept of combining
SDN and NFV was introduced in the paper without narrowing down on any SDN/NFV based security solutions[105].

SDN-based approach for IoTwas inspected by Bera et al. [106] providing outlines of using SDNwith IoT to address
requirements for security and provide capable solutions for challenges of IoT applications. Sets of the SDN-based ap-
proaches were compared based on two main perceptions which are access and edge networking. The challenges
related to core networking and SDN-based technologies are illustrated. The paper was streamlined to the deploy-
ment of SDN-based solutions for the enhancement of IoT network efficiency rather than enhancing the security of
IoT networks and applications [106]. This paper outlines IoT security requirements, challenges, and limitations that
implementing reliable IoT security mechanisms encounters. A comprehensive review of emerging technologies such
as SDN and NFV and their impact on IoT security solutions. Furthermore, challenges regarding the implementation
of the technology are outlined with current implementation challenges and restrictions. Related studies about im-
plementing SDN/NFV to provide security in IoT environment followed by current research gaps and future research
directions are outlined.

Table 1 illustrates the topic covered for this paper. This includes attack detectionmethods; mitigation approaches;
traditional security protection techniques such as encryption, authentication, and access control; emerging technolo-
gies such as Blockchain and machine learning. The table also shows a comparison of this work with other related work
with topics and key issues covered.
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F IGURE 2 Research Methodology used in this paper

4 | RESEARCH METHODOLOGY

This paper used an integrative research approach for the review and elaborate on key issues and trends. The approach
elaborates on the strengths and weaknesses of the reviewed topic and provides a critical evaluation of the literature
based on the outcome of the method implemented. Assessment and analysis for the literature about the reviewed
topic are developed on new perceptions rather than utilizing the commonly used symmetrical or semi-symmetrical
approach. Researchers take on seven steps of research methodology, which was adopted for use in this paper. The
methodology adopted is illustrated in figure 2 and explained in the sections that follow.

4.1 | Database Selection

Relevant studies related to IoT security, SDN, NFV, SDN/NFV integration, and SDN/NFV based IoT security mecha-
nisms are selected from formally published studies pulled from well-known databases such as IEEE, Google Scholar,
Springer link, Elsevier, ACM digital library, and the University of Derby library catalogue. IEEE Xplore and Google
Scholar databases accounted for about 90% of the studies and the remaining database accounted for the remaining
10%. Table 2 presents the distribution of papers selected from each scholarly database.

Database Phase 1 Phase 2
IEEE Xplore 648 67
ACM Digital Library 34 7
Elsevier ScienceDirect 27 11
Scilit 16 5
SpringerLink 28 8
Google Scholar 327 16
Total 1080 114

TABLE 2 Literature Database used along with the number of papers per database

4.2 | Keyword Selection

The keywords used in this paper are based on the articles covering the Internet of Things (IoT) along with SDN, IoT
and Security; IoT, NFV and security; IoT, SDN/NFV and Security; IoT, SDN, and NFV. The keywords used in this paper
are listed in 3 along with the number of retrieved results. Such a systematic approach gave results on a total of 1080
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articles. Out of which we selected 114 papers for establishing the importance and novelty of our work. The paper
are excluded and included based on the following criteria:
• The contribution has some focus on the security aspects of IoT using SDN and NVF
• associating the work done across different application architecture of IoT.
• The contribution which highlights the application of Block-chain related technology within a practical scenario.

The search resulted in 1080 document as illustrated in Table 3 with keywords that comprises of IoT, SDN and
Security accounting for about 44% of the studies. The combination of IoT, SDN and NFV provided about 34% of the
studies followed by the combination of IoT, NFV and Security that provided 12% of the studies. The number of studies
regarding the IoT, SDN and Security combination shows the increased involvement in trying to incorporate IoT, SDN
and Security together and that applies to IoT, SDN and NFV combination. In contrast to the IoT, SDN and Security
combination, the IoT, NFV and Security combination has reduced studies.

Keywords Number of Documents
IoT with SDN and NFV 362
IoT Security with SDN and NFV 475
IoT with NFV and security 125
IoT and SDN, NFV and security 88
Blockchain and IoT Security 15
Internet of things and security and & SDN/NFV 15
Total 1080

TABLE 3 Search results using the selected keywords

4.3 | Inclusion and exclusion criteria

The criterion for inclusion is typically based on titles and abstracts of relevant studies of IoT security that focused
on SDN/NFV based solutions. The selected papers matching the studies could be modified throughout the selection
process after they are summarised, compared, and discussed. To ensure state-of-the-art solutions and materials,
exclusion criteria are selected based on the time frame of 2015 till 2020. Figure 3 presents the selected papers for
this paper per year. There were 114 hits within the inclusion criteria and as indicated 2015 provided the least number
of publications that goes up slightly in 2016. The publications in 2019 provided the highest number of hits and the
year 2017, have the next high number of publication hits with 31 hits.

In this research, we consider the following topics to review the papers: application scenarios of the IoT system
and related security challenges, network architecture of IoT and its usage along with SDN and NFV, Communication
requirement of IoT, SDN and NVF and challenges involved in the secure deployment of the IoT network ensuring
security and privacy of devices and their users. Figure 3 presents the number of papers we reviewed published in
a different year. The papers are sorted by year, from 2015 to 2020. A deeper analysis over these years shows that
most of the research has been carried out on securing the IoT network using the centralized network architecture
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F IGURE 3 Trend Analysis of IoT Research over the years

focusing on the resource-constrained nature of the devices. There have been a number of a paper published that
are also focusing on utilizing the usage of SDN/NFV in securing the network, however, this is the new trend and is
continuously emerging over the past few years i.e. from 2018 to 2020. Another aspect that is gaining popularity over
the last few years is the utilization of blockchain or decentralized technology for achieving the objectives of secure
IoT deployment. In terms of system architecture, decentralized and distributed systems have been widely used for
Intrusion detection and anomaly detection because of the resource-constrained nature of the devices.

5 | SOFTWARE DEFINED NETWORK (SDN)

SDN-based IoT architecture separates the network into two planes, the control plane and the data plane. The control
plane handles the management features of the IoT network, and the data plane is responsible for routing the traffic
between the source and the destination. SDN-based security specifies how the component of the SDN could be used
to ensure the security of IoT of devices and the data exchange between the IoT network. It also ensures the implemen-
tation of authorization and access control mechanisms along with enabling the implementation of cryptosystem away
from the end IoT devices. Furthermore, the SDN-based IoT solution could also be used to implement the functionality
of firewall and Intrusion detection system which could provide efficient defence against attack to the dynamic and
resource-constrained IoT network. The SDN based networks could also be used for deep packet analysis in order
to ensure the device-specific and network-specific policies and routing the IoT traffic effectively and efficiently. The
SDN-based solution could bring the benefit of not changing the security features of end-devices whenever the cyber
attacker changes their attack mechanism, in this case only the controller would require enabling new rules and signa-
tures with re-configuring each end device. Figure 4 represents the SDN based security architecture for IoT networks
where different security functions could be moved away from the IoT devices and core network.

The impact of Software Defined Network (SDN) on IoT systems is to increase the manageability of the systems
by decoupling the data plane from the control plane. The granular and dynamic operations of SDN provides a novel
avenue for IoT environments to cope with security threats. IoT environments generate a massive amount of data
traffic that could overwhelm the system, traditional security systems are unsuitable in dealing with security threats to
the system, which led to the suggestion of deploying SDN to provide specialised security enhancement to meet the
increased requirement of the environment [29],[107],[108],[109]. Components such as policy controller and execution
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F IGURE 4 SDN-based Security architecture for the IoT Network

appliance are deployed within the network to prevent violation and exploitation based on the dynamic management
afforded by these components [110]. The application layer, control plane, and data plane are the three layers that
make up the SDN architecture.

The SDN application layer is the layer that faces the end-user where communication between the end-user and
the controller occurs and accommodates services and external applications. The SDN controller resides in the control
layer and controls the networks while forwarding commands to devices in the data plane. The data plane is like layer
3 of the OSI reference model. The similarities are observed in their operations with both layers empowered to trans-
mit data traffic and fulfil data forwarding tasks. The communication between these 3 layers is carried out using the
OpenFlow protocol and the SDN architecture API i.e. northbound and southbound interfaces. The Northbound inter-
face defines how the controller and application are connected while the southbound interface defines the connection
between the controller and network systems [7],[111].

SDN offers features capable of installing and updating rules dynamically for forwarding traffic to other network
components to manage the flow of traffic within the network. These features improve the potential of implementing
appropriate security mechanisms for the enhancement of the security of critical structures. Here we discuss potential
solutions that have been designed for IoT security through SDN, summary and important characteristics of solutions
is given in table 4. The benefits of incorporating SDN into a network system are stated below:

• Isolation of traffic: SDN can forward different network traffic for different clients within the network by creating
routing paths for the network. Security policies can be deployed to the routing paths to accept or deny traffic
as stated by the security configuration of the SDN controller. SDN controllers are capable of isolating traffic
and when attached to an IoT environment as a gateway, they extend this into the traffic forwarded to devices
in the environment. Flauzac et al. [112] presented a solution that characteristically enhanced the security of
SDN controllers and is scalable to accommodate a large number of devices from different IoT networks. The
proposed concept by [112] of expanding SDN to covermore than one domain shows the communication between
domains is performed by the border controller located within each domain. These controllers implement access
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control among communicating nodes and domains. The mechanism proposed by [23] against new flow attacks
on IoT environment benefits from the isolation of traffic yet SDN controllers and IoT devices are vulnerable to
DoS attacks that terminate communication between devices due to resource limitation of these devices, and the
proposed mechanism by [113] which monitors and analyse the flow of traffic which implements Self-Organising
Map Algorithm at the gateway before isolating and denying traffic based on specified security rules [4].

• Centralised System Monitoring: The capacity of the SDN Controller to oversee the operation of the data plane
and the control plane is extensive. The SDN controller is capable of obtaining certain details such as the updated
status of infrastructure and flow request messages of applications running in the control plane. The protocols
operating on these levels, OpenFlow that provide flow-oriented status and Flexam to enhance packet-level infor-
mation allows for the extension of SDN controller capability in packet visibility and inreturn can be channelled into
a centralised monitoring support systemwith low overhead. The centralised system is improved by the dynamism
of SDN in providing installation and update of rules in network elements to manage traffic flow is a key feature in
SDN. The potential of implementing appropriate security mechanisms is enhanced based on this dynamism [4].
The SDN has been used in combination with other technologies to enhance the security of the IoT environment.

Derhab et al. [114] proposed a blockchain-based IDS security solution for industrial IoT systems that integrated an
integrity checking system that is efficient against attacks such as misrouting and forged command attacks. Pourva-
hab and Ekbatanifard [115] proposed an architecture that is based on the algorithm that accomplishes validation in
a blockchain-based SDN controller which is the Linear Homomorphic Signature (LHS). The architecture implements
means for device authentication and user identification and deploys fuzzy logic for packet grouping to identify ma-
licious packets and devices. The mechanism is effective against unauthorised access and reduces overhead in the
environment as only suspected packets are further processed yet the logs of activities stored in the controller in-
crease memory consumption. Rathore et al. [116] introduced a decentralised SDN security architecture that uses
blockchain, fog, and edge computing for effective security management. Deep learning-based algorithms have been
used to analyse and classify traffic for efficient attack detection before sending security rules to the switch to block
malicious traffic and blacklist the source. The overhead generated due to the complex level of processing often out-
weighs the speed of attack detection. the system needs to use along with the firewall or intrusion detection systems.
In a distributed network scenario, Gonzalez et al. [117] proposed an SDN-based firewall for the dynamic and dis-
tributed IoT network that monitors the flow of traffic to a group of IoT devices. The system uses the semantics of
dynamic firewalls which have been implemented over the SDN controller which bring the benefit of not involving the
input from IoT devices for the dynamic update of firewall rules. This type of setup could have the benefit of having a
defence against the zero-day attack and involve different IoT networks into to collaborative update of firewall rules.
Boudi et al. [118] proposed resource-constraints lightweight security as the service solution to protect the IoT devices
from cyber-attacks. The solution is placed at the edge of the network near the IoT devices and shift the computation
and processing load from the resource-constrained devices. The security decision is being imposed at the SDN based
edge devices that provide an interface between IoT devices and their connection to the internet cloud.

Figure 5 shows the distribution of defence mechanisms offered by the deployment of SDN based security solu-
tions in network security. Detection and mitigation defence mechanisms mode of operation are the most deployed
among the studies, this is because the Intrusion detection and anomaly detection system are resource intensive and it
would be good to separate the control and data plane. This would ultimately not only reduce the load from the devices
but would also incorporate some level of collaboration among devices for effective intrusion and anomaly detection.
The prevention-based system has also seen popularity in the research community as these systems are most likely to
integrate with SDN based Intrusion detection systems.
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Paper Environment System

Design
Security
Method

Architecture Strength Defense Mechanism Security Ob-
jective

Performance

[112] Simulation Distributed Access control,
Authentication

Collaborative The deployment
of Controller for
controlling com-
munication and
device authentica-
tion

Prevention Unauthorized
access

Not Available

[23] Simulation Centralised Dynamic access
control

Collaborative New flow attack
identification and
mitigation

Detection and Miti-
gation

New-flow at-
tack

85% Accuracy

[117] Simulation Distributed Packet inspec-
tion

Network
Based

Protocol exten-
sion to enhance
the end device
protection

Prevention Unauthorized
access

Not Available

[119] Simulation Centralised Anomaly based
detection

Network
Based

Identification
and mitigation of
DoS attacks with
entropy-based
solution

Detection and Miti-
gation

DoS and
DDoS at-
tacks

97.5% Detec-
tion rate

[120] Real-world
deploy-
ment and
Simulation

Centralised Anomaly based
detection

Network
Based

Devices and
communication
protection against
DDoS attacks

Detection and Miti-
gation

DDoS at-
tacks

80% Detection
rate

[10] Simulation Centralised Packet inspec-
tion

Collaborative HTTP protocol for
device security

Mitigation MITM attack 100% mitiga-
tion rate

[121] Real-world
deploy-
ment and
Simulation

Centralised Anomaly based
detection

Network
Based

SDN based flow
analysis approach
for IoT traffic mon-
itoring

Detection and Miti-
gation

ICMP and
TCP based
flooding
attacks

Not Available

[122] Simulation Centralised Anomaly based
detection

Network
Based

Traffic analysis
with self-similarity
factor

Detection DDoS attack Not Available

[113] Simulation Centralised Anomaly based
detection

Network
Based

Self-Organising
Map neural net-
work algorithm for
malicious device
detection and
mitigation.

Detection and miti-
gation

Ping flood
DDoS attack

100% detection
ratio

[123] Simulation Centralised Honeypots Network
Based

DDoS attacks
identification and
Mitigation with
honeypots and
Moving Target
Devices

Detection and Miti-
gation

Telnet and
SSH based
DDOS at-
tacks

High Mitigation

[124] Real World
deploy-
ment

Centralised Update devices
of attacks

Collaborative The controller up-
dates connected
switches with
information of the
attack reported by
the IoT device

Detection and Miti-
gation

Malicious
traffic

Better result
with hardware
implementation
than Virtual im-
plementation.

TABLE 4 Comparison of SDN Based IoT security solutions

6 | NETWORK FUNCTION VIRTUALIZATION (NFV)

Network Function Virtualization changes the landscape of the network environment. It boycotts the traditional set
up of hardware devices in executing required network tasks by setting up virtual mediums for performing these tasks
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F IGURE 5 Categorization of SDN based defense mechanism Designed for IoT Security

[125]. Software-based functions hosted on existing devices in the network can replace a hardware device required
to perform services within the network, thereby reducing cost and enhances network flexibility and scalability [126].
The architectural implementation consists of various technologies that execute network functions virtually and carry
out efficient communication between these functions. Figure 6 represent the system architecture of an NFV-based
IoT network. The security attribute can be configured at the application layer of the architecture. The main blocks for
NFV implementation are :

• Network Function Virtualization Infrastructure (NFVI): these are essential for the execution of virtual functions
as the software and hardware components required for the establishment of a virtual environment are contained
in the infrastructure [127], [128].

• Virtual Network Functions (VNFs): these are deplorable components that could be hosted individually and inter-
connected through different interfaces. The implementation consists of well-defined functional behaviours and
external interfaces and is deployed over virtual resources [127], [128].

The enhanced flexibility provided by the underlying complex network of NFVs are controlled by the efficient deploy-
ment of VNF and is composed of three main components:

• Virtualized Infrastructure Manager (VIM) that serves as the coordinating unit for the hardware resources that
are provided by the NFVI in the network. The task of VIM is carried out across several geo-distributed resources
and tasks can include obtaining information regarding the infrastructure for monitoring, energy efficiency, fault,
and performance analysis [127], [128].

• VNFManager (VNFM) is accountable for the lifecycle of VNF from creation, configuration, maintenance, perfor-
mance, and security management of implemented instances [127], [128].

• NFV Orchestrator (NFVO) orchestrates the deployment of resources and services within the framework. NFVO
combines with VIMs and VNFM in a coordinating capacity to ensure the smooth operation of the framework.
Resources required for VNF hosting are provided by the interactivity of VIMs and NFVO and the configurations
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F IGURE 6 NFV-based Security architecture for the IoT Network

required for managing VNF are provided by the NFVO linkage with VNFM [127], [128].
Sairam et al. [129] proposed a lightweight architecture implemented at the network edge deploying a machine

learning algorithm for anomaly detection of incoming traffic. Replicating a network device with limited capabilities, a
docker container was used for the deployment of themechanism that achieves efficiency in the detection of ICMP and
SYN flood attacks without generating overhead. Mattos et al. [130] deployed an NFV infrastructure for malignant
traffic detection offering traffic degradation prevention against DoS attack while isolating the overhead generated
from the system and communicating processes of devices and gateways. The combination of NFV infrastructure with
blockchain, fog, and cloud computing was proposed by Salahuddin et al. [131] to provide elastic and secure deploy-
ment in a smart healthcare environment. Blockchain enhances the security for the proposed mechanism deploying
asymmetric key cryptography for data authorisation and authentication. A lightweight solution proposed byMassonet
et al. [132] for network edge nodes using the VNF block of the NFV infrastructure and service function to offer se-
curity services to IoT devices and networks. Thangavelu et al. [133] proposed NFV based architecture that enhances
security with the locally implemented machine learning algorithm at the gateway. The mechanism demonstrated po-
tency in the identification and detection of malicious behaviour among devices in the environment. A honeynet based
solutions have got lots of attention in traditional networks. Zarca et al. [134] proposed a novel virtual IoT HoneyNets
based on NFV for securing IoT devices in the network. The successful deployment of such would help in identifying
the malicious traffic at the early stage of the attack. Zarca et al. [135] proposed a security architecture for the IoT net-
works that are based on the NFV setup. The system provides security scenarios for different architectural setups. The
system has been tested against different types of intrusions and malware attacks on IoT systems. The security com-
ponents of the proposed system enable the manager to configure the security properties on demand and reactively
and proactively.
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F IGURE 7 Distribution of defense mechanism Designed for SDN Based IoT security solutions

Table 5 shows a comparison among the analysed NFV based solution design for IoT architecture focusing on the
type of system (collaborative, centralized or distributed), environment in which the system has been deployed and
test, what type of security mechanism the system is designed for and the performance analysis of the system. From
the table 5, the deployment of these solutions has indicated improved detection and mitigation defence mechanism
on centralised or distributed system designs. Figure 8 shows the distribution of defence mechanisms offered by the
deployment of NFV based IoT network security solutions. Detection and mitigation defence mechanism mode of
operation is the most deployed among the studies. Deploying the detection and mitigation mechanism individually,
accounted for the next deployed mode of operation.
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Paper Environment System

Design
Security
Method

Architecture Strength Defense Mechanism Security Ob-
jective

Performance

[129] Real world
virtual
implemen-
tation

Centralised Firewall,
Anomaly Detec-
tion

Network
Based

Network edge
traffic analysis

Detection and Miti-
gation

ICMP and
SYN flood
attacks

Approximately
95% detection
accuracy

[130] Simulation Centralised Machine learn-
ing algorithm

Collaborative Malicious traffic
analysis at the
gateway

Detection and Miti-
gation

DoS Attack 99.8% traffic
classification

[131] Real World
implemen-
tation

Decentralised Authentication
and Authorisa-
tion

Collaborative Authentication
and authorisation
with blockchain
and asymmetric
key encryption

Prevention Unauthorised
access

Not Available

[133] Real World
implemen-
tation

Distributed Anomaly-based
detection

Network
Based

Analysis and
detection of Mali-
cious behaviour

Detection Malicious
behaviour
detection

Around 97% ac-
curacy

[136] Simulation Centralised VNFs Host Based Device protection
with VNFs at net-
work edge

Mitigation DDoS Attack Not Available

[137] Real-world
implemen-
tation and
Simulation

Centralised Access control Network
Based

Access control
provision

Mitigation ARP spoofing
attack, MiTM

High mitigation
rate

[138] Simulation Distributed Virtual IPS Collaborative IPS in combina-
tion with external
resources defend
against DDoS
attack

Detection and Miti-
gation

SYN Flood
DDoS attack

Enhance protec-
tion rate

[118] Real-world
implemen-
tation

Centralised Intrusion Detec-
tion

Network
based

Security solution
application at
network edge

Detection Malicious
traffic

Edge security
show enhance
security

TABLE 5 Comparison of SDN Based IoT security solutions

7 | HETEROGENEOUS SDN AND NFV BASED SOLUTIONS

The Software-defined networking and network function virtualization both offer the functionality of network abstrac-
tion, however, SDN provides the function of the separation of network control logic from the physical devices (router,
switches or other network nodes) that route or forward traffic from the individual network nodes. The NFV is the im-
plementation of network service by virtualizing networking devices and appliances from the hardware on which they
run. The heterogeneous approach combines both the features of SDN and NFV together to achieve the objective of
an effective and reliable security system.

Zolotukhin and Hämäläinen [139] proposed a mechanism that combined SDN and NFV with machine learning to
enhance IoT security. Reinforcement Machine Learning was deployed for identification of malware with the design
including SDN controller and several NFV which serves as honeypots and firewalls. The mechanism adopts an AI
machine for the analysis of traffic and security policies by the NFV for threat mitigation. If malicious traffic is dis-
covered, the traffic is rerouted or bandwidth is altered and sent to the SDN controller to the required procedure to
be performed. The mechanism was demonstrated to be efficient against brute force and DDoS attacks. Kim et al.
[140] use NFV to provide security services within the gateway and SDN controller to manage traffic flow. The mech-
anism seems to handle policy resolution automatically, achieve access control and perform security functions that are
successful at Botnet and brute force attack mitigation.
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F IGURE 8 Distribution of defense mechanism Designed for SDN Based IoT security solutions

Zarca et al. [141] proposed an SDN and NFV architecture that focuses on Authentication, Authorization, and
Accounting (AAA). The AAA framework control is deployed at the network edge using virtual EAP servers at the
network edge for verification management and a virtual proxy is deployed to manage safeguarding of communication
channels via DLTS. The framework achieves high scalability in a large IoT network environment [141]. Alharbi et
al. [142] proposed a mechanism that conducts flow screening to classify the nature of the traffic and define the
process required to be implemented and executed automatically by the NFVs to the delivery of security functions.
The mechanism does not show enough evidence to demonstrate the efficiency against DDoS attacks despite the
scalability of the mechanism. Table 6 shows comparison of combined SDN/NFV based IoT security solutions.

From the table above, the deployment of these solutions has indicated improved detection and mitigation de-
fence mechanism on centralised or distributed system designs. Figure 9 shows the distribution of defence mechanism
offered by the deployment of combined SDN/NFV based IoT network security solution. Detection and mitigation de-
fence mechanism mode of operation is the most deployed among the studies. Deploying the detection and mitigation
mechanism individually, accounted for the next deployed mode of operation.
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F IGURE 9 Distribution of Heterogeneous defense mechanisms
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Paper Environment System

Design
Security
Method

Architecture Strength Defense Mechanism Security Ob-
jective

Performance

[140] Real World
environ-
ment

Centralised Anomaly based
detection, IPS,
Dynamic access
control

Network
Based

SDN and NFV act
as access control
system and secu-
rity management
for IoT devices,
detecting remote
exploitation

Detection and Miti-
gation

Botnet,
Brute Force
Attacks

99% mitigation
rate

[128] Simulation Distributed Firewall,
Anomaly based
detection

Collaborative MiTM detection
and mitigation

Detection and Miti-
gation

MITM At-
tack, In-
fected nodes
detection

Efficient Mitiga-
tion

[139] Simulation Distributed Anomaly based
detection,
honey bots

Collaborative Attacks iden-
tification with
reinforcement
learning algorithm
in mitigating
attacks

Detection and Miti-
gation

HTTP based
DOS attack,
SSH -Brute
force attack

Efficient detec-
tion and mitiga-
tion

[141] Simulation Centralised Authentication,
Authorization
and Accounting

Collaborative Access control
management
and communi-
cation channel
protection

Detection and Miti-
gation

Internal
attack

Increase protec-
tion speed

[143] Simulation Centralised Flow Control Network
Based

Service availabil-
ity with better
response time
and DDoS attack
mitigation

Mitigation DDoS attack Not available

[144] Simulation Distributed Authorisation,
Confidentiality

Network
Based

Reduced energy
consumption
and improved
confidentiality
with SDN/NFV
architecture

Mitigation DDoS attack Improved per-
formance

[145] Simulation Distributed Anomaly-
based detec-
tion

Collaborative Distributed frame-
work for DDoS
botnet attacks

Detection and Miti-
gation

Botnet Improved bot-
net discovery
and mitigation

[29] Simulation Distributed Encrytion Collaborative Multiple con-
troller with
distributed role-
based security
functions

Mitigation Unauthorised
access

Not Available

TABLE 6 Comparison of Heterogeneous SDN Based IoT security solutions

8 | COMPARATIVE ANALYSIS

The implementation of SDN and NFV either separately or together provides the flexibility of establishing multiple
security approaches and methods for the safeguarding of IoT networks and the environment. Here we briefly review
some security challenges associated with SDN and NFV that could impede the efficiency of these mechanisms in
offering security to the IoT environment and review the efficiency of the proposed mechanism. The benefits exhibited
by SDN and NFV in the performance and security of IoT environments make these technologies an extended point of
attack to the environment. Multiple controller implementation was proposed by some papers [29], [112] to conquer
the effect that could occur from DoS and DDoS attacks on environments with a centralised system that could lead
to a single point of failure. Some papers [116], [146] suggested the use of distributed system approach architecture
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which in some cases is combined with blockchain, fog, and edge computing to overcome the challenge of a single
point of failure. Attacks on NFV can cause damages to various aspects such as exploitation of VNF to compromise
and access the hypervisor which contains network resources. Lai et al. proposed the signing of the VNF image digitally
and verification of the signature in an attempt to maintain the integrity of the system [125]. While in some cases, IDS
has been suggested to implement a means of safeguarding virtual machines from attacks [147] A critical review of the
efficiency of the proposed mechanisms in providing security for IoT environment using SDN/NFV based technologies
was analysed and broken down based on different features that are presented as follows:

• The environment used: This is the environment used for deploying the proof of concept for the proposed mech-
anisms reviewed in the paper. The most utilised implementation approach adopted for the mechanism is the use
of simulation which accounts for 69% of the reviewed mechanisms, mixed implementation of simulation and/or
hardware components, and/or virtual implementation account for 21% of the mechanisms with 5% implemented
in a virtual environment and the remaining 5%were based on hardware implementation. The flexibility of the sim-
ulation environment such as Cooja Contiki, Ganache, andMATLAB is responsible for its increased use in deploying
the solution mechanisms.

• System Design: This involves the identification of the architecture used for implementation and the status of
the architecture. The centralised system is the most deployed approach accounting for 55.3% of the reviewed
proposed mechanisms. The deployment of Distributed system design accounts for the remaining 44.7% of the
reviewed mechanisms. Multiple controllers and/or various decentralised systems such as blockchain, machine
learning, and/or VNFs are deployed in the suggested architecture. Figure 12 shows the types of SDN controllers
deployed in achieving the system design. The distributed system conquers the single point of failure challenge
faced by the centralised design but the design of the system becomes complex in the process. The consideration
for the use of a centralised system in system design despite the challenge of a single point of failure is based on
the default architecture of SDN using a centralised controller in achieving its objective.

• Architecture: this illustrates the architecture taken into consideration for ensuring a secure environment or en-
hancing the security of the IoT environment. From the solutions reviewed, there are three main security archi-
tectures discovered. The architecture is collaborative which combines various technologies such as blockchain,
machine learning, and/or VNF to provide layers of numerous security methods that detect, mitigate and prevent
different attacks and threats. The other architectures are network-based which entail security solutions that are
based on the network and host-based is a security architecture that is based on the host. The collaborative and
network-based architecture both accounts for an equal share of 97% of the reviewed solution with each architec-
ture possessing 48.5%. The high implementation of this architecture is based on the SDN and NFV architecture
deployed.

• Performance: This is the evaluation of the security practices used in the reviewed solutions. The assessment
is based on the obtained result of the efficiency of the solutions, and elements involved in the operation of the
solution. The evaluation aims at the procedures that the solutions deploy against attacks and threats in the IoT en-
vironment. Figure 10 shows the security operation performed by the solutions against attacks and threats. 47.7%
of the solution provides both detection and mitigation mechanisms while 11.6% state prevention techniques and
26.6% of the reviewed solutions includedmitigation procedures. 28.5% of the reviewed solutions focused on pro-
tection against DDoS attacks followed by 11.9% that concentrate on the prevention of unauthorised access and
malicious traffic detection and mitigation with the remaining focusing on threats such as DoS, Malware injection,
Misrouting. Figure 11 provides insight into the attacks and threats encountered by the reviewed solutions while
Figure 13 shows attacks mitigated by the solutions. Despite the performance of the solutions, 36.9% indicates
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that resources overhead is not generated with 18.4% indicating generation of overhead and 44.7% of reviewed
solutions does not indicate any information regarding the generation of resource overhead.

F IGURE 10 Attacks and Threats to IoT
environment Do we have clearer figures?

F IGURE 11 Attacks Mitigated by SDN/NFV IoT
security solutions

F IGURE 12 Types of SDN controller used in the
security solutions

F IGURE 13 Security operations performed by the
solutions

9 | CHALLENGES

The reviewed SDN/NFV based IoT security mechanisms do offer benefits and enhance the security of the IoT envi-
ronment. In the implementation of the solutions, there are various challenges identified and key issues which require
more research in enhancing its efficiency. Some of the challenges identified in the review are as follows:
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• Large Attack Surface and Comprehensive Security Solutions: - IoT environment consists of widespread applica-

tion domains and is connected to the Internet for remote access. The inclusion of SDN and NFV technologies
such as SDN controllers, switches, VNFs, and components like hypervisors offers an additional attack surface. The
extra technologies added increases the complexities of the network especially with collaborative and distributed
systemswhich could lead to trust issues among devices andweaken the security of the environment. Comprehen-
sive SDN/NFV IoT security solutions should take into consideration the security of the SDN andNFV components
alongside IoT devices when designing the security architecture of the IoT environment to avoid exploitation at
any level of the environment. The management and orchestration of SDN and NFV solution enablers and rapid
reaction to attacks and threats require more research in enhancing the efficiency of the security mechanism.

• Artificial Intelligence andMachine Learning Algorithm: The implementation of artificial intelligence andMachine
learning offer better performance and protection in anomaly-based detection systems. With 10.5% of the re-
viewed solution deploying machine learning algorithms for traffic analysis and detection. High accuracy for de-
tection was obtained with [129] achieving 95% accuracy and [130] showing 99.8% traffic classification accuracy.
The model must be updated regularly as re-training is crucial to provide efficient protection for the identification
of new attacks. The implementation of AI andmachine learning algorithms in SDN/NFV implementation has been
hampered by the lack of real-time or available datasets and limited access to network resources.

• Patching and Updates: The provision of secured firmware updates and patches is crucial in ensuring security
in the IoT environment. The management for the provision of updates and patches for IoT devices still needs
further research and implementation of SDN/NFV could enhance the delivery of the patch and updates to the
IoT environment and use VNF or controller for ensuring secured communication.

• Standardisation: IoT environments consist of different types of deviceswith different communicationmechanisms
and capacities which leads to an absence of standardised communication mechanisms unlike in the traditional
environment. The lack of standardisation in the environment increases the complexity of the environment and
with the expansion of the environment with SDN/NFV technologies, standardisation within the environment
should be researched further to reduce complexities and improve communication within the environment.

10 | CONCLUSION

The demand and usage of IoT devices in multiple application domains keeps increasing with over 1.3 billion connected
devices in 2019. The increase in connected devices means the devices are prone to various attacks and threats. The
limited capabilities of these devices do not provide a suitable platform for the implementation of extensive security
measures that generate overheads when in operation. Efficient lightweight security mechanisms that do not generate
overheads and are suitable for the capability of the devices are to be deployed to provide security. In the bid to
enhance the security mechanism deployed in the IoT environment, research into extensive security solutions that do
not generate too much overhead has been proposed [119].

In this paper, we have explored common security challenges and requirements of the IoT environment. We further
reviewed the customised features and scenarios that SDN and NFV offer in the security enhancement of IoT environ-
ment when deployed in a centralised or distributed systems [10], [23]. The implementation of these technologies
has been shown to perform threat and attack detection, prevention, and mitigation with some generating overheads
and others do not generate overheads. The features of the SDN and NFV technologies permit the deployment of ap-
propriate and efficient security solutions and leveraging these features to overcome resource limitations and provide
efficient, effective scalable, and elastic IoT security solutions.
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The combination of both technologies for security deployment in IoT environments has demonstrated their po-

tency in enhancing security especially for edge devices in the environment [128]. WhenNFV or SDN are implemented
with AI, machine learning and/or blockchain they provide intelligent security solutions and have proven to exhibit im-
proved detection accuracy and enhance security mechanism efficiency. Future research can be in the direction of
integrating intelligent solutions into SDN and NFV incorporated IoT environments. The deployment of machine learn-
ing algorithms to SDN and NFV based IoT security systems in implementing intelligent security solutions still require
further research in the aspect of available real-time data to enhance anomaly-based detection and establishment of
standardised protocols within the environment.
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