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Abstract—Assisted and automated driving functions are 

increasingly deployed to support improved safety, efficiency, and 
enhance driver experience. However, there are still key technical 
challenges that need to be overcome, such as the degradation of 
perception sensor data due to noise factors. The quality of data 
being generated by sensors can directly impact the planning and 
control of the vehicle, which can affect the vehicle safety. This 
work builds on a recently proposed framework, analysing noise 
factors on automotive LiDAR sensors, and deploys it to camera 
sensors, focusing on the specific disturbed sensor outputs via a 
detailed analysis and classification of automotive camera specific noise sources (30 noise factors are identified and 
classified in this work). Moreover, the noise factor analysis has identified two omnipresent and independent noise 
factors (i.e. obstruction and windshield distortion). These noise factors have been modelled to generate noisy camera 
data; their impact on the perception step, based on deep neural networks, has been evaluated when the noise factors 
are applied independently and simultaneously. It is demonstrated that the performance degradation from the 
combination of noise factors is not simply the accumulated performance degradation from each single factor, which 
raises the importance of including the simultaneous analysis of multiple noise factors. Thus, the framework can 
support and enhance the use of simulation for development and testing of automated vehicles through careful 
consideration of the noise factors affecting camera data.  

 
Index Terms— Assisted and Automated Driving, Environmental perception sensor, Image quality for machine learning, 

Sensor degradation, Noise factors, Deep neural networks. 

 

 

I.  Introduction 

ROM the initial DARPA Grand Challenge competition, to 

the testing of Waymo car on Californian roads, automotive 

manufacturers have been steadily increasing their offering of 

automated functions such as Adaptive Cruise Control, Lane 

Assist, Park Assist, etc. The primary drivers for these 

innovative features include enhanced safety, efficiency, and 

consumer convenience. However, the development pace has 

been slower than expected at times, as there are still a number 

of technical challenges associated with replacing the human 

driver with automated systems that need to be fully addressed. 

These technical challenges are limiting the demonstration that 

automated vehicles are actually safer than a human driver, 

which in turn impacts the acceptance of them by the wider 

public. It is key to formally prove the robustness of these 

systems under challenging and unexpected situations such as 

failures or degradation of crucial components in the vehicle 

(e.g. a failure of a perception sensor, such as a camera) under 

extreme environmental conditions and corner cases [1–3]. 

Focusing on robustness, assisted and automated functions 

can be represented as a pipeline of elementary functions, i.e. 

sensing – perception – decision – control. In this pipeline, 

sensing represents the interface between the external world and 

the vehicle processing systems (either the real physical system 

or a simulated one in the virtual environment). In assisted and 

 
 

automated driving functions the sensing step is implemented by 

a suitable combination of a number of perception sensors, 

specifically of cameras, LiDARs, RADARs, and ultrasonic 

sensors. The data produced by these sensors will be used to 

perceive the needed elements and build the situational 

awareness of the ego-vehicle. As a consequence, any alterations 

to the generated data can mislead the vehicle’s understanding 

of the surrounding environment and of road stakeholders, 

causing wrong and potentially dangerous planning and acting 

decisions. Problems related to generated data can include: data 

out of synchronisation; misalignments in the sensor coordinate 

systems; degradation of the sensor outputs or of sensor 

performance; missing or erroneous data; artifacts in the data; 

etc. It is therefore of remarkable importance to understand how 

the data generated by perception sensors can be affected by 

different sources of noise, namely noise factors, and also to try 

and quantify the impact of the different noise factors on the 

sensor outputs.  

Recent studies have focused on the analysis of a specific 

noise factor on a sensor type, e.g. rain on LiDAR [4], [5], 

interference on RADAR [6], [7], fog on camera [8]. However, 

an in depth investigation of noise factors is required. The 

automotive environment is highly complex, swiftly changing, 

and multiple noise sources can impact the sensor outputs 

simultaneously. Therefore, there is the need to consider the 
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combination of multiple noise factors, and how to merge and 

prioritise them. A recently presented framework to support the 

noise factor analysis of automotive sensors has demonstrated 

the impact on a LiDAR sensor due to specific environmental 

noise factors (i.e. rain and obstructions), acting separately or in 

a combined way [9]. The results clearly demonstrate that 

considering noise factors individually provides an incomplete 

prediction and/or quantification of the sensor output 

degradation, and that the possibility to combine multiple noise 

factors in simulation and during testing is key to understand the 

impact on perception. Leveraging the proposed framework [9], 

this paper performs an innovative and thorough analysis on 

automotive cameras and combine this analysis with a 

demonstration of the impact of combined noise factors on 

camera-based perception.   

Cameras are fundamental sensors in automotive as many 

assisted and automated driving functions (such as lane centring, 

pedestrian detection, traffic sign recognition) have been 

traditionally based on camera data [10]. Furthermore, camera 

data processing can rely on well-established and mature 

computer vision and machine learning techniques [11]. The 

framework enables the identification and classification of the 

different camera noise factors, highlighting the main outputs 

affected by them and providing guidance to the modelling of 

degradation of automotive camera images [9]. Moreover, in this 

paper, the framework is applied to analyse and quantify the 

impact of two unavoidable and independent noise factors, either 

separately and/or as a compound noise, namely: 1) windshield 

tangential distortion, and 2) obstruction due to stains or dirt.  

The developed single and compounded noise factor models can 

be used in any testing environment to inject and quantify the 

effect of camera data degradation. The impact of the noise 

factors is quantified by evaluating the original and degraded 

images with two deep neural network (NN)-based object 

detectors. The evaluation shows that there is a maximum 

decrease up to ~13% in the precision and recall when the above-

mentioned noise factors are applied individually. When 

combining windshield tangential distortion and obstruction 

noise factors, the maximum decrease in performance is higher, 

up to ~18%.  

For the first time, this work classifies the sources of noise in 

automotive cameras based on 5 categories, analysing, and 

discussing the implications on 4 sensor outputs. The presented 

results, related two modelled noise factors, demonstrate the 

significant importance of identifying the noise factors acting on 

environmental perception sensors and of building parametric 

models to analyse the effects of single and compound noise 

factors on automotive sensors to have an accurate evaluation of 

the implications on perception.  

II. ANALYSIS OF NOISE FACTORS 

A list of camera noise factors is generated through 

considering the five noise factor types of a typical P-Diagram 

[9], as shown in Table I. The thirty noise factors, identified 

from the p-diagram categories, are further investigated to 

understand how they affect the camera outputs, sec. II.A. Each 

noise factor can then be modelled and applied to the correct 

part of the sensor model or collected sensor data to generate 

degraded data/datasets to be used for further investigation. 

The combination of different noise factors requires further 

analysis and can bring to complex relationships between noise 

models when the factors are not independent, sec. III-IV.  

A. Noise Factor Evaluation 

A list of noise factors, Table I, was created through 

experience, an extensive review of the topic and discussions 

with experts from industry and academia. The list of noise 

factors does not include sources and situations that can cause 

the generation of incorrect data, but instead are better 

classified as corner cases. For example, surface reflection 

resulting in “ghosting” of objects is a corner case and 

therefore is not an entry in the table. However, it is important 

to complement Table I with these types of corner cases and 

investigate ways of modelling them. In Table I, the camera 

outputs affected by each noise factor are highlighted. This 

work considers a general camera sensor model including as 

outputs: frame rate (FR, in Hz or fps), value of the intensity 

stored in each pixel (IRGB), position of pixel values (P(x,y)), and 

dropped frames (DF). In particular, dropped frames differ 

from the frame rate as this output considers when one or more 

frames are not transmitted, whereas the generation of the 

specified frames per second stays the same. Additionally, IRGB 

can affect any single channel pixel intensity, whereas P(x,y) 

affects all the intensity channels in one spatial position of the 

pixel matrix (i.e. it can be one channel if Bayer images are 

transmitted, or three channels when transmitting Red-Green-

Blue, RGB, ones). 

B. Related Work 

This section is focused on the works related to two of the 

noise factors identified in the above analysis (i.e. 21 and 25, 

Table I). These two noise factors have been selected as they 

very frequently occur on camera (e.g. even if the sensor is 

calibrated, some residual distortion is noticeable in the real 

dataset collected by a camera mounted behind the windshield 

[12], and obstructions while driving are unavoidable). The 

proposed noise models (sec. III) and case study on the effect 

of single and compound noise factors (sec. IV-V) are based on 

these noise factors. 

Camera sensors are made up of different components, for 

example, the lens is used to focus the radiation for a designed 

field of view. These lenses will refract the incoming light, to 

direct it into the correct pixels of the sensor. Many automotive 

cameras have wide field of view lens, resulting in noticeable 

optical distortions, which can be decomposed into tangential 

and radial distortion [13] [14]. Radial distortion, such as 

pincushion or barrel distortion, changes based on the pixel 

radial distance from the sensor central point. Conversely, 

tangential distortion is based on an angle difference between 

the sensor plane and the lens, resulting in the image being 

tilted, stretched on one end, and compressed on the other end 

[13], [15], [16]. Tangential distortion can be also caused when 

cameras are mounted behind the windshield (e.g. a common 

position for functions like lane keep assist and sign 

recognition), that has its own curvature, slightly deflecting 
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incoming light [14], [17], [18]. The developed model for 

windshield tangential distortion is described in sec. IV.A.  

Moreover, automotive cameras can have different 

installation positions on the vehicle depending on the external 

area they need to cover with their field of view. However, 

vehicle exterior is subject to road conditions which can cause 

a build-up of dirt or other deposits on the lens or windshield, 

partially covering the view of the camera. This obstruction 

could range from tainting a few areas of the image to fully 

obscuring a part of the image [19]. Einecke et al. have 

explored the possibility of detecting the presence of these 

artefacts [20]. They have demonstrated the detrimental effects 

of small water droplets and stains, which can be frequently 

splashed onto the lens or windshield obstructing camera’s 

view, for example small water droplets create localised 

blurring of the image. Some methods have been proposed to 

TABLE I 
AUTOMOTIVE CAMERA NOISE FACTORS IDENTIFIED THROUGH THE PROPOSED FRAMEWORK [9]. FOR EACH NOISE FACTOR, THE AFFECTED SENSOR 

OUTPUTS ARE IDENTIFIED: FRAME RATE (FR), INTENSITY PER PIXEL (IRGB), POSITION OF PIXEL (P(X,Y)), DROPPED FRAMES (DF)  

Factor 

Type 
ID/ Noise Factor FR IRGB P(x,y) DF Description 

Piece to 

Piece 

01. Alignment  ✓ ✓  Misalignment between sensor and lens during assembly.[22] 

02.  Fabrication 

Variability 
✓ ✓   CMOS fabrication variability (photodiode, circuitry, Analogue to Digital Converters).[23] [24] 

03. Lens shape, 
purity 

 ✓ ✓  Lens fabrication variability, resulting in non-ideal absorption and refractions.[25][26][27] 

04. Dark Current 

variability 
 ✓   

There are mechanisms of compensating the current generated by the photodiodes in presence of no 

light, but usually there is a variability of this current from pixel to pixel. [28] 

05. Image Signal 
Processing (ISP) 

✓ ✓ ✓  
ISP alters the data gathered by the image sensor; functions implemented can include: denoising, 

demosaicing, colour correction, white balancing, sharpening edges, etc. [29] 

Change 

over 

Time 

06. Ageing of 

electronics  
✓ ✓   

Degradation of the performance of the electronic components, resulting in effects such as 

increased/decreased resistance, leaking currents, etc. [30] 

07. Degradation 
of Lens 

 ✓ ✓  Lens wear out and ageing resulting in attenuation and refractions. [20] [31] [32] 

08. Vibration of 

Mounting 
 ✓ ✓  Long term effect of vehicle vibrations resulting in loosening of mounting. [33] 

09. Pollutant 
Ingress 

 ✓ ✓ ✓ Ingress of particulates such as dust, water, condensation. [34] 

10. Pixel 

Degradation 
 ✓   

Exposure to electromagnetic waves resulting in degradation of silicon doping and reduction of pixel 

performance. [35] 

11. Board Ageing ✓ ✓  ✓ 
Printed circuit board degradation over time such as whisker/dendritic, connector pin contact 

degradation. [36] 

Usage 

12. Misplacement 
of the sensor  

 ✓ ✓  
Change in the positioning of the sensor due to terrain and vehicle, causing a variation of the sensor 

coordinate system (axes and/or angle) with respect to original calibration.[37] 

13. Vehicle 

impact  
 ✓ ✓  Impacts on the camera unit or vehicle which results in misalignment of the sensor/lens. [26] 

14. Chemicals/ 
Contaminants  

 ✓ ✓  Cleaning materials and chemicals may react with the lens surface and cause irreversible damage. [38] 

15. Obstructions  ✓ ✓  
During driving, materials/particles (e.g. water, stains, etc.) can obscure/refract the incoming light.[39] 

[40] 

16. Lens Scratch  ✓ ✓  Scratches can reflect and attenuate the incoming light differently to intended.[20]  

17. Vehicle 
dynamic settings  

 ✓ ✓  
Adjusting height of vehicle through weight, tyres, pitch, loaded weight etc. thereby changing the sensor 

coordinate system with respect to original calibration. [41] 

Environ

ment 

18. Sensor 

saturation or 

depletion  
 ✓   

Scenes with extreme brightness or very low luminosity (i.e. sunrise, sunset, exiting tunnel) can cause 

saturation or depletion of areas of pixels and therefore an inaccurate rendering of the scene. [42] 

19. Extreme 

Temperature 
✓ ✓  ✓ Sensor operating in conditions outside of manufacturer recommended temperature. [43] 

20. Adverse 
Weather 

 ✓   Conditions such as rain, snow, fog, sleet, frost, mist, etc. [44]-[48] 

21. Optic 

Obstructions 
 ✓ ✓  

Obstructions, such as mud, stains, frost, water spray, flies, etc., which are partially or fully on the lens 

or windshield which can block or refract the light [19]-[21][40] 

22. Low 
Illumination 

 ✓   
Low light resulting in required high pixel gain, creating a larger difference in output intensity between 

adjacent pixels due to increased noise. [49] [50] 

23. Sun  ✓   The sun can cause local saturation, lens flare, IR detection into the colour channels. [51]-[53] 

System 

Interactio

ns 

24. Malicious 

Attacks 
✓ ✓ ✓ ✓ 

Artificial alteration of the image (externally or internally) i.e. cyberattacks, external light source attacks, 

etc.[54] 

25. Windshield   ✓  Curvature of windshield which changes the angle at which light enters the sensor.[17] [55] 

26. Power Supply ✓ ✓  ✓ Unstable or varying supplied power causing variations in generated signals. [56] 

27. EMI ✓ ✓  ✓ 
Electromagnetic Interference (EMI) from start-up/shut-down of electronics, motors, etc. inducing 

current within the sensor wires and connections.[57] 

28. Saturation of 

Buffer 
 ✓ ✓ ✓ 

Sensor internal buffer saturation, causing problems on transmitted data flow, e.g. inability to process 

incoming data, incorrect stored data, etc.[58] [59] 

29. LED flicker  ✓   Pulsing LEDs in the environment resulting in fluctuations in the generated images.[60]-[62] 

30. Localised 

Light source 
 ✓   Headlight, flashlight, high beams, laser beams, etc. [63] [64] 
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reduce this kind of noise, e.g. Kokubo et al. investigated a 

method to remove raindrops from images [21]. In the images 

used by Kokubo et al. the effects of larger raindrops can be 

observed, and they are more pronounced than small raindrops. 

A larger area of the image is blurred, but also each drop 

creates a larger attenuation around the edges resulting in a 

visible outline of the raindrop in the image. However, de-

noised data will be always an approximation of the original 

data. On the other hand, the larger patches of stains can 

obstruct parts of the image fully, rendering them darker, and 

the edges of thinner patches can tint areas of the image with 

brown. The obstruction model used in this paper is based on 

the dataset presented in [19] and described in sec. III.B. 

III. NOISE MODELS 

This section describes the noise models developed for the 

selected noise factors (sec. II. B) as a part of this work. The 

noise models are then used to build noisy sensor datasets, as 

discussed in the next section, and evaluated to show the effects 

of individual and combined noise factors.   

A. Windshield Tangential Distortion Model 

By placing a forward-facing camera behind a windshield (as 

commonly implemented in most modern vehicles), the external 

light needs to travel through the windshield before arriving to 

the sensor. Windshields normally come with certain amount of 

surface curvature and inclination for aerodynamic and safety 

reasons. The curvature will be usually small, and a tangential 

distortion model can be used to describe this distortion [17]. In 

fact, radial distortion can be attributed to stronger distortion due 

to lens characteristics and misplacement with respect to the 

sensor centre, but, as this distortion is normally corrected during 

the calibration process (by sensor manufacturers), it can be 

omitted from the model here. Windshield distortion is unlikely 

to be calibrated by automotive manufacturers for each vehicle. 

Even a slight misplacement of the camera due to 

vibrations/changes over time can recreate a misalignment, so 

windshield distortion is an important noise factor to be 

investigated.  

In the Brown-Conrady polynomial (BCP) model, commonly 

applied for calibration, the frame distortion caused by lenses 

and screens can be divided into radial and tangential distortion 

and thus corrected. The BCP model has three parameters 𝑘1, 𝑘2, 
𝑘3 to consider radial distortion and two parameters 𝑝1, 𝑝2 for 

tangential [71]. Considering only tangential distortion, 𝑝2 had a 

minimal impact on the outcome, therefore a simplified version 

of the BCP model considering only 𝑝1 is opted to use, as 

expressed in (1). 

(𝑥𝑊𝐷 , 𝑦𝑊𝐷) = ((2𝑝1𝑥𝑝 ∗ 𝑦𝑝), (𝑝1(𝑟2 + 2𝑦𝑝
2))) (1) 

Where the original pixel position (𝑥𝑝 , 𝑦𝑝)is transformed into 

(𝑥𝑊𝐷 , 𝑦𝑊𝐷) by applying the model, and 𝑟 is the distance from 

the centre of the sensor (i.e.  𝑟2 = 𝑥2 + 𝑦2).  

The application of the distortion model affects the position of 

the objects within the image, as shown in Fig 1. To ensure that 

the ground truth bounding boxes still correctly encompass the 

vehicles in the frames, they are also distorted along with the 

model. Each corner of the original bounding box was distorted 

by (1) to give the positions of the distorted corners. The 

maximum and minimum of the x and y coordinates are used to 

provide the new rectangular bounding boxes. The implications 

of the change in bounding boxes are highlighted in sec. V.A. 

B. Obstruction Model 

As mentioned in Table I, there are several different 

causes/materials that can obstruct the lens of camera. 

‘Obstructed lens’ can cause serious problems, e.g. mud or any 

other residuals can solidify on the lens (or windshield), 

covering areas of the pixel matrix. In turn, this covered area can 

degrade the ability to detect objects in the frames. Uricar’s 

study includes 40 minutes of clean and mud-obstructed images, 

collected in parallel by identical surround view cameras [19]. 

The obstruction of one camera is realised by spraying different 

intensity of mud on lens. From inspecting the frames from the 

dataset in [19], the main variations associated with the 

obstructions are the position of the covered area, the size and 

intensity of the obstructions. 

Inspired by Uricar’s work, the model proposed in this work 

creates a mask that changes the intensity of some of the pixels 

considered to be covered by obstructions. The mask is 

generated with varying obstruction dimension, and randomly 

moving this obstructed area in different variants, Fig. 2. For 

simplicity, the obstructions are considered as squared areas with 

side 𝑙 (in pixels). The maximum intensity attenuation of the 

obstruction is randomly generated and has a Gaussian profile 

on the area to create a smooth variation of the intensity. For 

 
Fig. 2. Detections in the distorted image with IoU: (top) minimum 
obstruction kernel size 𝑙 = 12*12 pixels (bottom) minimum obstruction 
kernel size 𝑙 = 72*72 pixels. 

 
Fig. 1. From top to bottom: (top) original image with ground truth 
bounding boxes; (bottom) geometrically distorted image with original 
ground truth bounding boxes in yellow and corrected bounding boxes as 
new ground truth in purple. 
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each pixel, the noisy intensity is generated as 

𝐼�̅�𝑐𝑐 = 𝑚𝑥,𝑦 ∗  𝐼�̅�                              (2) 

where mx,y is the attenuation of each pixel (0 ≤ 𝑚𝑥,𝑦 ≤ 1). 

C. Compound Noise Model 

The compound model can be easily expressed as in (3), 

similarly to what was proposed for LiDAR in [9]. In the 

equation (3), 𝑓𝑊𝐷 and 𝑓𝑂𝑐𝑐  represent the noise factor equations 

(1) and (2). These equations are used to transform the original 

pixel coordinates and intensity, (𝑥𝑝, 𝑦𝑝) and 𝐼�̅� (here  �̅� is an 

array with the 3 RGB values), into the noisy one, (𝑥𝑛 , 𝑦𝑛), 𝐼�̅�, 

for every pixel in the sensor. Given the selected noise factors, 

implications on frame rate and dropped frames are neglected. 

The proposed equation applies for each pixel in the pixel 

matrix. 

[(𝑥𝑛 , 𝑦𝑛), 𝐼�̅�] = 𝑓𝑊𝐷[(𝑥𝑝 , 𝑦𝑝), 𝑓𝑂𝑐𝑐( 𝐼�̅�)]    (3) 

When noise factors are not independent, their combined 

effect will need to be carefully analysed and formulated. In this 

case, the two noise models just described are combined as 

shown in (3), and the parameter 𝑝1 and the size 𝑙, respectively 

described in sec. III.A and sec. III.B, are varied in steps. The 

tangential distortion model is applied after the obstruction 

model assuming that the splashes are attached to the outer 

surface of the windshield and therefore their effect on the pixel 

will be distorted too due to the curvature of the windshield 

depending on the pixel position. 

 

IV. CASE STUDY: METHODOLOGY 

The previously proposed framework has been deployed in 

this work to analyse the effects of single and compound noise 

factors on automotive cameras, to identify and classify all their 

noise sources, sec. II [9]. The effect on the sensor outputs has 

been highlighted in Table I. The next step consists of applying 

the developed noise models (sec. III) to camera data (either real 

or simulated data). To evaluate the impact on perception 

introduced by the noise factors, a deep neural network for object 

detection has been used in this work. Average Precision (AP) 

and max recall are calculated for the dataset with no noise 

factors and compared to the AP and max recall values for 

datasets with noise factors at different strengths. The use of NN 

based perception to evaluate the impact of 

distortion/degradation of sensor data has been discussed in [64]. 

The flow of designed experiments is schematically represented 

in Fig. 3; the generation of the dataset variants (with single and 

compound noise factors with different intensities) is discussed 

in Section IV-A, the selected NN in sec. IV.B. As explained in 

sec, II, two unavoidable and independent noise factors are 

chosen as a demonstration: distortion due to windshield (i.e. 

tangential deflection), and obstructed (i.e. stained) lenses.  

A. Dataset 

Most of the state-of-the-art NN object detectors use 

supervised training that is based on labelled data, therefore an 

existing labelled dataset, namely the KITTI MoSeg dataset, is 

used for our experiments. The KITTI MoSeg dataset is a subset 

of the original KITTI dataset [66][67]. The MoSeg test set 

consists of 349 labelled camera images captured by one of the 

cameras on a vehicle driving in urban streets in the Netherland; 

the images are collected in good weather condition and with at 

least one vehicle captured and labelled per frame. The dataset 

has been pre-processed and rectified. KITTI is a benchmarking 

automotive dataset used for object classification and 

segmentation [68]; the classes ‘car’ and ‘van’ are merged into a 

single class, as the focus of this work is on the distortion of the 

images and their main road stakeholders. The proposed 

methodology has been tested on other datasets, e.g. the Caltech 

Cars dataset [69,70], exhibiting results in line with the 

performance reported in sec. V. 

It is a substantial challenge to have curated and labelled 

datasets for automotive, which not only have enough scenarios 

to cover sufficient ‘real-world’ variability and corner cases, but 

also consider distortion and degradation caused by the noise 

factors described in the previous section. Thus, in this work, to 

evaluate and compare the NN performance, an ‘ideal’ dataset 

(thereafter named ‘the original dataset’), and generated 

distorted dataset variants are used. Namely, the following 

dataset variants are generated: 6 variants with tangential 

distortion of varying magnitude; 6 variants with obstructed lens 

with different obstruction intensity and position; 36 variants 

with the compound effect of the two previously mentioned 

noise factors. Applied noise factors are described in sec. II-III. 

The values of 𝑝1 and 𝑙 (Sec. III. A-B) have been selected by 

visually inspecting the generated frames and comparing them 

with the datasets previously mentioned in sec. II; namely for 

tangential distortion it has been selected 𝑝1= 0, −3 × 10−5,
−6 × 10−5, −9 × 10−5, −12 × 10−5, −15 × 10−5, −18 ×
10−5 , and for obstruction 𝑙 = 0, 12, 24, 36, 48, 60, 72 in number 

of pixels. The p1 values used for tangential distortion have been 

selected to mimic real windshield distortion observed in real 

camera data and datasets, and validated via visual inspection. 

As previously discussed, in the variants that contain the 

geometric distortion, it is necessary to distort the ground truth 

bounding boxes together with their related frame, and 

depending on the position of the bounding boxes and of the 

 

Fig. 3.  Schematic representation of the methodology to add noise 
factors to camera data. We have used a NN based detector to evaluate 
the effects of image degradation due to single and combined noise 
factors on the perception step. 
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amount of distortion. Distorted ground truth bounding boxes are 

potentially bigger in area than original ones so that all the pixels 

of distorted vehicles can be covered. An example of the original 

and distorted bounding boxes is shown in Fig. 1. 

B. NN Based Object Detector 

For the detection task, the most common NN object detectors 

can be broadly classified into one or two stage detectors. As a 

part of this work, a recent pre-trained YOLO. V5 [72] was 

deployed as a widely used one stage detector, and a faster region 

proposal deep convolutional NN (Faster R-CNN) architecture 

was selected as a two stage detector, offering almost real-time 

performance [11].  The selected pre-trained Faster R-CNN is 

based on a ResNet50 backbone, which works with RGB inputs 

and is a relatively small network (size of about 96 MB, 50 

layers, 25.6 M parameters); this NN offers a good trade-off in 

terms of speed and accuracy, which are crucial in automotive 

applications. In all cases, the NNs have been re-trained and 

optimised using the original dataset; then they have been used 

to evaluate the original and variant datasets (assuming that pre-

trained NNs will be deployed for perception in assisted and 

automated driving functions). The evaluation of results is based 

on AP and max recall, calculated for the ‘vehicle’ class, as 

described in [64], with a threshold for the Intersection over Unit 

(IoU) of 0.5. 

V. CASE STUDY: RESULTS AND DISCUSSION 

A. Detection Performance with Windshield Tangential 
Distortion 

Fig. 4 shows AP and max recall when the selected NNs are 

used to evaluate datasets with only one noise factor, i.e. 

increasing tangential distortion (namely the absolute value of the 

parameter 𝑝1 is increasing). This figure demonstrates that 

tangential distortion impairs the object detection performance of 

the network: AP is decreasing by almost 11% and 14%, and max 

recall by about 12% and 5%, for Faster R-CNN and YOLO 

respectively, across the considered values of distortion 

(0|𝑝1| 0.00018) when compared to the results for the original 

data. However, by visual inspection of the results, there are 

interesting frames where distortion can fictitiously increase AP 

and max recall due to missing ground truth bounding boxes 

where there are some vehicles in the frames, as shown in Fig. 5 – 

ground truth and NN detected bounding boxes are in green and 

yellow respectively. The upper frame shows the detections on the 

original dataset and the lower on the distorted dataset with |𝑝1| =
 0.00012. Fig. 5 shows that the distortion applied to the left most 

vehicle avoids the detection of this vehicle, which was not 

labelled in the ground truth. This vehicle is erroneously detected 

as a false positive in the original dataset and not detected at all in 

the variant dataset; however, due to the incorrect ground truth, 

the precision calculated on this single image will be higher in the 

case of distorted data. This case also shows the importance of a 

meticulous labelling of the ground truth in the datasets used for 

training and evaluation of NNs, as errors in the original labels can 

cause a fictitious decrease in the NN performance, when actually 

the NN would be able to identify correctly more objects than the 

ones labelled in the dataset. The importance of ground truth 

bounding boxes is discussed for MoSeg in [73] and it is outside 

the aim of this paper. Moreover, some fluctuations in the 

performance can be introduced by the process of distorting the 

bounding boxes (as discussed in section III.A), as their final size 

can be bigger with respect to the distorted targets, Fig. 1 (purple 

boxes in the lower image).  The further away are the ground truth 

bounding boxes from the centre of the image, the more is the size 

increase of the distorted boxes due to tangential distortion. For 

distorted objects closer to the frame edges, it becomes less precise 

to represent the labelled targets in rectangular bounding boxes 

and the box sizes become remarkably bigger than the targets; 

therefore, it can be easier for the NN to have a higher IoU and the 

number of true positive detections can oscillate slightly, 

maintaining an overall decreasing trend with increasing 

distortion.  

B. Detection Performance with Obstruction 

Fig. 2 shows a visual example of the distorted images 

generated to build the dataset variants with partial obstruction due 

to stains. In the lower image, as the size of the areas covered by 

obstructions increases, more objects (and therefore vehicles) are 

covered by stains and this coverage has an impact on AP and max 

recall, as shown in Fig.6. However, in a few images, when the 

covered areas are sufficiently big and positioned nearby the 

object edges, the obstructed areas improve detection performance 

by highlighting the vehicle through darkening out the 

 
Fig. 4. AP and max recall of the Faster R-CNN and YOLO when 
evaluating images from the original dataset (𝑝1=0) and from dataset 
variants with increasing tangential distortion (i.e. increasing absolute 
value of 𝑝1). 

 
Fig. 5. From top to bottom: detections in the original image with IoU 
values; detections in the distorted image with IoU value (|𝑝1| =
 0.00012). 
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surrounding area. Nonetheless, calculating the metrics over the 

entire datasets, these rare cases are negligible.  

Fig. 6 shows AP and max recall when the NNs are used to 

evaluate datasets with this single noise factor, i.e. obstruction 

caused by stains (namely the size 𝑙 of the stain areas on the image 

has being increased). Similarly, to what discussed in sec. V.A, 

the detection performance is negatively affected when the noise 

factor strength is augmenting, with AP decreasing by 8% and 3%, 

and max recall decreasing by about 7% and 7%, for Faster R-

CNN and YOLO respectively, across the considered values of 

distortion when compared to the results for the original dataset. 

It is worth noting that if the covered areas are smaller than 12x12 

pixels the NN performance is negligibly affected (<1%). 

C. Detection with Combined Distortion and Occlusion 

The values of AP when evaluating datasets with the compound 

noise factor are shown in Fig.7. In this figure there is a trend 

similar to the results presented in Fig. 4 and Fig. 6. In fact, with 

the compound noise there is a performance decrease every time 

the magnitude of one of the two noise factors is increased. The 

slope of the plots for increased absolute value of 𝑝1 (i.e. for 

increased tangential distortion) is comparable to the plots in Fig. 

3, however when the obstruction noise (coloured plots in figures) 

increases, the maximum achievable AP decreases. The overall 

AP can drop by about 17.6% and 15.8% for the selected Faster 

RCNN and YOLO.v5 respectively. This result clearly shows that 

the compound noise affects the NN performance to a greater 

extent with respect to the single noise factors, and a separate noise 

factor analysis does not give a clear picture of the impact of 

multiple noise factors acting simultaneously on the sensor. 

VI. CONCLUSION 

This paper presents, for the first time, a thorough noise factor 

analysis carried out for automotive camera sensors. A breakdown 

list of thirty different noise sources and how they can affect 

sensor outputs in terms of frame rate, pixel position shift, 

intensity, and dropped frames is proposed and discussed. 

Moreover, two independent noise sources have been modelled 

and analysed, namely distortion due to windshield and 

obstruction. Their separate and combined effects on the images 

of well-established automotive datasets have been quantified by 

using state of the art perception algorithms based on deep neural 

networks. The results show that for all the considered noise 

factors an increase in the magnitude of noise causes a noticeable 

decrease in the performance, and the highest performance 

degradation is achieved for the compound noise. This work can 

pave the way to a comprehensive analysis and modelling of 

environmental perception sensors (and their noise factors) used 

for assisted and automated driving. 

ACKNOWLEDGMENT 

Boda Li acknowledges the support by the State Scholarship 

Fund by China Scholarship Council (CSC) from the Ministry of 

Education of P.R. China. Dr Donzella acknowledges that this 

work was supported by the Royal Academy of Engineering 

under the Industrial Fellowships scheme. The Authors wish to 

acknowledge the HVM CATAPULT. The Authors thank 

Gunny Dhadyalla, AESIN, and Dr Anthony Huggett, ON 

Semiconductor, for the extremely fruitful discussions. 

 
Fig. 7. Faster RCNN (left) and YOLO (right) versus increasing tangential distortion due to the windshield. Different colours represent different 
amounts of occlusion due to the increase of the obstruction kernel size. 

 
Fig. 6. AP and max recall of the Faster R-CNN and YOLO when 
evaluating images from the original dataset (𝑙=0) and from dataset 
variants with increasing size of the obstruction kernel on the image (i.e. 
increasing 𝑙). 
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