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Abstract: Recent technological advancements are providing significant results in enriching learning through 
serious games in the field of information and communication technology (ICT). One such advancement is the 
ability to create highly complex virtualised environments that realistically simulate organisations’ ICT systems, 
enabling participants to develop practical hands-on skills in a controlled environment. During such exercises, a 
critical component is the ability to track individual participants progress. This requires an evaluation system to 
be in place. Within traditional computer gaming environments, it is relatively easy to automate the tracking 
and capture of a specific player's moves, clicks and other interaction. Within simulations of serious games such 
as those used for training defence and attack mitigation techniques in a computer network, tracking such 
activities in an automated manner is significantly more complex. Using serious games in the field of 
cybersecurity as an example, we provide in this work a mapping of different types of metrics for serious games 
run within virtual lab environments and suggest various ways in which they can be measured. This work will 
assist serious game designers, developers, organisers and assessors obtain a greater understanding of the 
state of the art possibilities for measuring the performance of participants. It will also enable researchers to 
build a solid foundation in which they can develop new approaches for more efficient learning through 
virtualized simulations.  
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1. Introduction 

Cybersecurity is one of the fields that faces an ongoing global resource crisis (Loeb, 2015). Due to the lack of 
qualified personnel in this rapidly growing field, it is increasing difficult to find technically proficient individuals 
(Evans, K. & Reeder, 2010). Like in other fields, a qualified cybersecurity specialist needs sufficient knowledge 
together with practical skills (Assante and Tobey, 2011). Knowledge acts as an enabler for different skills, and 
skills can be directly applied to solve everyday tasks and problems. Obtaining the relevant skills though, 
especially in complex areas such as Cybersecurity is often not a simple task to be achieved. As with many 
fields, it is risky to let inexperienced people to access systems in order to learn (Lateef, 2010). Therefore, 
various educational simulations have been developed to address this issue.  

Games such as chess and Go have been used for centuries to train strategical thinking, but the skills learnt 
from these games usually cannot be transferred straight to the real world. For example, while experience of 
chess can be inspirational for configuring a firewall, it is surely not sufficient. The big question with simulations 
is always, up to what extent are the skills learnt from the simulation transferrable to a real-life situation? In 
that perspective, the field of computer science has a significant advantage. Due to the popularity of cloud 
based systems, most technical skills needed from an IT specialist are connected to virtualised environments. 
Therefore, it is possible to create virtualised simulation environments that are almost or in some scenarios, 
identical to real-life systems.  

The term serious games is often used in order to describe games with a non-entertaining purpose (Djaouti, 
Alvarez and Jessel, 2011). In this work, we take the cybersecurity field as an example and show how serious 
games can help us develop and measure relevant skills. For skill classification, we use Bloom’s taxonomy (Starr 
et al., 2008).  



 

 

2. Related work 

The concept of using digital games to support learning is not new. For more than a decade, many researchers 
have published numerous essays, articles and books on the topic of digital game-based learning (Eck, 2006). 
This research is largely motivated by the need to create more engaging learning environments. The 
educational effects of many simulations have also been researched quite widely throughout diverse fields such 
as flight simulators (Hays et al., 1992), nursing (Jacobs, Beyer and Carter, 2017), and cybersecurity (Furfaro et 
al., 2017).  

There are also multiple serious games in the cybersecurity field that are used for the training of specialists. 
Tabletop exercises can be used to demonstrate the interrelationships of the technical, procedural and human 
aspects of cybersecurity (Ottis, 2014). In addition to these are numerous complex technical exercises designed 
to train security experts who protect critical IT systems such as Locked Shields (NATO CCDCOE, 2017), CYRAN 
(Hallaq et al., 2016), U.S. Service Academies Cyber Defence Exercise (Carlin and Manson, 2011), and Cyber 
Shield (Henshel et al., 2016).   

In addition to the complex large-scale technical exercises there has been an increasing number of smaller scale 
exercises using virtualised simulation environments for different educational goals. Some are more general 
(Cano et al., 2016) and others more specific, e.g. a lab for learning the concepts connected to denial of service 
(Ledford, Mountrouidou and Li, 2016) or assessment of cybersecurity issues in Internet of Things (IoT) 
scenarios (Furfaro et al., 2017). There are also both commercial (Buttyán, Félegyházi and Pék, 2016) and open 
source platforms (Ernits, Tammekänd and Maennel, 2015) for managing virtualised simulation environments.  

Serious games which are run within virtualised simulation environments appear to be the best solution to 
ensure resilient, efficient and scalable cybersecurity exercises. They consist of different virtual machines (VM-
s) that are interconnected to one or many networks. Similar technology is being used in large scale production 
environments for offering a diverse selection of cloud-based services – therefore the skills learnt from VM-
based lab environments are highly applicable also outside of the lab.  

Within this section we have reviewed various simulation environments and the complexities associated with 
them. While many projects are benefitting from the advantages of VM-based simulation environments, there 
is a lack of systematic approach to identify general guidelines for performance measurement of the 
participants of such exercises. Much of the work in this area typically happens in isolation and those that are 
federated or openly available, such as DETERLab (Wroclawski et al., 2016), are not more widely adopted. 

On the other hand, there is a growing body of literature on the topic of Serious Games Analytics (SEGA), but 
there is a shortage of research considering applying SEGA to VM-based simulation environments. This paper 
aims to clarify and structure some core concepts regarding SEGA in VM-based simulation environments. 
Within the next section we identify the types of virtual environments available and the benefits and drawbacks 
of each. 

3. VM-based environments 

VM-based environments can be divided based on the user’s access level to the system.  

In case of restricted access, the user has only predefined operations to choose from. This way the VM-based 
environment can stay on the background and provide the user with a simple user interface that is convenient 
for people with less technical skills. While it can be a good starting point for a deeper technical understanding, 
it is more focused on the first two levels of Bloom’s taxonomy (Starr et al., 2008), recall and comprehension.  

In case of full access to the virtual machine, the user can choose their own methods and tools for tackling the 
task. This option is very realistic; therefore, it can be used for learning skills from all levels of Bloom’s 
taxonomy. At the same time, it can be overwhelming for users with less technical skills. Also, it demands 
relatively high-throughput bandwidth in the case of doing the simulation remotely.  

There are also options with selected access where the user can write their own commands through the 
browser interface, but the full graphical interface of the virtual machine is hidden. This approach can be 
considered as a compromise. All skill levels of the Bloom’s taxonomy can still be reached, but the simulation is 
less realistic than in the case of full access to the virtual machine, because the user interface is likely slightly 
modified based on the simulation environment (e.g. browser constraints).   



 

 

4. Performance metrics 

Serious games are designed to support knowledge acquisition and/or skill development (Loh and Yanyan 
Sheng, 2013). Therefore, it is essential to assess the performance of the players. The performance is usually 
characterised by a score, that is comparable between the participants of the same serious game (Loh, Sheng 
and Ifenthaler, 2015). The input for the score comes from different measurement points. As different 
measurement points often measure similar metrics, then it is reasonable to form categories that encompass 
similar measurement points as illustrated in the Figure 1. To calculate the total score Stotal, the input from 
different measurement points can be weighed as follows:  

 

where wi is the weight and xi is the performance metric value from one measurement point. Similarly, different 
weights can be assigned to different categories to prioritise some of them over the others.  

As an example, let us imagine a cybersecurity-related serious game with the following two performance metric 
categories: availability of services and incident reporting. If the goal of this serious game is to promote the 
importance of proper incident reporting, then the weight of the according category can be several times 
higher than the weight of the other categories (in the current example, the availability of services). That way, 
the participants are encouraged to focus more on incident reporting and less on the availability of services. Of 
course, this kind of prioritisation only works if the participants are at least to some extent aware of the scoring 
system, not in case of a stealth assessment (DeRosier, Craig and Sanchez, 2012).  

The weight for any performance metric is highly dependable on the game and should be fine-tuned during the 
testing phase based on the real results.  

 

 

Figure 1: Categorising performance metrics 

The total score is necessary in the case where the VM-based serious game is used for a competition or formal 
assessment and a final ranking list is required. A further analysis by performance metric categories (and 
potentially sub-categories) can provide much more valuable insights about the strengths and weaknesses of 
the participant (or participating team).   

Each measurement point contributes to the final scoring of the serious game by measuring a specific metric.  

Some metrics are measuring whether the main objective of a task was completed, while others give additional 
information about the way the participant achieved (or did not achieve) the required objective. The 
completion of a task can be measured in a binary (pass/fail) or continuous scale. Any continuous scale 
measurement can be turned into a binary measurement by introducing a threshold (e.g. defining the border 
between fail and pass).  



 

 

Those metrics can be measured in various ways. In the following list, there are some of the commonly used 
metrics to consider.  

4.1 Direct input 

The objective of a VM-based serious game participant can be to find some specific information using the 
virtual machines and then report this information to be evaluated. Reporting can be done through a side-
channel, such as a Moodle platform1 that the user can access outside of the virtual machines. For example, an 
ICT security project DECAMP in Munich (Alexandru Soceanu, Maksym Vasylenko and Alexandru Gradinaru, 
2017) developed a lab based on Moodle education platform interfaced with OpenStack2 cloud computing 
platform.  

Using the metrics based on direct input is more reliable if the objectives are slightly customised for each 
participant. For example, the task for each participant can be to decrypt a message, but the content of the 
message to be submitted for evaluation could be different for each participant. This way, it can be confirmed, 
that no participant reached the result by simply getting the required information from others.  

4.2 Automated scoring script 

Checking the objectives of the VM-based serious game can be automated. For example, an automated script 
can evaluate the uptime of a service or check the contents of a specific configuration file. When using 
automated scoring, it is important to limit the participant’s access to the scoring script. For example, if the 
scoring script resides in the same virtual machine which the user has full access to, then it is not difficult to 
alter the scoring script. Therefore, it would be possible for a person to get maximum points without even 
completing the actual given objective.  

To protect the integrity of the scoring system, it is possible to place the scoring script into another virtual 
machine (that the user has no access to), or to protect the scoring script by limiting the user administrative 
rights. 

4.3 Time 

Time spent on VM-based serious game objectives can give valuable insights about the participant’s abilities. 
Average time spent on every task can give a good basis for further analysis. In addition, it can be used as a 
trigger for displaying hints to participants who have gotten stuck in a pre-defined scenario.  

It should be considered though, that the time spent on different tasks can be influenced by many external 
factors, e.g. user’s hardware, Internet bandwidth, coffee breaks etc.  

Also, while usually a faster task completion indicates a more skilled participant, it should be considered that 
unrealistically fast times might indicate a fault in the system or a malicious participant instead.  

4.4 String similarity metrics 

Comparing unknown performance against known experts can be done using string similarity metrics such as 
Levenshtein distance (Loh and Sheng, 2015). String similarity metrics can be used to compare activity logs, e.g. 
history of typed commands by the participant. This allows to evaluate the efficiency of the participant’s 
actions.  

4.5 Tools 

In VM-based simulation, the user often has full control over the machine and therefore also freedom to 
choose amongst multiple tools. The choice of a specific software (e.g. Nmap3) or a programming language (e.g. 
Bash or Python) can give extra information about the participant’s skillset.  

                                                                 

1 Moodle, https://moodle.com  
2 OpenStack Project, http://www.openstack.org  
3 Nmap Security Scanner, https://nmap.org  

https://moodle.com/
http://www.openstack.org/
https://nmap.org/


 

 

5. Mapping of skills 

Measurements are meaningless unless they are connected to specific skills. Therefore, it is needed to define 
the particular skillset that the serious game should develop and measure. NICE Cybersecurity Workforce 
Framework (Newhouse et al., 2016) could be used as a reference for mapping relevant cybersecurity skills. For 
ICT occupations in general, the e-Skills Match framework (Fernández-Sanz, Gómez-Pérez and Castillo-Martínez, 
2017) can be used for integrating the existing ICT related reference schemes and standards. Using widely 
established standards and frameworks as a basis, helps to compare the performance metrics across different 
systems and organisations.  

Skill differentiation is also important. Technological advances enable us to keep track of more data and that 
enables more granular tracking of performance and abilities (Umbleja et al., 2014). With the help of 
automated scoring systems, it is possible to give individual and highly specific feedback for each participant of 
a virtual simulation. Figure 2 shows how skills can be linked to different performance measurement categories. 
Additionally, different granular skills can be grouped together as skill sets. This provides a high-level overview 
of a participant’s skills and can be easily communicated. For example, it would be confusing for a job ad to 
specify hundreds of granular skills that are required for a position. Instead a wider skill set is often described. If 
the same skill set is defined based on a VM-based serious game skills and linked to measurements, then it is 
possible to have an automated and scalable system that can quickly find the job applicant with the most fitting 
technical skill sets.  

 

 

Figure 2: Categorised performance metrics linked to skills 

In the current example (Figure 2), the total score is not affected by the skill sets. The scores for each skill set 
help to give participants detailed and individual feedback. In a different context, a total score can be also 
based on the similarity to the pre-defined skill sets (e.g. when finding the job applicant with best fitting 
technical background). It is important to note that there can be various types of connections between 
measurement points, categories, skills and skill sets. For example, there can be many measurement points 
giving input to a common category. Similarly, many categories of performance metrics can be connected to 
one skill (or one skill to many categories). Figure 3 provides an example for using the described framework for 
mapping the performance metrics and relevant skills.  



 

 

 

Figure 3: Sample of categorised performance metrics linked to skills 

Figure 3 illustrates a mapping of performance metrics and skills in a hypothetical scenario. All the numbers 
(e.g. service #7) are arbitrary and for illustrative purposes only. There are six measurement points. Out of 
these, two measurement points are focusing on incident reporting. Those two give the input for the situational 
awareness category scoring. Optionally, the weight of reporting incident #15 and #31 could vary. For example, 
reporting incident #15 could be considered two times more important than reporting incident #31 and the 
weights could be set accordingly. Situational awareness together with the other performance metric 
categories gives input to the total score. In addition to being used for calculating the total score, it can be seen 
how situational awareness is used as an indication for the incident reporting skill. In the current example, the 
incident reporting skill is the only member of the incident management skill set. In reality, there can be 
numerous other skills that form together an input to the incident management skill set.  

6. Future research 

In this work, we defined metrics that are mostly based on common input sources such as the keyboard or the 
mouse. In the future, more inputs could be considered. Video feed from the in-built camera can be used to 
conduct eye tracking (Galdi et al., 2016). Audio from the microphone can be analysed to measure user’s stress 
level, group dynamics and emotional tonalities of the communication by voice (Shiva Prasad, Kodanda 
Ramaiah and Manjunatha, 2017). Keyboard input can be analysed further for purposes such as verifying the 
user identity (Bhattasali et al., 2016).  

Additionally, more research should be done regarding the dynamic analysis of serious game data. Cognitive 
principles for effective learning include creating learning scenarios that keep the participants in a zone 
between too easy and too difficult (Greitzer, Kuchar and Huston, 2007). Automatic analysis of performance 
metrics can allow the computerised serious game to adapt to individual needs of each participant and 
therefore provide a more engaging experience.  

7. Conclusions 

Serious games analytics (SEGA) is a growing field with diverse applicable implementations. We have identified 
computer science and cybersecurity as fitting areas to be linked with serious games analytics due to their 
extremely life-like VM-based simulation environments. To address the lack of systematic approach for 
connecting SEGA with VM-based serious games, we have outlined the main relevant performance metrics for 
measuring the skills of participants of VM-based serious games. The key measurement points are brought out 
together with their strengths and pitfalls. Furthermore, the approach for connecting between performance 
metric categories and skills is described. 

In this paper, we have used cybersecurity related serious games as an example, but the same principles can be 
carried over to multiple other fields, especially to those that are connected to computer science.  
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