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Abstract We initiate the analysis of the response of computer owners to various
offers of defence systems against a cyber-hacker (for instance, a botnet attack), as a
stochastic game of a large number of interacting agents. We introduce a simple mean-
field game that models their behavior. It takes into account both the random process
of the propagation of the infection (controlled by the botner herder) and the decision
making process of customers. Its stationary version turns out to be exactly solvable
(but not at all trivial) under an additional natural assumption that the execution time
of the decisions of the customers (say, switch on or out the defence system) is much
faster that the infection rates.
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1 Introduction

A botnet, or zombie network, is a network of computers infected with a malicious
program that allows cybercriminals to control the infected machine remotely without
the user’s knowledge. Botnets have become a source of income for entire groups of
cybercriminals since the cost of running botnets is cheap and the risk of getting caught
is relatively small due to the fact that other people’s assets are used to launch attacks.
The interactive process of the attackers and defenders can be modeled as a Game. The
use of game theory in modeling attacker-defender has been extensively adopted in
the computer security domain recently; see [5,24,26] and bibliography there for more
details. Two aspects are important. The first one is the contamination effect. The second
one is the large number of computers. So, in fact, one deals with a stochastic game
of a large number of interacting agents. This is amenable to Mean Field theory. To
investigate this approach represents the main objective of this paper. Our model takes
into account both the random process of the propagation of the infection (controlled
by the botnet herder) and the decision making process of customers. We develop a
stationary version which turns out to be exactly solvable (but not at all trivial) under an
additional natural assumption that the execution time of the decisions of the customers
(say, switch on or out the defense system) is much faster that the infection rates.

Similar models can be applied to the analysis of defense against a biological weapon,
for instance by adding the active agent (principal interested in spreading the disease),
into the general mean-field epidemic model of [25] that extends the well established
SIS (susceptible-infectious-susceptible) and SIR (susceptible-infectious-recovered)
models.

Mean-field games present a quickly developing area of the game theory. It was
initiated by Lasry-Lions [23] and Huang—Malhame—Caines [15, 16], see [1,4,6,13, 14]
for recent surveys, as well as [2,3,7-9,22,27] and references therein. The papers
[11,12] initiated the study of finite-state space mean-field games that are the objects
of our analysis here.

The paper is organized as follows. In the next section we introduce our model,
formulate the basic mean-field game (MFG) consistency problem in its dynamic and
stationary versions leading to precise formulation of our main problem of character-
izing the stable solutions (equilibria) of the stationary problem. This problem is a
consistency problem between an HIB equation for a stochastic control of individual
players and a fixed point problem for an evolutionary dynamics. These two preliminary
problems are fully analyzed in Sects. 3 and 4 respectively. Section 5 is devoted to the
final synthesis of the stationary MFG problem from the solutions to these two prelimi-
nary problems. In particular, the phase transitions and the bifurcation points changing
the number of solutions are explicitly found. In the last section further perspectives
are discussed.

2 The Model

Assume that any computer can be in four states: DI, DS, U1, US, where the first
letter, D or U, refers to the state of a defended (by some system, which effectiveness
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we are trying to analyze) or an unprotected computer, and the second letter, S and 7, to
susceptible or infected state. The change between D and U is subject to the decisions
of computer owners (though the precise time of the execution of her intent is noisy)
and the changes between S and [ are random with distributions depending on the level
of efforts vy of the Herder and the state D or U of the computer.

Let npr,nps,nyr, nys denote the numbers of computers in the corresponding
states with N = nps + npy + ny; + nys the total number of computers. By a
state of the system we shall mean either the 4-vector n = (npy,nps, nys, nys) or
its normalized version x = (xpys, Xps, Xy, Xus) = n/N. The fraction of defended
computers xp; + xpg represents the analogue of the control parameter vp from [5],
the level of defense of the system, though here it results as a compound effect of
individual decisions of all players.

The control parameter u of each player may have two values, 0 and 1, meaning that
the player is happy with the level of defense (D or I) or she prefers to switch one to
another. When the updating decision 1 is made, the updating effectively occurs after
some exponential time with the parameter A (measuring the speed of the response of
the defense system). The limit A — oo corresponds to the immediate execution.

The recovery rates (the rates of change from I to S) are given constants quec and
q,Uec for defended and unprotected computers respectively, and the rates of infection
from the direct attacks are quiQ 7 and v Hqi% Y respectively with constants qiz 7 and

ql.[i .. The rates of infection spreading from infected to susceptible computers are
Buu /N, Bup/N,Bpu/N, Bpp/N, with numbers Byvu, Bup. Bou, Bpp, where the
first (resp second) letter in the index refers to the state of the infected (resp. susceptible)
computer (the scaling 1/N is necessary to make the rates of unilateral changes and
binary interactions comparable in the N — oo limit).

Thus if all computers use the strategy ups, upy, uys, uyy, v € {0, 1} and the level
of attack is vy, the evolution of the frequencies x in the limit N — oo can be described
by the following system of ODE:

. D D
XDI = XDSYjnsVH — XDI4rec T X¥D1XDsPDD + XurxpsPup + A(xuruyr — Xprupi),

. D D

Xps = —=XD$G;, VH + XD14roc — XDIXDSBDD — XU1XDsPuD + A(Xusuys — Xpsups).

. U U

XUI = XUSQjnVH = XU14rec + XD1¥UsBDU + xurxusPuu — A(xuruyr — Xprupi),

S U U

XUSs = =XUSYjnrVH + XUI14rec — XD1XUSBDU — XUrXUsBuu — A(xusuys — Xpsups)-
(D

Remark 1 If all Byp, Buu, Bpu, Buu are equal to some S, ngf = qil’/lf = q""f and

q2.=qP. = vp, where vp is interpreted as the defender group’s combined defense
effort, then summing up the first and the third equations in (1) leads to the equation

X = qingva(l —x) + Bx(1 —x) —vpx, 2

for the total fraction of infected computers x = xp; + xy ;. This equation coincides
(up to some constants) with equation (2) from [5], which is the starting point of the
analysis of paper [5].
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It is instructive to see, how evolution (1) can be deduced rigorously as the limit of
the Markov processes specifying the random dynamics of N players. The generator of
this Markov evolution on the states 7 is (where the unchanged values in the arguments
of F on the r.h.s are omitted)

LNF(npr,nps, nui, nus) =npsqipvu F(nps — 1, npr + 1)
+nusql~l,],vaF(nUS —1l,nyr+1)
+np1gR.Fnpr — 1,nps + 1) + ny1g/, . Fryr — 1,nys + 1)
+npmpsPppF(nps —1,npr +1)/N +npinysBpu F(nys — 1, nyr+1)/N
+nymmpsPupF(nps —1,np;r + 1)/N +nymyspuu F(nys — 1, nyr+1)/N
+AnpsupsF(nps —1,nys + 1) + AnysuysF(nys — 1,nps + 1)
+AnpjupiF(npr — 1,ny; + 1) + Anyjuy F(ny; — 1,npy + 1),

or in terms of x as

LyF(xpr,xps,xur,xus) = NxDSQ,'l,szHF(X —eps/N +epr/N)

+Nxusqi, o F((x —eys/N +eyr/N)

+Nxp1g2 F(x —epr/N +eps/N) + Nxu1q/5.F(x —eyr/N +eys/N)

+NxprxpsBppF(x —eps/N +epj/N)

+NxprxusBpuF(x —eys/N +eyr/N)

+NxyrxpsBupF(x —eps/N +epr/N)

+NxyrxysBuu F(x —eys/N +euyi/N)

+NixpsupsF(x —eps/N +eys/N) + NixysuysF(x —eys/N + eps/N)

+NixprupiF(x —epr/N +eyr/N) + Nixyjuyr F(x —eyr/N +epr/N),
3)

where {e;} is the standard basis in R*.
If F is a differentiable function, the generator Ly turns to the generator

oF oF )

D
LF(xpr,Xps, Xu1,Xus) = XDSqjnfVH ( -
axl_)] 3XDS

U oF oF
T XUSYinfVH oy, drus

Coop (BFOF Ny (OF OF
X —— X —_——
DIdrec dxps  0xpr Ulrec dxys  dxyip

oF JIF oFr oF
+xprxpsBpp - + xprxusBpu -
dxp;  0xps dxy; Odxys
oF oF oF oF
+xurxpsBup — +xurxusBuu -
dxpr  dxps oxy; Oxus
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oF oF oF oF
+ AXpsups - + Axysuys -
Xy s 0Xps 0xXps axys

oF oF oF oF
+AXprupy — + Axyruyg - 4)
8xU1 axm 3XD1 8)CU1

in the limit N — oo. This is a first order partial differential operator. Its characteristics
are given precisely by the ODE (1). A rigorous derivation showing the solutions to (1)
describe the limit of the Markov chain generated by (3) can be found e.g. in [18].
We shall now use the Markov model above to assess the actions of individual
players.
If x(¢) and vy (7) are given, the dynamics of each individual player is the Markov
chain on 4 states with the generator

LM g(DI) =" (DI)(g(UI) — g(DD)) + q/2.(g(DS) — g(DI)),

L"g(DS) =" (DS)(g(US) — g(DS)) + g} rvr (g(DI) — g(DS))
+xp1Bpp(g(DI) — g(DS)) +xy1Bup(g(DI) — g(DS)),

LMgWUl) = " (UI(g(DI) —gUDN) +qL.(g(US) —g(UD)),

rec

L") =" (US)(g(DS) — gUS)) + gy ,vu(gUI) — gUS))
+xp1Bpu(gUI) — gUS)) + xuPuu(g(UD) — gUS)) (5)

depending on the individual control 1"?.

Assuming that an individual pays a fee kp per unit of time for the defense system
and kj per unit time for losses resulting from being infected, her cost during a period
of time 7', that she tries to minimize, is

T
/ (kplp +ki1y)ds, (6)
0

where 1p (resp. 1;) is the indicator function of the states DI, DS (resp. of the states
DI, UI). Assuming that the Herder has to pay kyvy per unit of time using efforts
vy and receive the income f(x) depending on the distribution x of the states of the
computers, her payoff, that she tries to maximize, is

T
/ (fH(x) —kgvg)ds. (7
0
Therefore, starting with some control
u" = W (DI, u{®"(DS), u{®" (UI), u;"" (US))

the Herder can find his optimal strategy vy (¢) solving the deterministic optimal control
problem with dynamics (1) and payoff (7) finding both optimal vy and the trajectory

@ Springer



674 Appl Math Optim (2016) 74:669-692

x(1).Once x(¢) and vy (¢) are known, each individual should solve the Markov control
problem (5) with costs (6) thus finding the individual optimal strategy

u™ = @" (DI, u"(DS), " U I, " (U S)).

Notice that though it looks like a major-minor mean filed game, we do not go so far
in this paper, but consider vy to be frozen throughout the analysis, so that the major
player is not actually a strategic player: he/she just supplies an additional external
parameter.

The basic MFG consistency equation can now be explicitly written as

ind com
uy =1y

Instead of analyzing this rather complicated dynamic problem, we shall look for a
simpler problem of consistent stationary strategies.

There are two standard stationary problems naturally linked with a dynamic one,
one being the search for the average payoff

g = hm —/ (kplp + k;1;) dt

for long period game, and another the search for discounted optimal payoff. The first
is governed by the solutions of HIB of the form (T — f)i + g, linear in ¢ (then u
describing the optimal average payoff), so that g satisfies the stationary HJB equation:

Amin, u(g(UI) = g(DD) +q/2.(8(DS) — g(DD) + ki +kp = 11,
Amin, u(g(US) — g(DS)) + q,-’ifvy(g(Dl) —g(DS))
+xp1Bpp(g(DI) — g(DS)) +xurBup(g(DI) — g(DS)) +kp = u,
amin, u(g(D1) = gUD) +4f5,(3(US) — gUD) + ki =
Amin, u(g(DS) —gUS)) + clmva(g(Ul) —gWUS))
+xp1Bpu(@UI) —gUS)) +xy;Buy(gUI) —gUS)) = ®
where min is over two values {0, 1}. We shall denote u = (upy, uys, ups, uys) the
argmax in this solution.
The discounted optimal payoff (with the discounting coefficient §) satisfies the
stationary HIB

Amin, u(g(UI) — g(DI) +61m(g(DS) —g(D) +k; +kp =8g(DI),
Amin, u(g(US) — g(DS)) + quUH(g(Dl) —g(Ds))

+xpiBpp(g(DI) — g(DS)+xy1Bup(g(DI) — g(DS))+ kp=5g(DS),
Amin, u(g(DI) — g(UID) + g1 (gUS) — gUID) +k; =8gUI),
Amin, u(g(DS) — gUS)) + Q,-léva(g(UI) —gUY9))

+xp1Bpu(gUI) — gUS)) + xurBuu(gUI) — g(US)) =6g(US) o)
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The analysis of these two settings is mostly analogous. We shall concentrate on the
first one. Introducing the coefficients

a=gqp vg +xp1Bpp + xui1Bup,

10
B =4;psvH + xp1BDU + XUIBUU. (10
the stationary HIB Eq. (8) rewrites as
Amin(g(UI) — g(DI),0) + ¢R.(g(DS) — g(DI)) + ki + kp = p.,
Amin(g(US) — g(DS),0) + a(g(DI) — g(DS)) +kp =, (a0

Amin(g(DI) — g(UI),0) + g/ (g(US) = g(UD) + ki = p,
A min(g(DS) — g(US),0) + B(gUI) —gUS)) = i,

where the choice of the first term as the infimum in these equations corresponds to the
choice of control u = 1.

The stationary MFG consistency problem is in finding x = (xpy, Xps, Xu71, XUs)
andu = (upy,ups, Uy, uys), where x is the stationary point of evolution (1), that
is

Xpse — Xprqp. + »(xyruyr — xprupr) =0
—xpsa +xprqR, + A(xysuys — xpsups) =0

12
xusB — xviql,. — Mxuruyr — xprupr) =0 12)
—xusB + xui1q... — Mxusuus — xpsups) =0,
with u = (upy,ups,uys,uys) giving minimum in the solution to (8) or (11).

Thus x is a fixed point of the limiting dynamics of the distribution of large num-
ber of agents such that the corresponding stationary control is individually optimal
subject to this distribution. Yet in other words, x = (xpys, Xps, Xy, Xys) and
u= (upr,ups,uys,uys) solve (11), (12) simultaneously.

Fixed points can practically model a stationary behavior only if they are stable. Thus
we are interested in stable solutions (x, u) to the stationary MFG consistency problem
(12), (8), where a solution is stable if the corresponding stationary distribution x is a
stable equilibrium to (1) (with u fixed by this solution).

Apart from stability, the fixed points can be classified via their efficiency. Namely,
let us say that a solution to the stationary MFG is efficient (or globally optimal) if the
corresponding average cost p is minimal among all other solutions.

Talking about strategies, let us reduce the discussion to non-degenerate situations,
where the minima in (11) are achieved on a single value of u only. In principle, there
are 16 possible pure stationary strategies (functions from the state space to {0, 1}).
But not all of them can be realized as solutions to (11). In fact if up; = 1, then
g(UI) < g(DI) (can be equal in degenerate case) and thus ug; = 0. This argument
forbids all but four strategies as possible solutions to (11), namely

@) gWUI <g(DI), gWUS)<g(DS) < uy; =uys =0, up;=ups=1,
@) gWUI)>=g(DI), gUS) >g(DS) <= up; =ups=0, uy;=uys=1,
@ii) gUI) <g(DI), gUS) >g(DS) < uy; =ups =0, up;=uys=1,
(iv) gUI) > g(DI), gUS)<g(DS) < up;=uys=0, uy;=ups=1.
(13)
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The first two strategies, either always choose U or always choose D, are acyclic,
that is the corresponding Markov processes are acyclic in the sense that there does
not exist a cycle in a motion subject to these strategies. Other two strategies choose
between U and D differently if infected or not.

Of course, allowing degenerate strategies, more possibilities arise.

To complete the model, let us observe that the natural assumptions on the parameters
of the model arising directly from their interpretation are as follows:

Qe = dfees ding < dings
Bup < Buu, Bpp =< Ppu. (14)
kp <kj.

We shall always assume (14) hold. Two additional natural simplifying assumptions
that we shall use sometimes are the following: the infection rate does not depend on
the level of defense of the computer transferring the infection, but only on the level
of defence of the susceptible computer, that is, instead of four coefficients 8 one has
only 2 of them

Bu = Bpu = Buu. Bp = Bup = Bpp. (15)

and the recovery rate do not depend on whether a computer is protected against the

infection or not:

qrec = qr[;c = q}%p (16)

As we shall see, a convenient assumption, which is weaker than (16), turns out to
be

qrgc - quéc < (qilr/lf - qi[rif)vH' a7)

Finally, itis reasonable to assume that customers can switch rather quickly their regime
of defence (once they are willing to) meaning that we are effectively interested in the
asymptotic regime of large A. As we shall show, in this regime the stationary MFG
problem above can be completely solved analytically. In this sense the present model
is more complicated than a related mean-field game model of corruption with three
basic states developed in [20], where a transparent analytic classification of stable
solutions is available already for arbitrary finite A.

3 Analysis of the Stationary HJB Equation

Let us start by solving HIB Eq. (11).
Consider strategy (i) of (13), so that being unprotected is always optimal. Then
(11) becomes

MgUI) —g(DD) +¢2.(g(DS) — g(DI)) + ki + kp = 1,
MgUS) — g(DS)) + a(g(DI) — g(DS)) + kp = p,
q%.(g(US) —gUD) +k; = p,

BWUI)—gUS)) = .

(18)

As the solution g is defined up to an additive constant we can set g(US) = 0. Then
(18) becomes
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AMgUI) — g(DD) + q/2.(e(DS) — g(DI)) + ki +kp = i,
—+g(DS) + a(g(DI) — g(DS)) + kp = p, (19)
~qtecgUD) + ki =
BeUI) = p.
From the third and fourth equations we find
kp Bki
gl = ——, n=pgWU) = —. (20)
B+ 4t B+afi.
Substituting these values in the first and second equations we obtain
_ kp—n a(B+ita/s,)
§(DS) ===+ ki MB+af) @+itaRe)’ Q1)
_ kD—M (a+)t)(ﬁ+)\+qrec)
§(DD) = "5+ K g al yarataly
and the conditions g(UI) < g(DI), g(US) =0 < g(DS) become
k(B + drec) (@ + 2+ dyec) = Kil(B + Mgrec — @ + Mgl )

kp(B+qlo)(e+r+qR) > kiBO+qR) —a+qY)]

respectively.

Consider strategy (ii) of (13), so that being defended is optimal. Then (11) becomes

qh.(g(DS) — g(DD) +k; +kp = p,

a(g(DI) — g(DS)) +kp = p,

AMg(DI) — g(UD) + g/ (gUS) — g(UD) +k; = p,
AMg(DS) —g(US)) + B(gUI) — g(US)) = p.

Setting g(DS) = 0 yields
~q/2c8(DD) + ki +kp = i,
ag(DI) +kp =,
Mg(DI) — g(UD) +q1.(g(US) —gUD) + ki = ,
—2gUS)) +BWUI) —gUS)) = .

From the first and second equations we find

ky

alkp + ki) + qurDeC

g(DI) = n=kp+ag(DI) =

0£+qu“’ a+qu<)ec

Substituting these values in the third and fourth equations we obtain

_ ko BOAG )~ (htgp,)
gWS) =5 +k Matg2)B+itqly)’

_ (B+2)(h+4/20) —ag /e
WD) ==+ ks gl

(23)

(24)

(25)

(26)

@ Springer



678 Appl Math Optim (2016) 74:669-692

and the conditions g(UI) > g(DI), gUS) > g(DS) =0 turn to

kp(e 4+ gL (B +r+qY) <kil(B+1g2, — (@ +1gl,],

27
kn(e +qD)(B + % +qUy) = kilBO-+ gl —aG+4001 &7
respectively.
Consider strategy (iii) of (13). Then (11) becomes
MeWUI) —g(DD) +¢2.(s(DS) — g(DD) + ki +kp =,
a(g(DI) — g(DS)) +kp = n, 28)

qU.(gUS) — gUD) +kj = p,
AMg(DS) — g(US)) + B(g(UI) — g(US)) = .

Setting g(DS) = 0 yields
u=oag(DI)+kp
from the second equation, then
hgUI) = g(DD)(@ + h+qy20) — ki

from the first equation and

DI Mep — (A +q2.) ki
qws) = & - ) [ax + a5, (a 2 +q3c)] + E\ i Grec)
A'qVEC qrEC

from the third one. Plugging these expressions in the fourth equation of (28) we find
(after many cancelations) g(D1) and then the other values of g:

. (B+rtql ) (ki—kp)
8D = Sminaloral.@htaly”
_ 1 ki1BOAaR )~/ )1 —kp (Btafe,) @trtqf)
sUS) =3 @ (Fht g e ot ag,) ’ @
(UT) = LHIOAa) 04 B) oy d—hp (Bitayee) (atitaree)
s =3 a(B+r+al)tal (atital)

Hence

ke (B+r+4ql) + kol (@+r+4q7)
a(B+r+ql)+a% (@+r+gD.)

The conditions g(UI) < g(DI), g(US) > g(DS) rewrite as

{ kD(a + qgc)(ﬁ + A+ q}{éc) = k[[(ﬁ + )\)qgc - (O[ + )‘)q}{éc]’ (30)

kp(a+x+g2)B+ql) <kilBO+qh.) —al+ gl
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Consider strategy (iv) of (13). Then (11) becomes

qR.(g(DS) — g(DD) + ki +kp = i,

AMg(US) — g(DS)) +a(g(DI) — g(DS)) +kp = p,
AMg(DD) —g(UD) +qY.(g(US) — gUD) + ki = p,
BWUI)—gUS)) = pu.

3D

Setting g(U S) = 0 yields u = Bg(UI) from the fourth equation, then
)g(DI) = g(UD(B+ 1 +qf) —ki
from the third equation and
1gDe8(DS) = gD [Br+al. (B+n+4l)| —koi — ki (2 +42)

from the first one. Plugging these expressions in the second equation of (31) we find
g(UT) and then the other values of g:

_ (kp+k) (@+itq>)
sl = Bla+r+gR)+qR. (B+r+ql,)’

_ 1 kpB+r+gl ) @tq2 ) +kila(+qY ) - B+ B )]
§(D8) =3 BlatrtaRo+afec (B+r+af.) ’ (32)
(DI) =1 kp (B+r+ql ) @+rtgR)+kil@+r) (+q%)—BgR.]
8 = BlatitqB)+aB. (B+rtql.) :

Hence the conditions g(UI) > g(DI), g(DS) > g(US) = 0 rewrite as
{ kp(a + A+ q,gc)(lg + 6],{{36) < kil(B+ )‘)qgc — (¢ + )»)C],[éc], (33)
kp(e +gR)B+r+q) = kilBO+q2) —a( + 5]

We are now interested in finding out how many solutions equation (11) may have
for a given x. The first observation in this direction is that the interior of the domain
defined by (22) (that is, with a solution of case (i)) and the interior of the domain
defined by (30) (that is, with a solution of case (iii)) do not intersect, because the first
inequality in (22) contradicts the second inequality in (30) (apart from the boundary).
Similarly, the interior of the domain defined by (22) (that is with a solution of case (i))
and the interior of the domain defined by (33) (that is, with a solution of case (iv)) do
not intersect, and the interior of the domain defined by (27) (that is, with a solution of
case (ii)) does not intersect with the domains having solutions in cases (iii) or (iv).

Next we find that one can distinguish two natural domains of x classifying the
solutions to HIB Eq. (11):

Di={x:B+dp>a+qn). Dr={x:B+qh. <atqpl).
More explicitly,

Dy = {x : xp1(Bou — Bop) + xu1(Buu — Bup) > (Gfny — dinp)Vi + Qe — Guc)-
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By (14) it is seen that under a natural additional simplifying assumptions (16) or
even (17), all positive x belong to D (or its boundary), so that D, is empty.
Under additional assumption (15) the condition x € D gets a simpler form

(qil:/)lf - qll;']tf) VH + qigc - qgc
Bu — Bp '

X >Xx=

(34)

To link with the conditions for cases (i)—(iv) one observes the following equivalent
forms of the main condition of being in Dy:

B+aql.>a+ql. = B+qlo@+ql.+1) > @+ql)B+ql. + 2

& BOA+2) —aO+al) > (B+Ng2 — @+ gl (39)
From here it is seen that if x belongs simultaneously to the interiors of the domains
specified by (22) and (27) (that is, with solutions in cases (i) and (ii) simultaneously),
then necessarily x € D (thatis, for x € D; the conditions specifying cases (i) and
(ii) are incompatible). On the other hand, if x belongs simultaneously to the interiors
of the domains specified by (30) and (33) (that is, with solutions in cases (iii) and
(iv) simultaneously), then necessarily x € D; (that is, for x € D; the conditions
specifying cases (iii) and (iv) are incompatible).
Denoting » = kp/k;, we can summarize the properties of HIB equation (11) as
follows (uniqueness is always understood up to the shifts in g).

Proposition 3.1 Suppose x € D;.

(1) If

B+1) gl — (@+1) gl B(A+qn.) —a(r+q5.)
<x <
(B4 ake +1) (@ +a2.) (B4 ake) (@ + a2 +2)

; (36)

then there exists a unique solution to (11) belonging to case (iii) and there are no
other solutions to (11).

(2) If

Bt die) —¢ (it die) _ _ (BANap— @+ Ml

, (37
(B+afec +2) (@+af) (B+asec) (@ +af2c +2)
then there exists a unique solution to (11) belonging to case (iv) and there are no
other solutions to (11).
(3) A solution belonging to case (i) exists if and only if

- /3()‘+QrDec)_a()‘+qu£c)

, 38
(B+afe) (@+al. +2) oY
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and is unique if this holds. A solution belonging to case (ii) exists if and only if

_ BN — @+ M gn.

s 39
(Bt 4l +7) @ +a2.) &

and is unique if this holds. Either of conditions (38) or (39) is incompatible with

either (36) or (37). In particular, equation (11) may have at most two solutions
(if both (38) and (39) hold).
(4) Under (16), one has always

BO+die) —a(t+ar) _ B+ g — @+ g,
(B+afec +2) (@ +afe) — (B+afec) (@ +ap.+4)

, (40)

and
B+Mal—@+N g _ BO+dre) o (- + )

(B+a% +2) (+al.) = (B+al) (@+aqR.+2)

Hence (37) becomes impossible and conditions (38) and (39) become incompat-
ible implying the uniqueness of the solution to (11) for any x € Dy. This unique
solution belongs to cases (ii), (iii) and (i) respectively for x satisfying (39), (36),
(38) (when equality holds in (38) or (39), two solutions from different cases become
coinciding).

(41)

Proof Statements (1)—(3) follow from the arguments given above. (iv) Under (16),
conditions (41) and (40) rewrite as

Grec(B — a)Z —(B=—a)(B+ A+ Grec)(+grec) <0

and

Grec(B —)* + (B — @) (B + grec)(@ + & + drec) = 0,
which obviously hold. O

Remark 2 (1) When (16) does not hold one can find situations when solutions from
cases (i) and (ii) exist simultaneously. To get simple examples one can assume » = 1.
(2) When two solutions exist simultaneously one can discriminate them by the values
of the average payoff 1. One sees from (20) and (25), that p arising from cases (i) and
(ii) are different (apart from a single value of x). (3) The uniqueness result under (16)
is quite remarkable, as it does not seem to follow a priori from any intuitive arguments.

Again directly from the argument above one can conclude the following.
Proposition 3.2 Suppose x € D».

) If
B+1aq2 —(@+1)qY,

(B+4qY) (a+qRc+2)

(42)
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then there exists a unique solution to (11) belonging to case (i) and there are no
other solutions to (11).
@) Ir
B(tap) —a(r+tarn)
= U D)’
(ﬂ + ('Irec + A') (a + qrec)
then there exists a unique solution to (11) belonging to case (ii) and there are no

other solutions to (11).
(3) A solution belonging to case (iii) exists if and only if

(43)

BAMape—@+D a5 . BO+dre) =l +dre)
(B+afe+2)(@+al.) = 7 (B+al) (a+al.+2)

; (44)

and is unique if this holds. A solution belonging to case (iv) exists if and only if

B(rtdre) —a(htdre) _  _ (B+Mal.—@+1)4f
(BHafec +2) (@t+are) — = (B+af) (+afc+2)

(45)

and is unique if this holds. Either of conditions (44) or (45) is incompatible with

either (42) or (43). In particular, equation (11) may have at most two solutions
(if (44) and (45) hold simultaneously).

Essential simplifications that allow eventually for a full classification of the station-
ary MFG consistency problem occur in the limit of large A. For a precise formulation
in case

§=¢qP. —q. >0 (46)

one needs further decomposition of the domains D1, D,. Namely, for j = 1, 2, let

S _
Djlz[)CEDjZ p a].

<
a+tqh.  B+al.

Proposition 3.3 The following hold for large ) outside an interval of » of size of
order )7

(1) Under (16) conditions (39), (36), (38) classifying the solutions to the HIB equation
rewrite as
(B—a) (B—a)
9 }f 2
B+aq B+aq

respectively. In particular, solutions of case (ii) become impossible.
(2) Suppose x € Dy and (46) holds. If x € Dqy, there exists a unique solution to (11),
which belongs to cases (ii), (iii), (i) for

, (47)

x<0, 0<x<

8 8 B—« B—a
s < x < ) X > 5
a+ql. a+qh. B+aql. B+aql.

(48)

x <
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respectively. If x € D13, solutions from case (iii) do not exist and there exist two
solutions to (11) for
B—« )
7 <*<—7p
13 + qrec o + q}’EC

belonging to cases (i) and (ii), and only one solution otherwise.
(3) Suppose x € Dj. If x € Da», solutions from case (iii) do not exist and there is
always a unique solution to (11) belonging to case (ii), (iv) or (i), for

(49)

B—a B—a 1) )
< R 5 <x < 7 x> T (50)
&+ Grec @t drec B+ drec B+ drec
respectively. If x € Dy, then there are two solutions to (11) for
S _
e (51)

— <X < o —,
a+qrec ﬁ+qrec

which belong to cases (iii) and (iv), and one solution otherwise. This unique
solution belongs to case (ii) or (i) for

B—« )
< ——, > ———r
@ +qf B+ 4
respectively and to case (iv) otherwise.

Proof Statement (ii) follows from the observation that, for § > 0 and large A, condi-
tions (36)—(37) turn to

8 B—« B—« 8
Db <x < s D <X < T (52)
a+qrec ﬁ+qr€c a+qrec ﬁ+qrec
respectively, and conditions (38)—(39) turn to
— 8
PRl P (53)
ﬂ + Qrec o + qrec
respectively. Other statements are similar. O

4 Analysis of the Fixed Points

Next we are solving the fixed point system (12).
In case (i), thatis with uy; = uys = 0, up; = ups = 1, equation (12) takes the
form
XpDSO — xqurlZC — XxDl =0
—Xpso +xmqr[zc —Axps =0
xusB — xurql,. +rxpr =0
—xusB + xui1q5. + *xps = 0.

(54)
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Adding the first two equations we get xp; = xps = 0, and the system reduces to the
single equation

xusB —xv1gl. = 0.
Substituting the value of g yields
xUs(q,-[f,va +xu1Buv) — xuiqt. = 0.
Denoting y = xy it follows that xys = 1 — y and thus
Qu () = Buuy* + y(qY. — Buu + ql%fUH) — qi%fUH =0.

This equation has a unique solution on the interval (0, 1):

1 U U
=y = Bou [,BUU ~ drec ~ infVH
2 2
+\/(ﬂUU + ql‘lifUH) + (¢4.)" —24Y. (,BUU - qiL,iva)] . (55)

The stability of the fixed point x = (0,0, x*, 1 — x*) means its stability as a fixed
point of the dynamics

. D
XpI = XDS® — XD[{q;pc — AXD]

. D
XDS = —XDSU + XpIq 0. — AXDS (56)
Xur = xusB —xvuiql. + Axpi

fus = —xusB+ xuigle + Axps.

We rewrite it by shifting the variables by the value of the stationary point, that is,
in terms of xpy, xps, y = xy; — x*,z = xys — (1 — x*). Since the sum of these
variables is one, we have effectively the system of three equations on the variables
XDI, XDS, V'

Xp; = [Cll'[,ifUH +xpiBpp + (x* + y)Buplxps — (A + qR)xp1

Xps = —[qi[,fva +xp1Bpp + (&* + Y)Buplxps + q/2xpr — Axps

y=0-x"-y—xps — xDS)[‘],'lifUH + Bpuxpr + Buu(y +x7)]
—(y + x5 + Axps.

Its linear approximation around the fixed point (0, 0, 0) is
ipr=—(+q8.)xpr + (Cll-lzfvﬂ + x*ﬂUD) XDs
Xps = qlacxpr — (%-ZfUH +x*Bup + )») xps

5= (1= x") [Bouxpr + Buuyl = (v + xp1 +xps) (a5 vm +x*Buu )
~qfecy +Axps,
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and the corresponding characteristic equation for the eigenvalues £ is

(1 —x"Buu — (Clilf,fUH +X*.3UU) — gl — &l

x [(g + A+ q,.léva-Fx*,BUU) (5 +A+ quec) ~drec (é],‘szH + x*ﬂUU)] =0

The free term cancels in the second multiplier and we get the eigenvalues

1= (1= x"Buu — g, 00 — X*Buu — Gfec
£ =—1—(qgR + Q,-l,]lva +x*Buv) (57
& = —A.

The second and the third eigenvalues being negative, the condition of stability is
reduced to the negativity of the first eigenvalue, that is, to the condition

qgc + qllr]lf VH

Buu

2x* > 1 — (58)

But it always holds for x* of form (55).
Thus we proved the first part of the following statement and the second is analogous.

Proposition 4.1 (1) There exists a unique solution to system (12) with the strategy U
being individually optimal (that is, with the first acyclic stationary strategy uy; =
uys = 0,up; = ups = 1) and it is stable. It equals x = (0,0, x{;;, 1 — x{;;)
with xj;; given by (55).

(2) There exists a unique solution to system (12) with the strategy D being individually
optimal (that is, with the second acyclic stationary strategy) and it is stable. It
equals x = (x}y;, 1 — x},;, 0, 0) with x},, being the unique solution of equation

00 () = Bopy + (a2 = Boo +abyvn) = abyow =0 (59)
on the interval (0, 1), that is

1 D D
xf)l = % [ﬁDD “YGrec — 4infVH

2 2
o0+ atyon) + 8 =202 (pon —atom) |

Let us consider case (iii): uy; = ups = 0,up; = uys = 1. Then (12) takes the
form
Xpso — xqurgc — )\.xD[ =0
—xpsd +xprql, + Axys =0
xusB —xuiqle +rxpr =0
—xusP +xui1qL. — rxys = 0.

(60)
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By adding the first two equations we get xp; = xy s with two independent equations
left:
[ xpse — (qR, +Mxp; =0

61
xpr(B+ 1) —xurql. =0. D

This rewrites as two equations on the two independent variables xp;, xy; as

(I —xy; —2xpr) (Q,-L,),va + Bppxpr + ﬂUDxUI) — (g2 +2)xpr =0

XpiI (‘],%fUH + Bpuxpr + Buuxur + A) —xuiqY, = 0.
(62)
Solving the second equation with respect to xy,

XDI (CI%fUH + xprBpu + )»)

q%. — Buuxpr

Xyl = , (63)

and substituting in the first one, leads to a fourth order equation on y = xpy. This
equation does not seem to be much revealing in general. Of course it can be fully
analyzed by numeric methods, but we shall turn now to the large A asymptotics that
yields more manageable results.

For large A we get directly from (63) that

XpIA ( 1
wr = (140 (1)),
qY%. — Buuxpi

But this implies that xp; is small of order 071, so that

vor =2 (140 (171)). wpr = U0 (140 (1)) o

rec

Substituting this in the first equation of (62) yields
Bupxf; + xui (Clrlic —Bup + qiL,),va) —qinpvg = 0 (Fl) , (65)

which is of the same type as equations (59) up to terms of order A~! (and coincides
with it under (15), (16)). Therefore, for large X, there exists a unique solution to (65)
from the interval (0, 1):

i, =007h

U D
+ ZﬂUD [ﬂUD - Qrec - q[nva

+ \/(.BUD + qiL,),va)z + (Clﬂc)z —2qY, (ﬁUD - qi[,fva):| . (66)
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The stability of the fixed point x = (x},;, x},g = 1 — X[;; — 2x}5,, X[ 1, X5 = XD))
means its stability as a fixed point of the dynamics

. D
XDI = XDSA — XDIqy0. — AXDI

. D

Xps = —XpSU + Xpiq,.. + AXUs 67)
Yur =xusP —xu1qL. + Axpi

. U

Xys = —xusB + XvUi14qyec — AXUS-

In terms of independent variables
~ * ~ * ~ ok
XDl = XDl —Xpy, XUS =XyUS —Xys, Y =XUul =Xyl — Xyy
this rewrites as

dipr =1 —y—5}, —%pr — Fus)e — iprg2, — AGpr +xp,) + 00.™h
y=3%usB— (v +55)q5% +AEpr +x,) + 0
Liys = —XusP+ (v + 55 gl — MEus + x59) + 0.

(68)

a=qhvn +EpiBop + (v + X5 )Bup + O,
B =aqbvm +EpiBpu + (v + X5 )Puu + 007,

Linearized around the fixed point (0, 0, 0) system (68) takes the form

Lxpr ==+ Epr + Fus)ghvn + 55, Bup)

+(1 =%} )GEpiBpp + Xu1Bup) — pr(gR. + 1)
y= )EUS(%%«'UH + 55, Buv) — fural. + Aip;
%iUs = _)EUS(q,%fUH + x5, Buv) + Xui1qfe. — Mus

up to terms of order O (A~"). Thus the matrix of the linear approximation divided by
s

o™ =1 [—qPown+ Bup( =255 )1/A+ 0073  on™h
M= o H+1 —qY /r+007?) o
o h o h oxhH-—1

The first order approximation of this matrix in 2! is
-1 0 O

My = 10 O

00 —1

and has eigenvalue —1 of double multiplicity and a zero eigenvalue. Hence all eigen-
values of M (A) are negative if and only if its determinant det(M (1)) is negative. As
seen directly
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det(M (W) = [~4/ec = drecvn + Pup(l =255 D1/A+ 072,
and is negative for large A if and only if
IBUD(ZJEI*JI -D> (’IrUec + qgcvl‘]’

which always holds by (66). Thus we proved the first part of the following statement
and the second part is analogous.

Proposition 4.2 (1) For large X there exists a unique solution to system (12) in case
(iii), that is with uy; = ups = 0,up; = uys = 1, and it is stable. It has the
formx = (0, 1 —X;;;, X[;;, 0) up to corrections of order A~ L with X{;; being the
unique solution of equation (65) on (0, 1) given by (66).

(2) For large X\ there exists a unique solution to system (12) in case (iv), that is
with uy; = ups = l,up; = uys = 0, and it is stable. It has the form x =
(x}7,0,0, 1 — Xj;;) up to corrections of order A1 with x},; being the unique
solution of equation

Bouxh; +xpr(qY. — Bou + qi(éva) - ql-l,jlfUH =on™h, (69)

on (0, 1).

5 Solutions to the Stationary MFG Problem

Combining Propositions 4.1, 4.2 and 3.3 allows one to fully characterize the solutions
to our stationary MFG consistency problem for large A.
The most straightforward general conclusion is the following.

Theorem 5.1 For large )\ there may exist up to 4 solutions to the stationary MFG
problem, with only one in each of the cases (i) -(iv). All these solutions are stable.

Remark 3 Notice that already this statement is not at all obvious a priori, and may not
be true for finite A, where solutions to case (iii) or (iv) are found from an equation of
fourth order.

As an example of more precise classification, let us present it under assumption
(17) that ensures that all solutions lie in the domain D;.
Let us introduce the function

(61,%«- - Cli[,if) vy +z(Buu — Bubp)
dipvr +2Buu +4q '

x(z) =

First let (16) hold. It is seen from Propositions 4.1 and 4.2 that for large A, (and apart
from » from negligible intervals of size of order A~! that we shall ignore), a solution
of the stationary MFG problem exists in case (i) if

x> 0% =(xf)),
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and a solution of the stationary MFG problem exists in case (iii) if
x <k =x(Ep)),

where x};; and X}, are given by (55) and (66) respectively. Thus one can have up to
two (automatically stable) solutions to the stationary MFG problem. Let us make this
number precise.

Differentiating »(z) we find directly that it is increasing if

Buu (airvn +a) > Bup (alfyon +4). (70)

and decreasing otherwise. Hence the relation x* > ™ is equivalent to the same or the
opposite relation for xj;, and X;;,. Thus we are led to the following conclusion.

Theorem 5.2 Let (16) hold.

(1) If (70) holds and xp;; > Xp;;, or the opposite to (70) holds and x{;; < X{;,, then
%™ > x*. Consequently, for x < x* there exists a unique solution to the stationary
MFG problem, which is stable and belongs to case (iii); for x € (3¢*, x*) there
are no solutions to the stationary MFG problem;, for x > x* there exists a unique
solution to the stationary MFG problem, which is stable and belongs to case (i).

(2) If (70) holds and xp;; < Xp;;, or the opposite to (70) holds and x{;; > X{;,, then
1™ < x*. Consequently, for x < x* there exists a unique solution to the stationary
MFG problem, which is stable and belongs to case (iii); for »x € (x*, %™) there
exist two (stable) solutions to the stationary MFG problem; for x > i* there exists
a unique solution to the stationary MFG problem, which is stable and belongs to
case (i).

Thus if one considers the system for all parameters fixed except for x (essentially
specifying the price of the defence service), points »* and »™* are the bifurcation points,
where the phase transitions occur.

To deal with case when (16) does not hold let us introduce the numbers

B —
Xl = (x(”) = ————(x DI) w3y = ———F(x UI)
ﬂ—"_ ;{L a—"_ 72(/ a—"_qrec
ﬁ —
s = —— (X)),
B+q U .

where xj;;, xJ,;, X;;; in brackets mean that «, 8 defined in (10) are evaluated at the
corresponding solutions given by Propositions 4.1 and 4.2. Since x};,, xJ,,, X;; are
expressed in terms of different parameters, any order relation between them are to be
expected in general. Of course, restrictions appear under additional assumptions, for
instance x},; = X;;; under (15). From Proposition 3.3 we deduce the following.

Theorem 5.3 Ler (17) and (46) hold.
Depending on the order relation between xj;;, x},;, Xj;;, one can have up to 3
solutions to the stationary MFG problem for large A, the characterization in each
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case being fully explicit, since for x > x1, there exists a unique solution in case (i),
for x < x, there exists a unique solution in case (ii), for x3 < x < x4, there exists a
unique solution in case (iii).

Thus in this case the points x1, x2, %3, x4 are the bifurcation points, where the phase
transitions occur.

The situation when (17) does not hold is analogous, though there appears an addi-
tional bifurcation relating to x crossing the border between Dj and D;, and the
possibility of having four solutions arises.

6 Discussion

Our model of four basic states is of course the simplest one that takes effective account
of both interaction (infection) and rational decision making. It suggests extensions in
various directions. For instance, it is practically important to allow for the choice
of various competing protection systems, leading to a model with 2d basic states:
il and iS, where i € {l,---,d} denotes the ith defense system available (which
can be alternatively interpreted as the levels of protection provided by a single or
different firms), while S and / denote again susceptible or infected state, with all
other parameters depending on i. On the other hand, in the spirit of papers [19], [18]
that concentrate on modeling myopic behavior (rather than rational optimization) of
players one can consider the set of computer owners consisting of two groups, rational
optimizers and those changing their strategies by copying their neighbors.

The main theoretical question arising from our results concerns the rigorous relation
between stationary and dynamic MFG solutions, which in general is in front of research
in the mean-field game literature. We hope that working with our simple model with
fully solved stationary version can help to get new insights in this direction. In the
present context the question can be formulated as follows. Suppose that, if at some
moment of time N players are distributed according certain frequency vector x among
the four basic state, each player chooses the optimal strategy u arising from the solution
of the stationary problem for fixed x (fully described in Sect. 3), and the Markov
evolution continues according to the generator L. When two solutions are available,
players may be supposed to choose the one with the lowest (., see Remark 2 (2) (notice
however that there exist cases when the N player game has several equilibria, but the
mean-field game selects those with greater cost, see [10]). The resulting changes in
x induce the corresponding changes of u specifying a well-defined Markov process
on the states of N agents. Intuitively, we would expect this evolution stay near our
stationary MFG solutions for large N and ¢. Can one prove something like that? A
partial answer to this question is provided in [21].

Open Access This article is distributed under the terms of the Creative Commons Attribution 4.0 Interna-
tional License (http://creativecommons.org/licenses/by/4.0/), which permits unrestricted use, distribution,
and reproduction in any medium, provided you give appropriate credit to the original author(s) and the
source, provide a link to the Creative Commons license, and indicate if changes were made.
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