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Abstract: Botnet is an urgent problem that will reduce the security and availability of the network.
When the bot master launches attacks to certain victims, the infected users are awakened, and attacks
start according to the commands from the bot master. Via Botnet, DDoS is an attack whose purpose
is to paralyze the victim’s service. In all kinds of DDoS, SYN flood is still a problem that reduces
security and availability. To enhance the security of the Internet, IDS is proposed to detect attacks
and protect the server. In this paper, the concept of centroid-based classification is used to enhance
performance of the framework. An anomaly-based IDS framework which combines K-means and
KNN is proposed to detect SYN flood. Dimension reduction is designed to achieve visualization,
and weights can adjust the occupancy ratio of each sub-feature. Therefore, this framework is also
suitable for use on the modern symmetry or asymmetry architecture of information systems. With
the detection by the framework proposed in this paper, the detection rate is 96.8 percent, the accuracy
rate is 97.3 percent, and the false alarm rate is 1.37 percent.

Keywords: DDoS; SYN flood; IDS; centroid-based classification; K-means; KNN

1. Introduction

Botnet is an urgent problem that will reduce the security of the network [1,2]. The users
are infected by their bad habits when using Internet, such as surfing unknown websites that
have attractive information or downloading illegal software. Malware usually hides behind
the malicious websites and the illegal software. For example, if someone downloads a
cracked software, for which it is not needed to pay any money, hackers usually inject some
malicious codes in it and do not allow users to see the malicious codes. Then hackers can
use the malicious software to control infected users to do anything that they want. Botnet, a
concept of collecting infected users controlled by hackers, is called bot master. The infected
users are all implanted in malware, and in the worst case, they have no way of knowing
they are the members of Botnet. When the bot master launches attacks to certain victims,
the infected users are awakened and implement attacks according to the commands from
the bot master [3,4]. The members of Botnet are the bot master, the control and command
server, the bot, and the victims. The bot master is the one who controls Botnet and launches
attacks. The control and command server is the communication station between the bot
master and bots. Bots are the infected users that are totally controlled by the bot master,
and the victim is the attacked target, which usually has some interests that can attract
attackers. The infrastructure of Botnet can be also categorized into different types, such as
centralized or decentralized Botnet [5–7]. Centralized Botnet is the traditional botnet, which
has the control and command server (C&C server). If a researcher or detection system can
find out the IP address of C&C server, it is easy to take down the Botnet. Compared to
centralized Botnet, decentralized Botnet is also called P2P Botnet, which has no control and
command server, or the control and command server changes quickly. Most researchers are
concentrated on the issue about decentralized Botnet because it is harder to take it down.
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Denial of service (DoS) is one of common attacks from the Internet [8–10]. The goal of
this attack is to interrupt the victim’s service. By sending a large number of packets, DoS
makes the victim overwhelmed so that the service will break off. DoS can be categorized
into two types: bandwidth consumption and computation resource consumption [11].
Bandwidth consumption paralyzes the victim’s network by occupying all the bandwidth
of the server or personal computer. Due to the decrease of bandwidth which can be used,
the victim cannot connect to the Internet. For bandwidth consumption, there are three
kinds of DoS attacks: User Datagram Protocol (UDP) flood, ping of death, and ICMP
flood [12]. Computation resource consumption paralyzes the victim’s computing capacity
by depleting all the computing resource of the server or personal computer. Due to the
decrease of computing resource which can be used, the victim cannot perform data analysis.
For computation resource consumption, there are four kinds of DoS attacks: SYN flood,
land attack, CC attack, and application-level flood. No matter which kind of DoS attack,
the purpose is to paralyze the victims and obtain benefits from them. Distributed denial
of service (DDoS) is an improved DoS attack. DoS attack is one point to one point, but
DDoS attack is multiple points to one point. It is clear that DDoS has a larger scale of
attack. The DDoS originated from Botnet is more destructive when there is a number of
bots. In several kinds of DDoS attacks, SYN flood is still a serious problem [13]. SYN flood
is one of the computing resource consumption attacks that exploits the vulnerability of
protocol TCP [14,15]. In protocol TCP, a three-way handshake is needed when a connection
is established. In the process of this three-way handshake, if a user wants to connect to a
server, the user sends the connection request by sending one SYN (Synchronize Sequence
Number) packet to the server. Then the server agrees the connection request by replying
one SYN/ACK packet back. At last, the user sends the ACK (Acknowledgement) packet to
acknowledge that the notification is received, and the connection will begin. Three-way
handshake is the protocol that ensures the security and stability of the connection, but the
attacker uses the vulnerability of this protocol by sending a larger number of SYN packets
to the server, making the server full of connection requests without connections existing so
the legal user cannot connect to the server or the Internet due to low computation resource.

To enhance the security of the Internet, Intrusion Detection System (IDS) and Intrusion
Protection System (IPS) are proposed [16,17]. The purpose of installing IDS or IPS is to
detect attacks from the Internet by analyzing their behavior models. For instance, if the
behavior model of distributed denial of service is that the same type of packet accounts
for eighty percent of all packets in a time period, then this behavior model will be set
in the IDS or IPS. When IDS or IPS discovers the status of packets obeying certain rules,
then the IDS or IPS will give an alarm to the user. Several researchers are concentrated
on the issue of the methodology that can effectively detect the attacks. An IDS can be
separated into three parts: packet sniffing, data analysis, and result output. The key part
in IDS is the data analysis phase, which can determine the effectiveness of the overall
system. The data analysis phase can be separated into two steps: feature selection and
classification or prediction. These two steps have a great deal of influence on the detection
result. Feature selection is the step that selects out the better combination of features
that can be used to detect certain attack from the Internet, and classification is the step
that classifies normal packet data and attacked data. The concept of machine learning is
used in data analysis, and the common machine learning algorithms, which are used in
IDS, are K-nearest neighbor, naive bayes, neural network, support vector machine, and
so on [18–21]. In addition to machine learning, statistics are also a common way used to
detect attacks. According to the type of detecting, IDS can be categorized into two types:
anomaly-based IDS and signature-based IDS. Anomaly-based IDS just classifies data into
normal data or attacked data. Compared to anomaly-based IDS, signature-based IDS can
classify packet data into the categories that are set previously. Two kinds of IDS have
different advantages. Anomaly-based IDS can detect unknown attacks, but the accuracy
is worse than signature-based IDS. In a different network environment, a different IDS is
used to detect attacks.



Symmetry 2022, 14, 105 3 of 19

The goal of this paper is to propose a framework of an intrusion detection system to
be used to detect SYN flood attack. This framework is also suitable for use on the modern
symmetry or asymmetry architecture of information systems. To raise up the accuracy,
several experiments are designed to find out the optimal combination of parameters. In the
remainder of this paper, Section 2 is the related works about the detection, Section 3 is the
framework designed to detect SYN flood attack, Section 4 is the experiment results, and
Section 5 is the conclusion.

2. Related Works

In this section, two algorithms and one concept of combining two algorithms are
described. The main classification algorithms in this paper are K-means and K-nearest
neighbors algorithm, where K-means is used to classify data in data pre-processing phase,
and K-nearest neighbors algorithm is used in the analysis phase. The methodology with
two times of classification is that centroids of data are calculated first, called centroid-
based classification, that has data classified into certain categories before the analysis
phase [22–28]. This kind of classification is used to solve some problems, and then en-
hance overall performance. In this paper, centroid-based classification is used to solve
the concentration of the dataset which is not suitable for the normalization, as shown in
Equation (2).

2.1. K-Means

K-means is a common classification algorithm used to achieve data compression and
classification [29]. Through modifying cluster centers continuously, the result can represent
the centroid of the data set. The centroid means the point that most of the data are around.
Instead of a large number of data, one centroid can represent a large number of data,
so it achieves the purpose of compression. The input data will be classified into certain
categories according to the final centroids. The process of K-means is shown in Figure 1.
First, the cluster center number has to be set. If the cluster center is set at ten, then ten
random cluster centers will be set, and the mean of the cluster center number is calculated.
In the initial phase, the mean of all centroids will be the same as the centroid because there
is only one member in each group. After the initial phase, new training data will be input
to train the K-means model. The new data has to calculate Euclidean distance to each
centroid, as shown in Equation (1). X in Equation (1) is the new data, and Y is the value of
the cluster center.

D = (∑(Xi −Yi))
1/2 (1)

Figure 1. The process of K-means.
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After Euclidean distances are calculated, it is necessary to find a minimum value from
them, and the smaller value means the new input data is nearer to the cluster center. Then
the new node will be added to the centroid which has the minimum distances, and the next
step is to update the mean of the cluster center because there is a new node being added
which will cause a change of overall mean. Finally, if the terminal condition is achieved,
the training phase of K-means will be over and the final centroids output. Otherwise, the
K-means model will keep training with new training data.

2.2. K-Nearest Neighbor

The concept and purpose of K-nearest neighbor are similar to K-means. They are two
common algorithms used to classify data [30], but the process of classification has some
difference between them. First, an important parameter K has to be set, and it means the
number of majority votes in the classification phase. Data type can be separated into three
types: training data, sample data, and testing data. Training data is used to train the KNN
model, sample data is used to be the default standard, and testing data is used to test
the KNN model. After K is set, each training data will calculate Euclidean distances with
all the sample nodes. Then the distances are ordered in descendant order, and the top K
nodes are taken out. The majority voting will be held on these K nodes, which have been
known as normal data or attacked data. As shown in Figure 2, if K is equal to three, the
top three nodes are one normal data and two attacked data. Then the training node will
be categorized into attacked data because the number of attacked data is greater than that
of normal data. The training data will become another new sample data after majority
voting. When the next training data inputs, the process, which is described above, will
repeat again and again and the number of sample data becomes larger. If the terminal
condition is achieved, the KNN model stops training, and testing data will be input to test
the trained KNN model.

Figure 2. If K equals to three, the top three nodes are one normal data and two attacked data.

3. Proposed Framework

In this section, a framework shown in Figure 3 is proposed to detect SYN flood attack
using centroid-based classification. This framework is designed as an intrusion detection
system and has better performance on detecting SYN flood attack caused by Botnet. It
can be separated into seven phases: packet sniffing phase, feature extraction phase, data
preprocessing phase, cluster center calculating phase, weight calculating phase, dimension
reduction phase, and classification phase. Different phases have different goals, and the last
four phases are the core phases of the framework proposed in this paper. The packet sniffing
phase collects packet data, which is called raw data in our framework, from the campus
network and stores it in a database. The feature extraction phase extracts useful features,
and in the data preprocessing phase, raw data will be calculated into a particular form
designed in this paper. In the cluster center calculating phase, common normalization is not
used due to the distribution of data collected in the first phase. Instead of normalization, as
shown in Equation (2), cluster center is a better choice that can represent the data belonging
to which group. In Equation (1), Xi is the raw data of the sub-features which are not
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normalized, Xmax is the maximum value of feature i, Xmin is the minimum value of feature i,
and Xnew is the new value that has been normalized. In order to increase the performance of
the framework, the weight of all features is calculated. Before classifying data into normal
or attacked data, dimension reduction is needed to merge features and weight into three
features. With only three features, it can be visualized and easier to find out the difference
among normal data and attacked data. Finally, K-nearest neighbor is applied to classify the
data. Detailed information of the framework is described as follows.

Xnew =
Xi − Xmin

Xmax − Xmin
(2)

Figure 3. A framework proposed to detect SYN flood attack using centroid-based classification.

3.1. Packet Sniffing Phase

To analyze the difference between normal data and attacked data from Botnet, an
environment that includes attackers and victims is needed. All activities will leave records
when they involve the transmission of data via Internet. To the victims, they use the
Internet to complete work tasks or watch videos to relax, and to the attackers, they attack
the victims by applying DDoS attacks. No matter what they do and who they are, packet
data will be recorded. Some issues, like the victim’s behavior or the attacker’s attack mode,
can be easily analyzed so to enhance the security of personal computers or servers.

In this paper, Wireshark is used to be the packet sniffer to capture packet data from the
Internet. From several kinds of sniffer, Wireshark was selected because of its usability, and
it can sniff all kinds of protocols. In order to detect a SYN flood attack, a filter is used to
filter packets whose protocol is TCP (SYN flood attack used the vulnerability of three-way
handshake in protocol TCP). There is another advantage about using a packet filter, and
that is the memory saving of database. If all kinds of protocols, such as TCP, UDP, ICMP
are used, the size of database will be huge, and it will spend more time extracting features.
In this phase, packet data for which protocol is TCP will be stored in database as raw data.

3.2. Feature Extraction Phase

The raw data is the SYN packet, which is normally generated when a client attempts to
start a TCP connection to a server, and the client and server exchange a series of messages.
The three-way handshake normally runs like this: (1) The client requests a connection by
sending a SYN message to the server; (2) The server acknowledges this request by sending
SYN-ACK back to the client; and (3) The client responds with an ACK, and the connection
is established.
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After analyzing the DOS attack behavior, we found the changes in packet characteris-
tics include the number of packet (NP), the percentage of SYN packet (SYN), the percentage
of ACK packet (ACK), the standard deviation of packet length (PLDEV), the different
country of packet (NCON), and the different IP of packet (NIP). Figure 4 shows the statistic
of normal data and attacked data, where the bold line presents normal data and the dotted
line presents attacked data. When SYN flood attack happened, the value of four features
increased (NP, SYN, NCON, and NIP). The reason for the raises is the characteristic of
DDoS attack. No matter which kind of DDoS attacks, such as SYN flood, PING flood or
UDP flood, the attacker usually controls a large number of bots and sends packets to the
victim via bots. Whenever the victim encounters a DDoS attack, the packets received will
increase largely, and with the increase of the number of packets, the number of different
IP addresses and the number of different countries also increases due to spoofing attack.
When a SYN flood happens, it comes with numerous packets with the flags (SYN) to deny
the victim’s connection to the Internet. The percentage of SYN packets will increase and
be the main part of the captured packets. The value of two features decreases (ACK and
PLDEV). When the packets captured are full with SYN packets caused by SYN flood attack,
the percentage of ACK packets will decrease. With the increase of SYN packets and the
decrease of ACK packets, it is possible that the victim encounters SYN flood attacks. The
standard deviation of packet length is also decreased because attackers usually send the
same packets which have the same packet length. If too many packets of the same size
exist, the standard deviation of packet length will be reduced.

Figure 4. Normal data (bold line) vs. attacked data (dot line).
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Therefore, these features, as shown in Table 1, are designed for detecting SYN flood
attack, and it can be visualized. With the concept of visualization, features can be put on a
three-dimension space, and three axes are defined as follows. Axis X is the characteristic
of packet, axis Y is the characteristic of flag, and axis Z is the source of the packet. Each
feature is composed by two sub-features, and two sub-features will be combined with a
weight value, which will be described in the following section. For the characteristic of
packet, X is composed by the number of packets and the deviation of packet length, for the
characteristic of flag, Y is composed by the percentage of SYN packet and the percentage
of ACK packet, and for the source of the packet, Z can be separated into the number of
different countries and the number of different IP addresses. Three features are shown in
Table 1.

Table 1. List of features.

Axis Feature Sub-Feature Data Type Notation

X
Characteristic of

packet

number of
packet Int NP

deviation of
packet length float PLDEV

Y Characteristic of
flag

percentage of
SYN packet float SYN

percentage of
ACK packet float ACK

Z
Source of the

packet

number of
different country Int NCON

number of
different IP
address

Int NIP

Three features are designed for many reasons according to the behavior of SYN flood.
When the victims encounter a SYN flood attack, some value will change, such as the number
of packets, the number of SYN packet and so on, and it means that some information in
the packet may change. The purpose of the feature extraction phase is to find out the
feature set and extract them from the raw data, and some value should be calculated in the
next phase. In the feature set, Axis X is responsible for detecting whether the number of
packets has significant incensement or a large number of the same types of packets, axis
Y is responsible for detecting whether the flag in the packet has altered, and for axis Z,
it can detect whether there exists a large number of packets that belong to the same host
or country. Different features are designed to detect different kinds of SYN flood attacks,
which can be categorized into four types: high rate and spoofed attack, high rate and
unspoofed attack, low rate and spoofed attack, and low rate and unspoofed attack. Spoofed
attack, where the attack forges their source IP address, is one of the common attacks from
the Internet, and it means that the detection system or expert cannot find out the real IP
address that the attacker owns. Three features are used to detect different kinds of attacks.
For example, axis X and axis Y are used to detect whether the number of packets belongs
to attacked data or not, and axis Z is used to detect whether this attacked data belongs to
spoofed attack or unspoofed attack.

3.3. Data Pre-Processing Phase

Three features are designed in the feature extraction phase, and each feature can
be separated into two sub-features. All of the sub-features should be calculated using
statistical methods. Based on a flow analysis, packet data is captured and separated into
six parts according to its timestamp. While four hours is set as a zone, it will separate
one day into six parts, and it means six records with six features are collected in one day.
The number of packets, the deviation of packet length, the percentage of SYN packet, and
the percentage of ACK packet can be easily calculated in statistical ways. The number
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of different countries and number of different IP addresses should be compared with the
database that contains the association of IP addresses and countries. This step will take
more time because of the large size of data, but it will be useful to detect whether the test
data has an unusual number of connections.

3.4. Cluster Center Calculating Phase

After the pre-processing phase, raw data was transmitted into different forms includ-
ing six sub-features and its category (normal data or attacked data). Most of the research
will do a normalization phase to limit value into the scope from zero to one, but it is not
suitable in this paper because the distribution of the data is not evenly distributed. As
shown in Figure 5, it is the distribution of the pre-processed data, and it has an important
characteristic: the value gathers in some groups instead of distributing averagely. For
instance, the sub-feature NCON (number of different country) has three groups visually,
and they are around 6150 and 180. If Equation (2) is used to normalize, some values which
have meaning will be missed. For example, there are five groups in Figure 6, where there
are three groups gathered around from 10 to 100. These three groups may have their unique
meanings, such as low usage of Internet, medium usage of Internet, and high usage of
Internet. If Equation (1) is used, these three groups will be the same group, and it will
reduce the quality of detection.

Figure 5. The distribution of the pre-processed data, and their important characteristics.

Figure 6. Three groups gathering from 10 to 100.

To solve this problem, the concept of a cluster center is a better choice than Equation (2).
K-Means is used to find out the cluster centers by adjusting the average of each group
continually, and it is suitable for the data in this paper. According to Figure 6, there is
an example that can explain the difference between Equation (2) and K-Means in Table 2.
Assuming there are 100 points around 10, 300 points around 20, 200 points around 100,
50 points around 15,000, and 100 points around 100,000, the standard deviation is 38,920.5,
and it means there is a large gap between values. If Equation (2) is used to normalize, 10, 20,
and 100 will be the same group, and the detection system cannot analyze more accurately.
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Table 2. Difference between Equation (2) and K-Means.

Value Normalized by Equation (2) Cluster Center Calculating by K-Means Phase

10 0 1
20 0.0001 2

100 0.0005 3
15,000 0.1499 4
100,000 1 5

Figure 7 is the excepted result of using K-Means to find cluster centers instead of using
Equation (2). While there are five groups around 10, 20, 100, 15,000 and 100,000, the number
of cluster centers is set at five. In order to find a suitable number of cluster centers, there
is an experiment in Section 4. There is an example of data which was processed after the
cluster center calculating phase, as shown in Table 3. In Table 3, all raw data are transferred
into an integer where the maximum is the number of clusters in K-Means, 0 in category
means normal data, and 1 in category means attacked data.

Figure 7. The excepted result of using K-Means to find cluster centers instead of using Equation (2).

Table 3. Data which is processed after cluster center calculating phase.

NP PLDEV SYN ACK NCON NIP Category

1 1 2 2 1 1 0
3 1 2 3 1 1 0
3 2 1 3 3 2 1
3 2 1 3 1 1 1

3.5. Weight Calculating Phase

To increase the performance of the detection result, weight is designed for six sub-
features. The concept of weight is that every feature has its own influence on the result,
for example, assuming sub-feature NCON is a key feature that has more influence, and
it can detect almost 40% of attacks, then the weight of NCON will be higher. If weight is
designed for sub-features, and every sub-feature has its own weight, it will be helpful for
the next phase. Some features may have an influence on the category, and some may not. If
the feature has little influence or has nothing to do with the category, it is suggested that
the feature is not suitable, and it should be deleted. The issue about selecting features is
called feature selection, which is a methodology that uses machine learning or statistical
ways. Much research has discussed how to enhance the performance or the efficiency.
Some algorithms, like SVM, sequential forward selection and etc., are proposed to compare
their performance, and some researchers have combined two algorithms to improve the
weakness of algorithms.

In this paper, a statistic method is used to calculate weights in this phase, and the
weight is calculated in correlation coefficient, as shown in Equation (3). In Equation (3), rab
is the correlation coefficient of the selected feature and the category (normal data or attacked
data); Xa and Xb are the averages of a and b, respectively; S is the standard deviation; a and
b are the percentage of two categories. In all kinds of correlation coefficients, point-biserial
correlation is used. Point-biserial correlation can be used to analyze which type of data is
binary. In this paper, the category is 0 or 1, which presents normal data or attacked data.
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If correlation coefficient is used to calculate the weight of six sub-features, point-biserial
correlation is the better choice. Finally, the weights of six features with values between
0 and 1 are calculated, and the result of this phase will be the input to the dimension
reduction phase, which is used when two sub-features are combined into a feature (axis X,
axis Y and axis Z) in the next phase. If the weight is near 1, it means that the feature has
more influence, and the value of the axis which includes that feature will be larger.

rab =
Xa − Xb

S

√
ab (3)

3.6. Dimension Reduction Phase

In this phase, six sub-features will be sorted into three features. According to Table 1,
axis X has NP (number of packet) and PLDEV (deviation of packet length), axis Y has SYN
(percentage of SYN packet) and ACK (percentage of ACK packet), and axis Z has NCON
(number of different country) and NIP (number of different IP address). One feature is
composed of two sub-features, and sub-features will be merged in this phase. How to
merge two sub-features is an important issue, and the method of this phase will influence
the detection rate. Equation (4) is the proposed method to achieve dimension reduction,
where W is the weight. Basically, the method of dimension reduction phase is to calculate
the sum of two sub-features and merge them into one feature. While every sub-feature has
its influence, weight is used to adjust the original value. For example, if WNP is near 1, then
WNP ∗ NP will keep its original value, but if WNP is near 0, which means it has very low
correlation with the category, WNP ∗ NP will be near 0, and axis X only has the sub-feature
PLDEV. Through the adjustment of the weights, the values of the sub-features may be
larger or smaller. There is an example describing the data after dimension reduction phase
in Table 4.

x = WNP ∗ NP + WPLDEV ∗ PLDEV
y = WSYN ∗ SYN + WACK ∗ ACK

z = WCON ∗ NCON + WNIP ∗ NIP
(4)

Table 4. Data after dimension reduction phase.

X Y Z Category

2.40 5.00 1.37 0
2.86 4.18 2.11 0
4.08 8.02 8.44 1
7.37 6.14 9.81 1

With the processing of dimension reduction, there are two advantages. First, one axis
has two sub-features, and it is combined by two sub-features with their weights. Since
axis X, Y, and Z represents different meanings, which are the characteristic of packet,
characteristic of SYN and the source of the packet, each axis should be subdivided and data
for each packet should be collected in detail. Take axis X as an example. X is the feature that
is used to detect whether the number of packets has a large increase. Axis X is combined
by two sub-features, and it is more reliable because the characteristic of the packet is not
only determined by one sub-feature. Two sub-features, which are helpful for detecting
and increasing performance, are combined into one feature with their weights. Dimension
reduction also has another advantage and that is the visualization because of the number
of features. With only three features, it can be put on a 3-d space and the distribution of
normal data and attacked data is very clear. If the difference of the distribution can be
easily found, the classification phase will have better performance.

3.7. Classification Phase

The above six phases are the preparation of classification, including packet sniffing,
data pre-processing, cluster center calculating, weight calculating, and dimension deduc-
tion. The key phase in this paper is how to classify normal data and attacked data, and it is
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described in this section. In the classification phase, K-nearest neighbor is used to classify
normal data and attacked data. The pre-processed data in Table 4 will be separated into
two categories: training data and testing data. Training data is used to construct the model
that contains normal data and attacked data, and it is also called normal traffic model.
Testing data is the data that tests the normal traffic model, and the detection rate, accuracy
rate, and false alarm rate are calculated according to the result. The reason that K-nearest
neighbor has been chosen as the classification algorithm is that it is easy to implement and
does not need complicated computation. In most papers, the research domain is intrusion
detection system, and reaction time is one of the most important targets. Although detec-
tion rate is important, many researchers concentrate on the real time intrusion detection
system, and it means the reaction time is one of the key factors. With less reaction time,
attacks can be detected and solved, and therefore cause less damage to the servers or
personal computers.

4. Experiment

In order to evaluate the performance of the framework proposed in this paper, five
experiments are designed. The goal of the five experiments is to find out the best combi-
nation of parameters in the classification and the number of the cluster centers. The first
experiment is to find out and calculate the weight of the six sub-features; the second one is
to find out the optimal number of cluster centers; the third one is to find out the optimal
percentage of training data and testing data; the fourth one is to find the optimal K in
K-nearest neighbor, and the last one is to determine whether the weight is useful or not.
Finally, the best combination of parameters will be obtained, and the experimental results
including numerical and graphical data will be shown.

4.1. Data Set

The packet data is collected in the campus network for about two months. As men-
tioned in the feature extraction phase, four-hour is a unit that separates a day into six
parts. In order to promote the reliability of the dataset, some raw data is deleted due to the
disconnection of network or the outage of electric power. Raw data contains two kinds of
data: normal and attacked data. Normal data is the packet that shows the user utilizing
the Internet as usual, doing things such as surfing social websites, watching videos, or
chatting via communication software. Because of the same behavioral model of certain
users, the usage of Internet will be similar, and the packet flow caused by the behavioral
model can be taken as the normal data that is not under attack. Every personal computer
or server may have different usage, so it is needed to construct a normal traffic model for
each computer. In this paper, the packet data is collected on a user that uses the Internet
to work and entertain for nearly eight hours in a day. The activity of this user contains
video watching and information searching mostly. Attacked data is gotten by the attack
generator, and TFN2K is used to launch SYN flood attack [30]. TFN2K can launch several
kinds of DDoS attacks, like SYN flood, UDP flood, ICMP flood, etc. Because the goal of this
paper is to propose a framework to detect SYN flood attack, TFN2K is used to generate
only a SYN flood to the victim.

After sniffing for around two months, the statistical data is shown in Table 5. There are
208 normal data (the percentage is 51.23%) and 198 attacked data (the percentage is 48.77%).
In the attacked data, four kinds of SYN flood attacks are simulated, which includes high
rate and spoofed attack, high rate and unspoofed attack, low rate and spoofed attack, and
low rate and unspoofed attack. High rate or low rate attack depends on the length of the
attack time, and spoofed or unspoofed attack depends on whether the source of the attacker
is fake or not.
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Table 5. Data set.

Data Type Quantity Percentage

Normal 208 51.23%
Attacked 198 48.77%

4.2. Evaluation Standard

In most papers corresponding to intrusion detection systems, some evaluation stan-
dards are used to prove the performance of the proposed framework or algorithms. In this
paper, the standards used to evaluate the framework are confusion matrix, accuracy rate,
detection rate, and false alarm rate. In experiments for finding the best combination of
parameters, only accuracy is used. As a result, the best parameter combination is found,
and all criteria will be used to demonstrate the performance of the proposed framework.

Confusion matrix is one of the common methods widely used in intrusion detection
systems and other issues. It consists of four parts: true positive (TP), true negative (TN),
false positive (FP), and false negative (FN), as shown in Table 6.

Table 6. Confusion matrix.

Data Type Predicted

Normal Attacked
Normal data TP FN

Attacked data FP TN

Each of them represents the result of whether the type of data is the same or different
after the classification or prediction. According to the confusion matrix, accuracy rate,
detection rate, and false alarm can be calculated. Accuracy rate is the condition that normal
data is classified into normal data, and the attacked data is classified into attacked data,
as shown in Equation (5). Detection rate is the condition that to certain types of data, the
correctness of the classification is calculated, as shown in Equation (6). False alarm rate is
the situation that the result of classification is wrong, as shown in Equation (7). To any kinds
of intrusion detection system, it is better to have a higher accuracy rate, higher detection
rate, and lower false alarm rate, which means the intrusion detection system proposed has
good performance.

Accuracy rate =
TP + TN

TP + FN + FP + TN
(5)

Detection rate =
TN

FP + TN
(6)

False alarm rate =
FP

FP + TN
= 1− Detection rate (7)

4.3. Weight

After packet data is collected, the weights of six sub-features are calculated, as shown in
Table 7. The weights can be explained as the influence of six sub-features to the classification
result. In the features designed in this paper, SYN and ACK have more influence in the
category, but PLDEV and NIP have less. In correlation analysis, it has significant influence
if the correlation coefficient is greater than 0.4. Five sub-features have significant influence
among them, and the correlation coefficient of SYN is 0.90. It is reasonable because the
detection model is designed for detecting SYN flood attack, and the characteristic has a large
number of SYN packets. According to the result of weights, the influence of six sub-features
can be ordered, and the order is SYN, ACK, NP, NCON, NIP, and PLDEV. It can be used to
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provide the recommendation of detecting SYN flood attack. The weight will be used in the
dimension reduction phase to combine two sub-features, as shown in Equation (8).

x = 0.79 ∗ NP + 0.23 ∗ PLDEV
y = 0.90 ∗ SYN + 0.82 ∗ ACK

z = 0.74 ∗ NCON + 0.63 ∗ NIP
(8)

Table 7. Weights of six sub-features.

NP PLDEV SYN ACK NCON NIP

0.79 0.23 0.90 0.82 0.74 0.63

4.4. Optimal Number of Cluster Center

Because of the distribution of the dataset, the concept of centroid-based classification
is used. Centroid-based classification classifies data two times: the first time is in the data
preprocessing, and the second time is in the analysis phase. Since K-Means is used to
classify the dataset first, there exists an issue around how many cluster centers should be
used. It is hard to figure out the problem of the number of the cluster centers used unless
measuring by experiments. An experiment is designed to find out the optimal number
of cluster centers, and in this experiment, a cluster center is set from two to fifteen. After
the pre-processing by different numbers of cluster centers, accuracy is calculated. Finally,
the optimal number of cluster centers is found. The result of this experiment is shown in
Table 8, which includes fourteen accuracies. Each accuracy is the average of ten accuracies
of the data being pre-processed by different cluster centers. From two to fifteen cluster
centers, when the number of cluster centers is nine, it shows the best accuracy, 97.7%, and
when the number of cluster centers is two, it shows the worst accuracy, 94.0%. The graph
which represents the alertness of accuracy is shown in Figure 8, Y-axis means the accuracy
of detection, and the unit is percent. According to Figure 8, it is clear that the accuracy has
significantly increased after the number of cluster centers is higher than four. When the
number of cluster centers is nine, it has the highest value, and when there are more than
nine cluster centers, the accuracy begins to decrease. The accuracy starts increasing again
after the number of cluster centers is twelve. It can be said that the number of cluster centers
should not be small because it cannot represent all kinds of data collected in the experiment,
and too many cluster centers do not help because they classify data too meticulously. With
too meticulous a dataset, it is possible to have some influence on the classification phase,
just as overtraining may decrease overall accuracy.

Table 8. Accuracy of using different numbers of cluster centers.

Cluster
Center 2 3 4 5 6 7 8

Accuracy 94.0% 95.1% 94.2% 97.1% 96.6% 96.6% 96.3%

Cluster
center 9 10 11 12 13 14 15

Accuracy 97.7% 97.5% 95.0% 95.1% 96.2% 96.5% 96.9%

4.5. Optimal Percentage of Training Data and Testing Data

In machine learning, the percentage of training data and testing data is important. If
training data is much more than testing data, over-training could happen, and if testing
data is much more than training data, the trained model could not be trusted due to the
incomplete training. The goal of this experiment is to find out the optimal combination
of training data and testing data. Training data will be set from thirty percent to seventy
percent, and testing data will be set from seventy percent to thirty percent. The accuracy
is also the standard to evaluate which combination is the best. The result is shown in
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Table 9. According to the result, the combination of training data and testing data does not
have much influence on the data set, but it can still select the best combination. When the
percentage of training data is sixty percent and testing data is forty percent, the accuracy
has the best value, which is 97.4 percent. The graph of this experiment is shown in Figure 9.

Figure 8. The accuracy rate vs. cluster centers.

Table 9. Accuracy of using different combination of training data and testing data.

Training data 30 40 50 60 70
Testing data 70 60 50 40 30

Accuracy 96.6% 97.2% 97.3% 97.4% 97.1%

Figure 9. The accuracy of training and test data.

4.6. Optimal K in K-Nearest Neighbor

The classification phase in this paper uses K-nearest neighbor to classify normal data
and attacked data. There is a key parameter in K-nearest neighbor, which is the parameter
K. K is used to implement majority vote, and with more votes, the testing data will be
classified into a certain category. With the larger K, it is reasonable that the correctness is
higher, but there is also a problem.

If K is too large, the testing data will compare with too much sample data, and it
will decrease accuracy, too. The experiment is shown in Table 10, and the graph is shown
in Figure 10. Each accuracy is also obtained by calculating the average of ten accuracies.
According to Table 10 and Figure 10, it is clear that the accuracy is better when K is smaller
than fifteen, and if K is greater than fifteen, the accuracy will decrease gradually. Although
K in this experiment ends at twenty, fifty is also tried. The accuracy when K is fifty is less
than sixty percent. Through this experiment, an optimal K is found when K is five, and
accuracy is 97.3 percent. When K is greater than five, the overall accuracy will decrease. It
can be said that the accuracy has a peak when K in K-nearest neighbor is five.
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Table 10. Accuracy of using different K in K-nearest neighbor.

K 1 2 5 10 15 20

Accuracy 97.2% 96.9% 97.3% 97.2% 97.1% 96.5%

Figure 10. The accuracy vs. cluster centers.

4.7. The Usage of Weight

In the dimension reduction phase, weights are used to combine two sub-features into
one feature. If the weight is large, the feature will be large, too. If the weight is small,
or equal to zero, then this sub-feature will have no influence. The weight is designed to
enhance the performance of the detection framework. The goal of this experiment is to
figure out whether weights can enhance the performance of the framework proposed in
this paper or not. If the usage of weights can increase the accuracy, how much percent
can be enhanced is another issue. The result of this experiment is shown in Table 11. Each
accuracy is the average of ten accuracies which are pre-processed with weights or without
weights. According to Table 11, if the data set is pre-processed with the weights which
are calculated via correlation analysis, the overall accuracy is much higher. With weights,
the accuracy is 97.3 percent, and the accuracy is 95.7 percent without weights. There is
a 1.6 percent gap between them, and it is clear that with the pre-processing, which has
weights to combine two sub-features, it has higher accuracy. In other words, the detection
framework with weights will have better performance. The graph of this experiment is
shown in Figure 11.

Table 11. Accuracy of using weights or not.

With Weights Without Weights

Accuracy 97.3% 95.7%

Figure 11. The accuracy vs. weights.
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4.8. Integration of the Results of Experiments

After the above experiments, the parameters that will influence the performance of
the framework are found. The first parameter is the weights of six sub-features; the second
one is the number of cluster centers; the third one is the percentage of training data; the
fourth one is the percentage of the testing data; the fifth one is the K in K-nearest neighbor,
and the last one is the usage of weights. The integration of the results of the experiments is
shown in Table 12.

Table 12. Integration of the results of experiments.

Weight [0.79, 0.23, 0.90, 0.82, 0.74, 0.63]

The number of cluster center 9
Majority votes in KNN 5

Training data 60%
Testing data 40%

Usage of weights Y

With the optimal parameters, the accuracy is 97.3 percent, and the confusion matrix
is shown in Table 13. According to the confusion matrix, accuracy rate, detection rate,
and false alarm rate can be calculated to evaluate the performance of the IDS framework
proposed in this paper. True positive is 148; true negative is 212; false negative is 3, and
false positive is 7. According to the standard mentioned in Section 3.2, four values are
calculated to evaluate the framework in this paper, and the final result is shown in Table 14.
The detection rate is 96.80 percent, the accuracy rate is 97.30 percent, and false alarm rate
is 1.37 percent. The trained KNN model is shown in Figure 12, where the white nodes
represent normal data, and blue nodes represent attacked data. Because of low NIP and
NCON, normal data has aggregation on plane z in Figure 12, and attacked data is evenly
distributed on the space due to the simulation of several types of attacks generated by
packet generator.

Table 13. Confusion matrix of results.

Data Type Predicted

Normal Attacked
Normal data 148 3

Attacked data 7 212

Table 14. Final results.

Detection rate 96.8%
Accuracy rate 97.3%

False alarm rate 1.37%
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Figure 12. Dimension reduction used to combine six sub-features into three features.

5. Conclusions

The environment of the Internet is now full of attacks that will reduce security and
cost some losses. To detect all kinds of attacks, many researchers are concentrated on the
issue of detecting methodology. In this paper, an anomaly-based IDS framework using
centroid-based classification is proposed. In order to detect SYN flood attack, one of the
common DDoS, a framework which combines K-means and K-nearest neighbor is designed.
A concept of centroid-based classification is used to increase performance of the framework.
Because of the distribution of the data set, K-means is used to classify packet data first and
find out the representative gathering point. In order to achieve visualization, dimension
reduction is used to combine six sub-features into three features; three features are used to
be axis X, Y and Z, as shown in Figure 12.

In the dimension reduction phase, the weights, which are calculated via point-biserial
correlation, are used to adjust the occupancy ratio. In the analysis phase, K-nearest neighbor
is used to construct the model that can classify normal data and attacked data. Several
experiments are designed to find out the optimal parameters in the pre-processing phase
and analysis phase. The result of experiments shows that the optimal number of cluster
centers is nine; the number of majority votes in K-nearest neighbor is five; the percentage
of training data is sixty percent; the percentage of testing data is forty percent, and the
usage of weights to adjust each sub-feature is needed. With the trained model proposed in
this paper, the detection rate is 96.8 percent, the accuracy rate is 97.3 percent, and the false
alarm rate is 1.37 percent.

In this paper, the concept of centroid-based classification is used to enhance the
performance of the framework. With different combinations of algorithms, the performance
is different. There are many possibilities about how to select proper algorithms and
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many ways of combining them. In machine learning, no matter supervised learning or
unsupervised learning algorithms, there are still many algorithms that can improve the
performance of the IDS framework. For example, if a genetic algorithm is used to replace
K-means in this paper, the performance must have some changes. In the future, how to
combine two or more algorithms to increase the efficiency will be an important issue for
designing a good intrusion detection system.

Furthermore, SYN flood is set as the detection target. There still exists numerous
threats on the Internet, and they need to be detected. For instance, distributed denial of
service has more than four kinds of attack model. Via designing different frameworks, the
methodology is similar, and it can be modified from the framework proposed in this study.
If the target is set as spam which is also another existing problem, the feature set should
be decided again because the attack model is not the same. In the detection phase, the
algorithm should also be modified due to the status of the data. Once the framework is
completed, the attack can be detected easily.
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DoS Denial of Service
DDoS Distributed Denial of Service
FP False Positive
FN False Negative
ICMP Internet Control Message Protocol
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IPS Intrusion Protection System
KNN K Nearest Neighbor
NCON Number of Different Country
NIP Number of Different IP Address
NP Number of Packet
PLDEV Standard Deviation of Packet Length
SYN Synchronize Sequence Number
TCP Transmission Control Protocol
TN True Negative
TP True Positive
UDP User Datagram Protocol
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