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Cyber security risks are considered to be one of the foremost challenges that face organisations intending to
leverage the benefits of the Smart Manufacturing paradigm. Due to the rising number of cyber-attacks that
target critical Industrial Cyber-Physical Systems (ICPS), organisations are required to consider such attacks
as severe business risks. Therefore, identifying potential cyber threats and analysing their impacts is crucial
to business continuity planning. This paper proposes a structured threat modelling approach for ICPS that
enables prediction and analysis of cyber risks to protect industrial assets from potential cyber-attacks. The
method involves classifying ICPS assets based on criticality, and then analysing the cyber security vulner-
abilities, threats, risks, impacts, and countermeasures. The proposed methodology enables end-to-end
threat modelling through the development of a new framework that is integrated with VueOne digital twin
tool to model and analyse threats throughout ICPS lifecycle, identifying cyber risks and proposing miti-
gation controls. Moreover, it uses meta-data extracted from VueOne tool to automatically generate the
software code and hardware configurations that can be directly deployed on ICPS assets in order to im-
plement the countermeasures, thereby protecting them from these potential cyber-attacks. The proposed
solution has been implemented on a Festo test rig prototype production line.
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1. Introduction

The manufacturing industry is steadily shifting to the new
paradigm of Smart Manufacturing. The core concept of this para-
digm is to utilise ICPS to form and orchestrate smart factories and
benefit from the new emerging advancements in Information and
Communication Technologies (ICT), Internet of Things (IoT), digital
twins (DT) and smart services. However, adoption of these tech-
nologies significantly increases threat landscape for ICPS, creating
new attack vectors, along with the inherited risks from legacy sys-
tems. A recent survey conducted by SANS in 2019 (Filkins and Wylie,
2019) found that there is an increasing trend of reported cyber-at-
tacks targeting industrial systems.

Cyber-attacks can be launched from various sources throughout
the industrial network. However, there are a number of common
attacks that should be considered for ICPS (Maggi and Pogliani,
2017). These attacks include: (a) Denial of Service (DoS) attacks,
which aim to deny availabilities of assets; (b) Man-in-the-Middle
attacks, in which an adversary sits between communicating
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industrial systems to send malicious traffic; (c) Replay attacks, in
which an adversary replays false information from legitimate traffic;
(d) Ransomware attacks that aim to widespread a malicious code;
and (e) Zero day attacks that exploit previously unknown vulner-
abilities. The consequences of these attacks can compromise the
safety, productivity, profit and reputation of targeted organisations.
Therefore, there is an urgent need to address cyber security by
identifying cyber threats and potential cyber-attacks using threat
modelling at the early design phase of ICPS lifecycle.

Although threat modelling is a key enabler for analysing cyber
security risks, it still needs to evolve in order to integrate with
methods and tools for engineering ICPS, such as tools for developing
and deploying digital twins. These methods and tools provide
powerful capabilities and functions to build and simulate ICPS assets
in the form of models that can be used for process and product
design. However, to large extent, these tools are limited to simula-
tion. There is a need to extend the use of digital models to include a
cyber security element. Thus, the novelty of this paper is to propose
a structured end-to-end threat modelling technique that evolves
modelling and simulation of ICPS to include cyber security. By doing
this, threats and cyber-attacks can be modelled at the early design
phase of ICPS creation, which in turn will enable identifying the risks
levels and the severities, and countermeasures to mitigate these
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risks. In addition, this paper proposes a complete implementation
for the mitigation countermeasures in the form of management
controls such as security policies and / or technical controls such as
software code and hardware configurations that can be applied di-
rectly to the ICPS assets to protect them from possible cyber threats.

2. Literature review

We have undertaken a literature review to consider the role of
cyber security and threat modelling in the context of Smart
Manufacturing and digital twin methods. The focus of the review is
on cyber security standards, the state of the art methodological so-
lutions that address modelling of threats in ICPS, and digital twins’
methods and tools.

2.1. Threat modelling in ICPS

Threat modelling aims to analyse cyber challenges that organi-
sations face by addressing cyber threats, which affect systems under
consideration. The general process involves the analysis of attack
vectors, gaining a comprehensive understanding of the underlying
architecture, and providing a way to protect from these threats via
security controls. Hence, threat modelling can illustrate who will
target what and how in order to achieve why (Magar, 2016). To
conduct threat modelling for ICPS, it is important to determine the
overall approach by demonstrating its characterisation, taxonomies,
methodologies and models, then identify threat security control
countermeasures.

Threat characterisation determines adversaries’ profiles and their
behaviour including adversary types, capabilities and motivation to
perform an attack. Adversary types can be Insider or Outsider (Lezzi
et al., 2018). Insiders are those that have a level of authorised access
to ICPS and perform unauthorised actions, with motivations in-
cluding financial, revenge, or ego. Outsiders may be highly skilled
adversaries such as terrorists, nation states, organised criminals and
threat actor groups who aim to attack ICPS for reasons including
financial or political objectives.

Threat taxonomies are the intelligence collected regarding an
adversary’s Tactics, Techniques and Behaviour (TTPs). There are
several threat taxonomies available for ICPS including the Common
Attack Pattern Enumeration and Classification (CAPEC™) by MITRE
(MITRE, 2020), which provides a comprehensive classification tax-
onomy of attack patterns and guidance on how to mitigate adver-
sary’s effects to enhance cyber defence. The AVOIDIT Cyber Attack
Taxonomy (Simmons et al., 2009), provides information on how to
classify all vulnerabilities that can be exploited to perform a cyber-
attack. The Reference Incident Classification Taxonomy by ENISA
(Status and Forward, 2018), focuses on incident response by enabling
incident handlers to deal with their daily cyber incidents in auto-
mated and systematic way.

Threat methodologies aim to identify processes to describe
principles, tools and practices that guide the analysis of a threat or to
understand adversary’s behaviour. In context of ICPS, there are many
threat methodologies available. The Cyber Kill Chain developed by
Lockheed Martin (Hutchins, 2008) defines the steps that an attacker
can use to initiate cyber-attacks, namely reconnaissance, weaponi-
zation, delivery, exploitation, installation, command & control, and
actions on objectives. The ICS Cyber Kill Chain (Chain, 2020) is a
customisation of the Cyber Kill Chain methodology to include in-
dustrial control systems (ICS) by utilising two stages to analyse
cyber-attacks: cyber intrusion preparation and execution, and ICS
attack development and execution. The Attack Tree (Saini et al.,
2008) is a methodology to represent a series of attacks on a target
system by consideration of root nodes and leaf nodes, which are
connected logically using AND and OR to model adversaries goals.
STRIDE (Khan et al., 2017) is a method that defines six types of
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security threats and used to analyse vulnerabilities of ICPS: Spoofing,
Tampering, Repudiation, Information disclosure, Denial of Service,
Elevation of privilege.

Threat Models are approaches or frameworks that are used to
identify and analyse threats and their capabilities, and propose se-
curity control countermeasures. Threat models may be Attacker-
Centric, focusing on the attackers’ views, goals, motivations, and
behaviours. System-Centric models focus on the systems or software
being targeted in cyber-attacks. Asset-Centric models consider de-
vices or assets of target systems, which need to be secured, and build
cyber-attacks on these assets (Magar, 2016). Several threat models
specifically cover ICPS, such as the Adversarial Tactics, Techniques
and Common Knowledge (ATT&CK®) model by MITRE (MITRE, 2020).
This focuses on the adversaries’ behaviour by studying several
phases of attack lifecycle, then determining and analysing the tactics
and techniques used before proposing detection and mitigation
mechanisms to prevent harm. MITRE has also released the ICS ATT&
CK® model, which is a customised version of ATT&CK® to address OT
and ICS. The scope of this model is systems and applications asso-
ciated with industry including Programmable Logic Controllers
(PLC), Safety Instrumented Systems (SIS), Human Machine Interface
(HMI), and Industrial IoT devices. Microsoft Threat Modelling
(Magar, 2016) is a model that assists in creating cyber threats and
determining the effectiveness of security countermeasures, and de-
fines the following five steps: identify security objectives; applica-
tion survey; decompose the application; identify threats; and
identify vulnerabilities.

The methodology presented in this paper considers both threat
characterisation types, insider and outsider. It utilises the CAPEC™
threat taxonomy, since it focuses on adversary’s TTPs intelligence.
The STRIDE methodology is employed since this method is com-
prehensive and considers the widely accepted confidentiality, in-
tegrity, and availability triad. The method encompasses the ICS ATT&
CK® model since it specifically addresses ICS, the target domain for
this work.

2.2. Cyber security standards in smart manufacturing

Cyber security standards are useful in guiding organisations as
they undertake digital transformation providing a baseline for un-
derstanding cyber security in ICPS. Over the last decade, several
bodies have developed and enhanced standards and best practices
that tackle cyber security in the context of Operational Technology
(OT), which focuses on industrial applications and control systems.
Some of the most relevant are described in this paper.

The ISA/IEC 62443 (ISA, 2021) series of standards addresses se-
curity in Industrial Automation Control Systems (IACS). The main
objectives of these standards are to address security requirements
for OT through the use of four Security-Levels and assessing its se-
curity posture through four Maturity-Levels that can help organi-
sations establish OT security programme, identify systems
vulnerabilities and reduce cyber risks that targets industrial assets.
The NIST 800-82 (Stouffer et al., 2015) standard addresses security
in industrial applications by developing an ICS security programme
and risk management framework. In addition, it provides guidance
and recommendations for designing secure networks and mon-
itoring for OT environments. The ANSSI best practice for ICS security
(ANSSI, 2021) provides technical and organisational security controls
that define security postures for OT and safeguard their core busi-
ness functions continuity. The CIS Controls™ guidance for ICS (CIS,
2021) provides comprehensive directions on how to apply defense-
in-depth practices to ICS environments by defining a set of security
controls, which are categorised to three levels: basic, foundational
and organisational. The VDI/VDE 2182 Blatt 1 standard (VDI, 2019),
addresses IT security for automated machines and plants to define a
procedure for ensuring security of automation systems throughout
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Table 1
Methodological solutions for threat modelling in CPS.
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Methodological Solution Threat Modelling method

Year of
Publication

System addressed Approach

Cyber Security Threat Modeling for Supply
Chain Organizational Environments modelling with manual process to
model the threats
Graphical modelling with manual
process to model the threats
Graphical modelling with manual
process to model the threats
Graphical modelling with manual
process to model the threats

Developing Abuse Cases Based on Threat
Modeling and Attack Patterns
Threat Modeling in Cyber-Physical Systems

Structured system threat modeling and
mitigation analysis for industrial
automation systems

STRIDE-based Threat Modeling for Cyber-
Physical Systems

Graphical modelling with manual
process to model the threats

Mixture between Graphical and formal

CPS Supply chain cyber-
attacks modelling

The methodology used qualitative 2019
approach with STIX design

Security abuse cases for
Health Information System

The methodology focused on 2015
STRIDE and CAPEC™

Security architecture for 2016
general CPS

Energy Networks and control The methodology used 2015
systems quantitative approach

Consider system and STRIDE method 2017
elements security modelling

for CPS

the entire life cycle covering development, integration, operation,
migration, and decommissioning phases.

2.3. Digital twins

Digital twin methods and tools aim to create a representation of
ICPS assets in digital form (also referred to as cyber models) to re-
flect its physical environment. The cyber model involves computa-
tions for data analysis and on-board simulations, which allow the
analysis of real time data and performance of various simulations for
mechanical, electrical, and controlling parts of the ICPS. The role of
digital twin in Smart Manufacturing is to forecast and optimise be-
haviours of ICPS and production systems throughout the entire life
cycle (Cimino et al., 2019).

A wide range of digital twin tools are available in the market for
designing and creating digital twins for ICPS. These include the NX
Mechatronics Concept Design by Siemens (Siemens, 2021), 3DEXP-
ERIENCE by Dassault Systems (Systems, 2021), Visual Components
(Components, 2021), WinMOD by Mewes & Partner GmbH (GmbH,
2021) and VueOne by University of Warwick (Harrison et al., 2016).
These tools allow the modelling and simulation of ICPS in a 3D en-
vironment and enable synchronisation between cyber and physical
worlds. As a result, a closed loop system is implemented, and
therefore improvements and optimisations for ICPS process can be
fulfilled throughout its life cycle.

2.4. Methodological solutions for threat modelling in CPS

A study of the literature has revealed a number of methodolo-
gical solutions that can be used to conduct threat modelling for CPS
in different applications. Table 1 shows an overview of the frame-
works, approaches and methodologies that are collected and listed.

This includes a methodology for threat modelling of supply
chains in CPS systems (Yeboah-ofori and Islam, 2019). This metho-
dology involves determination of an organisation’s objectives,
supply chain goals and security requirements. The attack process is
then conducted, which aims to identify attacker motivations and
TTPs. The next step is to determine probabilities of the attacks and
model the threats using the STIX tool (Yeboah-ofori and Islam, 2019),
which focuses on observable, indicators, campaign, threat actor, and
TTP of each modelled threat. The last step is to provide security
control measures to mitigate the attacks identified. These controls
consist of directive controls, preventive controls, detective controls,
corrective controls and recovery controls. This methodology cannot
determine the severity of risks, the risk priorities and does not
provide a roadmap for mitigating the cyber-attacks modelled.

The authors in (Yuan et al., 2015) suggest to develop abuse cases
for software systems within CPS based on Microsoft threat model-
ling and CAPEC™ attack patterns. The proposed methodology starts
with developing use cases for target systems that describe assets,
data flows, and operator behaviour. A Data Flow Diagram (DFD) is
created, and modelling of threats - based on the STRIDE method - is
conducted. The final step identifies abuse cases based on each ele-
ment of the DFD and its associated threats. This methodology does
not realise risk determinations and countermeasures for the iden-
tified abuse cases and modelled threats.

In (Fernandez, 2016) the authors aim to model cyber threats for
CPS by using a misuse pattern that describes how attacks could
happen on CPS at the architectural level. The methodology defines
CPS stakeholders and physical process use cases, such as loading a
ship with containers. The process then involves the determination of
safety assertions and security constraints for each process. Finally,
threats are modelled for each process use case, where good knowl-
edge of CPS physical process will result precise threat enumerations.
This methodology cannot determine the risks and mitigations for the
threats modelled, and also requires significant experience and
knowledge of target CPS systems.

In (Schlegel et al., 2015) the authors propose a methodology that
utilises a data model of industrial components from the targeted
systems. The components are associated with specific threats, each
threat has likelihood factor and impact to describe the severity of the
threat in case it is exploited. Finally, mitigations are proposed for the
threats modelled. It includes analysis algorithm to find unmitigated
threats and proposes a security control measure for them.

The authors in article (Khan et al., 2017) conduct threat model-
ling for CPS based on STRIDE method. The proposed methodology
starts by defining system logical and structural components. Then
creates DFD for each identified component to represent component’s
functionality, where these functionalities include external entity,
process, data flow or data store. Third step identifies STRIDE threats
for each component. The final step proposes countermeasures for all
vulnerabilities discovered. This methodology cannot calculate risk
levels and its severities, nor proposing security controls for cyber
risks.

To conclude, most of the existing threat modelling approaches
provide incomplete solutions for ICPS as they focused on providing a
visibility for adversary’s TTPs without providing risks severities that
are associated with those malicious behaviours. In addition, these
methodologies are ad-hoc solutions, which do not integrate with
ICPS methods and tools and therefore cannot address threats and
risks during ICPS creation. Thus, they have not been put into in-
dustrial practices.
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Fig. 1. The Methodology.

3. Methodology
3.1. Objectives

Many methodological solutions have been identified in the lit-
erature review section. However, they do not adequately address
threat modelling for CPS that is in line with digital twins’ methods
and Smart Manufacturing framework. This paper aims to create a
methodology to model cyber threats for ICPS, so that manufacturing
organisations can address potential threats and cyber-attacks to
protect their assets at the early stage of ICPS developments lifecycle.
It also identifies risks ratings, risks severities, and mitigation coun-
termeasures to enable development of strategic roadmap for busi-
ness investments in cyber security field. With the aim to provide a
detailed analysis for risks and threats landscape that could impact
ICPS resulting from cyber security breaches, the following research
questions are addressed: What are the potential cyber-attacks that
affect security of ICPS assets? How to classify ICPS assets to de-
termine the severity of cyber-attacks on each asset? How to analyse
and determine risk levels for ICPS in Smart Manufacturing? How to
achieve end-to-end threat modelling framework that utilises design
meta-data for ICPS and exploits the benefits of digital twin en-
gineering methods and Smart Manufacturing frameworks?

3.2. Approach

This section outlines the methodology followed in the paper,
which aims to create structured threat modelling approach to sup-
port organisations to better understand the threats landscape and
protect their assets from potential cyber-attacks during early stage of
ICPS lifecycle. As illustrated in Fig. 1, ICPS is represented by a digital
twin to articulate digital and physical worlds. The methodology fo-
cuses on the digital world, where design data are presented. It begins
with listing ICPS assets that need to be protected, and model all
potential cyber-attacks affecting them. Next stage evaluates attacks
modelled by calculating two factors: attack vector and attack like-
lihood. Third stage generates the risk matrix including risk levels,
severities, and risk treatments. The methodology utilises the digital
twin and Smart Manufacturing methods and tools to achieve end-to-
end threat modelling. Therefore, threat modelling data can be

utilised along with the meta-data generated from virtual (cyber)
model in order to automatically implement all identified mitigation
controls in a form of security policy, software and hardware codes,
which can be directly deployed to physical ICPS shop floor machines.

3.2.1. Digital twin as a key enabler for end-to-end threat modelling

In the context of this paper, a digital twin may be defined as a
representation of a system of manufacturing applications in both
digital and physical worlds; the aim of the digital twin is to connect
the two worlds in order to replicate manufacturing systems in real-
time to provide smart services such as data analytics, process en-
gineering and optimisation (Cimino et al., 2019). The digital world
consists of the manufacturing applications’ virtual models that ac-
commodate the manufacturing parameters such as design, en-
gineering, process, and operation & maintenance data. The physical
world consists of the physical assets for the manufacturing appli-
cation. Since the digital twin engineering methods and tools are
addressing the entire ICPS lifecycle, they can offer huge value to the
proposed end-to-end threat modelling methodology since the threat
modelling exercise can be fully integrated within the ICPS lifecycle
and be part of its creation process. Therefore, the digital twin
methods and tools act as key enablers for threat modelling in smart
manufacturing framework.

3.2.2. Data model

In order to conduct threat modelling for ICPS, and thus achieve
our objectives, it is essential first to understand the relationship
between ICPS assets and potential malicious behaviours that may
expose a risk. For this reason, the authors have created the data
model parameters illustrated in Fig. 2.

Threat Actor comprises of “Insider” who has a level of privileged
access to target ICPS, or “Outsider” who does not have such access
yet and aims to launch an attack on ICPS. For both threat actor types,
it is required to have certain level of skills, resources and tools to
enable them exploiting ICPS assets’ vulnerabilities and conducting
cyber-attacks.

Cyber-Attack is unauthorised act that aims to compromise assets
and its services to perform harmful actions (Task and
Transformation, 2012). In the ICPS context, cyber-attack is a mal-
icious action on industrial systems that affects its safety, availability,
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integrity and confidentiality. To model cyber-attacks, it is important
to understand threat actors’ TTPs. Tactics are adversaries’ goals for
what they want to achieve on the target ICPS. Techniques are in-
dividual actions to perform cyber-attacks. Procedures are ways of
performing cyber-attack’s techniques (Alexander et al., 2020). ICS
ATT&CK® is used to understand adversaries’ TTPs and model cyber-
attacks. It provides a matrix illustrated in (MITRE, 2020) to visualise
TTPs, where matrix header reflects tactics and each columns ele-
ment represents adversary’s technique to feed into that tactic goal.

Assets are ICPS components and services that threat actors aim to
compromise. Purdue Model (Cimino et al.,, 2019) is used to char-
acterise ICPS assets. Level-0 contains process assets such as sensors
and actuators. level-1 reflects basic control assets such as PLC. Level-
2 is the area supervisory control assets such as HMI and work-
stations. Level-3 contains site manufacturing operations and control
asset such as historians and production systems. Level-4 and Level-5
have business and enterprise assets such as business IT assets, email
and printing services. Impacts of malicious actions depend on asset
levels, lower asset levels directly interact with industrial process and
therefore it has higher impact. Hence, asset level is proportional to
asset criticality.

Vulnerability is a weakness in ICPS assets and its services that can
be exploited by threat actors to conduct malicious actions.
Vulnerability scanning techniques in ICS ATT&CK® can discover and
identify components vulnerabilities. However, several advisories
about known vulnerabilities and security issues are published by
entities and organisations such as national security centres, security
agencies, or suppliers and vendors. For example, industrial vendor
such as Siemens releases advisories in timely manner about vul-
nerabilities related to their software or hardware assets; MITRE
corporation provides dictionary of publically known vulnerabilities
known as Common Vulnerabilities and Exposures (CVE™) (MITRE,
2020); NCCIC has a specialised team called ICS-CERT who focuses on
security incidents and vulnerabilities within critical infrastructure
sectors (NCCIC, 2020).

Attack Impact is the impact on Availability, Safety, Integrity and
Confidentiality categories for ICPS when a cyber-attack is conducted.
Impact severity for each category depends on ICPS asset level. For
example, assets within level-1 have more impact on availability and
safety categories compared to integrity and confidentiality, while
assets in level-4 and Level-5 have more impact on confidentiality
category.

Attack Detection measures cyber-attack detectability and re-
sidual evidence left by a threat actor, which lead to understand its
attributes. It is important to understand threat actors’ TTPs in
order to detect their actions. However, once the attack is executed,
digital forensics exercise can be conducted to trace attackers’ TTPs
and understand attack attributes, ICS ATT&CK® lists several me-
chanisms and tools to detect cyber-attacks and conduct digital
forensics.

Attack Likelihood reflects the probability of cyber-attacks mod-
elled based on historical data of similar previous attacks and future
expectations and trending for these attacks on ICPS. Maturity of the
historical data depends on ICPS sector. For example, Energy sector
has encountered many cyber incidents in the past e.g., Black Energy,
Industroyer and Havex malware to indicate that likelihood para-
meter is high in this sector.

Threat is a harmful action facilitated by an exploited vulnerability
that results to unwanted impact on ICPS assets. Threat actors aim to
discover ICPS threats in order to understand its weaknesses and
perform cyber-attacks. STRIDE model (Khan et al., 2017) is used in
this methodology to represent security threats for ICPS assets.

Risk is a potential negative impact from malicious acts conducted
by a threat actor. Risks vary depending on the damage associated
with the target assets. Accordingly, measuring risk levels and its
severities can be achieved using qualitative or quantitative methods.
Risks are categorised to technical, operational and management.
Technical risks linked to ICPS assets, operational risks linked to ICPS
systems and management risks linked to organisation’s policies and
human factors.

Mitigation Controls are countermeasures, articulated and im-
plemented to ensure all identified risks are treated to a risk tol-
erance or acceptable level. In this paper, two types of mitigate
controls are proposed, technical and management. Technical con-
trols are safeguard measures that involve technology element to
achieve its objectives, such as implementing identify and access
control solution. Management controls are safeguard measures
that involve administrative element to achieve its objectives, such
as password policy.

Fig. 2 describes methodology’s data model parameters and their
relationships. A Threat Actor with specific skills level and resources
can conduct a Cyber-Attack by exploiting a Vulnerability and Threat
using a number of TTPs methods to manipulate ICPS Assets, where
Attack Impact depends on asset value. Each of conducted Cyber-
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Attack can be detected using Attack Detection methods. The Risk
probability exposed by a Cyber-Attack calculated using the Attack
Likelihood and Attack Impact; the identified Risks then are treated by
formulating and implementing a set of Mitigation Controls in order to
protect the target ICPS Assets.

Each data model parameter is evaluated by different levels as
explained in Table 2. Very High equivalents to score (5), High
equivalents to score (4), Moderate equivalents to score (3), Low
equivalents to score (2) and Very Low equivalents to score (1). Every
level represents specific criteria. For example, Threat Actor skills
parameter vary from very knowledgeable - score (5) to no skills
knowledge - score (1).

Table 2
The methodology’s data model parameters and its related criteria .

Computers in Industry 137 (2022) 103611

3.2.3. Threat modelling process

The methodology proposes an end-to-end threat modelling,
which realising a comprehensive framework that considers entire
ICPS lifecycle. Thus, we propose threat modelling process as de-
scribed below and shown in Fig. 3:

Step-1 “Asset Scoping” identifies ICPS target assets, this step is
important because the ultimate objective is to protect these assets
from cyber-attacks. Assets scoping can be carried out manually by
extracting the target assets from ICPS system architecture and en-
gineering drawings, or automatically by importing the assets from
engineering tools. In both cases, assets are categorised based on
Purdue Model to represent assets values.

Data Model parameter

Criteria Description for each level

Moderate — 3 Low —2 _Verylow—1 |
Threat Actor
Skills: what level of skill or  High skills with High skills without Some Generic No skills and
knowledge is required by knowledge about knowledge about knowledge technical skills no knowledge
the adversary to conduct target ICPS target ICPS about target about target
the cyber-attack ICPS ICPS
Required Resources: Significant Significant resources ~ Some resources ~ Minimal No resources
tools and software resources about available but not available related  resources available and
resources required to target ICPS are related to target to target ICPS available, not required to be
conduct the cyber-attack available ICPS related to target developed

ICPS

Assets
Asset Value: reflects ICPS  Level-1 assets Level-2 assets Level-3 assets Level-3.5 assets  Level-4&5
asset criticality based on assets
Purdue Model levels
Vulnerability
Vulnerability: How Published Known vulnerabilities ~ Customised Customised Customised
vulnerable is the target vulnerabilities and with high impact on tools required to  tools required to  tools required
asset to be exploited known vulnerabilites  ICPS identify ICPS identify ICPS for

on ICPS with
significant impact

vulnerabilities
with high impact

vulnerabilities
with low impact

vulnerability
discovery on

on ICPS on ICPS patched ICPS
Attack Impact
Confidentiality: impact Severe impact High impact Limited impact Minor impact No impact
measure on loss of ICPS
confidentiality from a
successful cyber-attack
Integrity: impact measure Severe impact High impact Limited impact Minor impact No impact
on loss of ICPS integrity
from a successful attack
Availability: impact Severe impact High impact Limited impact Minor impact No impact
measure on loss of ICPS
availability from a
successful cyber-attack
Safety: impact measure Severe impact High impact Limited impact Minor impact No impact
on loss of ICPS safety
from a successful attack
Attack Likelihood
Likelihood: How frequent Happened in past 3 Happened in past 6 Happened inthe  Happened inthe  Not
a cyber-attack could years for target years for target past 10 years for  past 10 years for happened in
happen for ICPS based ICPS industry sector  ICPS industry sector  target ICPS target ICPS the past or
on historical data and or expected to occur  or very likely to occur  sector or likely sector or likely likely to occur
future expectations in the next 6 month in next 1 year to occur in next to occur in next in next 10

3 years 6 years years
Attack Detection
Stealth: How detectable is  Not detectable Detection possible Detection Detection Detection
the conducted cyber- with customised possible with possible with without any
attack monitoring tools and customised some forensic monitoring

high forensic skills monitoring skills tools




M. Jbair, B. Ahmad, C. Maple et al.

Activities

* System architecture generation from

Engineering tool

ICPS model meta data

selected controls based on the virtual

Computers in Industry 137 (2022) 103611

Output

Assets based on Purdue Model

- -
Assets Scoping * Categorise the assets based on Purdue r—" - ——
Model o
* Understanding asset profile & Data flows f—
* System reconnaissance Attack Trees
* Identifying adversary TTPs —_
Attack Models * Cyber-attack paths modelling based on sy cw e JE=
= ICS ATT&CK® model =1 =
=2 * Identify the attack trees .
;.;
Z . Attack Attributes
= Evaluate a_dvcrsary resources and sknl»ls., Hresctvoroe [T Anset veinerabilnies
% Attack Vector vs attack attributes and asset vulnerabilities =S - RN
= Likelihood * Evaluate cyber-attack likelihood ) .
3 * Quantify the results S~ -
V% ¥ antribution 1 Attack Likelihood
o]
o . -
e " . - Risk Matrix
a * Risk calculation and quantification .
Risk Matrix * Threat identification based on STRIDE =
Definitions * Risk categorisation based on risk heat '
map = "
T £
* Technical mitigation control Mitigation Control Generation
R * Management mitigation control Y
e * Automatic implementation for the — ‘bl Adiomstic
Controls VirtualModel  Generation

Fig. 3. Proposed Threat Modelling Steps.

Step-2 “Attack Models” aims to build possible attack scenarios for
scoped assets by understanding threat actor’s TTPs using ICS ATT&
CKe. The outcome from this step is a set of attack trees that explain
all possible attack scenarios for ICPS assets.

Step-3 “Attack Vector (AV) vs Attack Likelihood (AL)” measures the
attack vector and attack likelihood for each modelled attack. AV is
the window of exposure that a threat actor exploits to initiate a
cyber-attack. Based on data model parameters, AV depends on threat
actor skills and available resources, vulnerabilities associated with
target assets, asset value, attack detection and impact. AL checks
whether attacks modelled have been conducted previously on ICPS
related industry sector or possibility to have these attacks in the
future. The outcome of this step measures the attacks’ attributes
modelled.

Step-4 “Risk Matrix Definition” aims to produce a matrix that lists
all risks for the attacks modelled. Risk matrix demonstrates scoped
ICPS assets, attacks modelled, AV and AL values, security threats,
risks levels and its severities, and mitigation controls.

Step-5 “Mitigation Controls” is the final step of the threat mod-
elling, where each identified risk will be treated. Two mitigation
control types are proposed, technical and management controls. A
mitigation controls library is developed for this purpose to propose
possible countermeasures that can be implemented to treat risks.

3.2.4. Risk analysis

Understanding associated risks and their severities for ICPS as-
sets is crucial to protect them from cyber-attacks. Therefore, risk
analysis is a critical step in threat modelling and evaluation of risk
levels is vital for business decisions. Hence, both quantitative and
qualitative methods are utilised to measure risks.

Quantitative method is a numeric estimation of risk probabilities
using mathematical model techniques that precisely measure the
cyber risks for ICPS assets. To quantify risks, we refer to established

methods, where Risk=Consequences X Likelihood. Referring to
methodology data model in Table 2, Consequences depend on Threat
Actor, Assets, Vulnerability, Attack Impact and Attack Detection,
while Likelihood depends on Attack Likelihood. For example, highly
skilled Threat Actor could create more damage on ICPS compared to
non-skilled one, similarly publicly published vulnerability has higher
exposure of exploitation compared to unknown vulnerability.
Therefore, risk can be defined as function of AV and AL as per the
following formula:

Ri=AVi* AL, i=1-,n

where R - risk; AV - attack vector for each modelled attack; AL -
attack likelihood; n - number of possible scenarios for cyber-attack.
Risk is proportionally depending on attack vector and likelihood.
But, the question is, how to estimate AV and AL? To measure AV,
threat actor capabilities need to be determined, understanding of
threat exposure to ICPS asset and its vulnerabilities, and most im-
portantly understanding impacts caused from modelled cyber-at-
tacks. By putting these factors into considerations, attack vector is
estimated by calculating the geometric mean as following:

AV = YTAXTEXTI

Where TA - threat actor skills and resources; TE - threat exposure
for exploitation; TI - threat impact and damage on ICPS assets.

Referring to methodology data model parameters, we can cal-
culate each of attack vector elements as:

TA = Z/KxR
TE = 3/AsxVIXAd
TI = 4/AxXIXCxXS
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Fig. 4. Risk heat map matrix.

K - threat actor knowledge and skills; R - resources required by
threat actor to conduct the target attack; As - asset value and its
criticality; VI - vulnerability rating associated with ICPS asset; Ad -
attack detection techniques used on modelled attacks; A - avail-
ability impact; I - integrity impact; C - confidentiality impact; S -
safety impact.

Measuring AL, on the other hand, requires determination of the
historical data available on similar cyber-attacks for the ICPS sector
and predictions or the proximity data for the likelihood on similar
attacks. Therefore, Table 2 illustrates the criteria to estimate AL
value, where this value varies from very likely attack with score (5)
to unlikely with score (1).

Qualitative method is a way to determine risk severities and
prioritisations based on a pre-defined probability rating matrix. To
measure qualitative risk, we use AV and AL values. Accordingly, risk
is estimated based on the risk matrix shown in Fig. 4, where risk
severities are Very High, High, Moderate, Low, and Very Low.

3.3. Mitigation controls implementations via the digital twin

The methodology enables modelling of cyber-attacks and pro-
vides mitigation controls to identified risks. Moreover, it provides
implementations of the mitigation controls by automatically gen-
erating all related policies, hardware configurations and software
code for the ICSP assets. For example, “firmware version monitoring”
control generates code to monitor assets’ firmware such as PLC.

Machine Virtual Model

T o
S 4 =

o

Control design data

Code Generator

s

Trn

Controls
Policies and

. i —
’ e Procedures library

Policies & Procedures

) :;:::yeom nents Generates Technicaland Output
e° + | - Management Mitigation

Similarly, “password enforcement” control automatically creates a
user-defined password with read/write access for the assets.

However, how automatic security controls generation can be
realised? To generate management or technical controls, it is re-
quired to utilise the meta-data extracted from the virtual model
within the digital twin, data extracted from the engineering tool, and
templates extracted from the policies library.

Fig. 5 explains this process. Virtual model has the meta-data that
describes control behaviour and sequence of operations for ICPS
components. Engineering tool has software and hardware templates
that represent ICPS components. Policies library has templates for
security policies and procedures. For instance, a servomotor com-
ponent has control behaviour description in the virtual model,
software function template for control operations and hardware
module in the engineering tool. Therefore, if technical control re-
quired to be generated for this component, then the Code Generator
Engine will map selected mitigation control with the meta-data
from the virtual model and the engineering tool. If management
control is required, then template from the policies library will be
used as basis to generate a policy that is tailored to meet specific
asset requirements.

4. Case study
This section demonstrates the feasibility, features and applic-

ability of the proposed threat modelling approach for ICPS through
an industrial case study. A Festo Test Rig (FTR) is used, which

ICPS Assets

Password generation

Firmware Monitoring l

Time Synchronisation [Iacaail=t L}

Patch Management p———— -
Policy

Fig. 5. Automatic code generation process for mitigation controls.
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Fig. 6. FTR case study’s digital twin.

emulates a small-scale model of a production line, shown in Fig. 6.
This rig is used for initial development and acts as a proof- of-con-
cept, demonstrating the validity of the proposed techniques. The FTR
is representive of an ICPS on the manufacturing floor that accom-
modates the following: (1) ICPS systems consisting of multiple (in
this case four) stations: (i) Distribution station, (ii) Buffer station,
(iii) Processing station, and (iv) Handling station; (2) ICPS con-
nectivity that connects the FTR control components with the higher
level of automation via OPCUA (Open Platform Communications
United Architecture) communication; and (3) ICPS digital twin, re-
presented by the cyber-physical worlds, the cyber world containing
the virtual model rig and the physical world containing the actual
hardware components. The Rig produces prototype product (engine)
by conveying a workpiece throughout the production line stations to
conduct a number of operations such as gripping, transferring, in-
dexing, clamping, drilling, and gauging. The FIR is equipped with a
PLC, HM], local Hub storage to collect data from physical systems via
OPCUA communication, and MES (Manufacturing Exaction System)
to manage production orders.

The digital twin for the case study has been created using
VueOne toolset, which is developed by the Automation Systems
Group (ASG) at the University of Warwick (Jbair et al., 2019; Harrison
et al,, 2016). The toolset is managed by ASG and designed and de-
veloped for research purposes. ICPS modelling in VueOne is achieved
by considering two main phases: component modelling and system
modelling. Component modelling encapsulates the data, which de-
fines the ICPS component geometry using Virtual Reality Modelling
Language (VRML) format for 3D model, kinematics, and control be-
haviour. VueOne supports several ICPS components such as sensors,
actuators, human mannequin, robots, factures and more. The system
modelling phase aims to create the relationship between the com-
ponents of the ICPS by assembling them and outlining their se-
quence of operations thereby defining the interactions between
them. VueOne uses a State-Transition-Diagram (STD), which is
equivalent to a sequence of operations to describe the control be-
haviour. This STD is compliant with IEC 61131-3 for process defini-
tion. Fig. 7 demonstrates an overview of the VueOne toolset.

4.1. Results

Next subsections demonstrate threat modelling on the FTR case
study, which include the FTR industrial sector attack groups analysis,
asset scoping, attacks modelling, threats and risks analysis, risk
matrix definition, and mitigation controls implementations.

4.1.1. FIR threat actors analysis
This case study represents ICPS in manufacturing sector, pre-
cisely in automotive vertical. It is essential to understand threat
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Fig. 7. VueOne engineering environment overview (Harrison et al., 2016).

actors’ motivations, skills and their resources before conducting the
threat exercise. It is not possible to list all possible threat actors, as
there are significant incentives for many individual groups, organi-
sations and states to compromise ICPS. However, we do elaborate
some of the major threat actors that are most relevant to the case
study’s industrial sector and their campaigns and TTPs. We consider
the skills level and resource of the three key actors below.

APT32 threat actor group have been active since 2014. The group
was focused on Southeast Asian countries, Australia and Germany.
The group motivation is information theft and espionage. Their TTPs
start with social engineering methods as they used undocumented
Microsoft file format with encode Office macros. Upon execution of
the macros script, the file downloads several malicious payloads
from a remote server to compromise the victim’s machine.
Consequently, threat actor can conduct techniques such as Network
Service Scanning, Network Connection Enumeration, and Valid
Account to execute the target cyber-attack. Focused industries for
this group are Defense, manufacturing, telecommunications, and
high technology. Several software resources are utilised to conduct
their cyber-attacks, such as Cobalt Strike, Denis, Goopy, Mimikatz,
and OSX_OCEANLOTUS.D (MITRE, 2020).

Mofang threat actor group have been observed since 2012. The
group target several countries such as Canada, Germany, India,
Myanmar, Singapore, South Korea and USA. Their motivation is in-
formation theft and espionage. Their TTPs mainly use phishing email
with spearphishing malicious link, upon clicking on this link, user
will be prompted to download applications, documents, zip files, or
executables, which enable the threat actor to compromise the vic-
tim’s machine. Once compromised, several techniques can be then
employed to launch the cyber-attack such as Network Service
Scanning, Brute Force [/O, and Denial of Service. Focused industries
for this group are automotive, critical infrastructure, defense,
Government and weapon industries. Software resources used to
conduct their attacks are ShimRAT, ShimRatReporter and Superman
(MITRE, 2020).

Reaper also called APT37 or Ricochet Chollima threat actor group
have been active since 2012. The group targeted China, India, Japan,
Kuwait, Nepal, Russia, South Korea, and the UK. Their motivation is
information theft and espionage. Their TTPs begins by using social
engineering methods via spearphishing emails tailored to desired
targets, which ask the victim to navigate to a website in order to
steal their credentials and compromise the machine. Once the ma-
chine is compromised, the threat actor can pivot from it to conduct
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further techniques such as Network Service Scanning, System
Shutdown/Reboot, and Modify Control Logic. Software resources
used to conduct attacks are CORALDECK, Final1stSpy, Freenki Loader,
KevDroid, N1stAgent, and Rokrat (MITRE, 2020).

In conclusion, studying several threat actor groups, their tactics
and campaigns, helped to understand threat actors’ skills level and
required resources to conduct the target cyber-attacks. In addition, it
provides insights about the possible techniques used to compromise
the victims’ machine. APT32, Mofang, and APT37 proofed that pre-
vious cyber-attacks have been recorded in the case study’s industrial
sector (manufacturing) and listed possible techniques such as
Network Service Scanning and Modify Control Logic that can be
potentially used on the case study’s assets such as PLC or HMI. They
also demonstrated threat actor’s skills level and software resources
used to conduct the attack, which will be considered as inputs
during the case study’s threat modelling exercise and risk analysis.
Table 3 in Section 4.1.4 shows the skills level and resources required
for the case study’s modelled attacks.

4.1.2. Assets criticality analysis

FTR consists of several assets that have different criticalities.
Level-1 assets include Siemens S7-1500PLC used to control the
physical process. Level-2 contains HMI that used to monitor and
supervise the physical process. Level-3 contains two assets: MES
server used to define production orders and OPCUA server used to
collect data from the physical process. Finally, level-5 contains
OPCUA Client, which used to collect process data and send it to the
local Hub storage. For the threat modelling exercise, scoped assets
are S7-1500PLC, HMI and OPCUA server.

4.1.3. Attack trees

To model the attack trees, it is essential first to understand threat
actors’ TTPs, which can be derived from ICS ATT&CK®. Fig. 8 illus-
trates the attack trees modelled for scoped assets. Starting with
S7-1500PLC, a threat actor can launch PLC firmware attack, PLC code
changes, and denial of service attacks. By mapping TTPs from ICS ATT
&CK® to PLC firmware attack, an adversary needs to scan ICPS net-
work (technique T841) and enumerates its connections (technique
T840) in order to identify associated vulnerabilities and commonly
used ports (technique T885) and then exploit certain vulnerability to
gain a valid account (technique T859). Once valid account is gained,
adversary can perform lateral movement within the network to

Table 3
Quantitative risks results for FTR case study .
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exploit vulnerabilities associated with PLC system firmware (tech-
nique T857) and launch the attack. Similarly, an adversary can list
vulnerabilities of ICPS assets using techniques (technique T840,
technique T841, technique T869 and technique T861) in order to
spoof MAC addresses and intercept network traffic to act as man-in-
the-middle (MitM) between PLC and other assets such as HMI. Once
this stage is achieved, the adversary can modify PLC control logics
(technique T833). Lastly, an adversary can initiate a denial of service
attack (technique T814) by enumerating network connections
(technique T840) and identifying the [0 modules (technique T824),
then conduct brute force (technique T806) to target used ports
(technique T885) for the PLC.

Regarding HMI asset, an adversary can enumerate network
connections (technique T840) in order to identify associated ICPS
assets’ vulnerabilities and intercept network traffic to act as MitM
(technique T859). Then, the adversary can determine HMI points and
tags (technique T861) and change program state (technique T875) or
send unauthorised command messages (technique T855) to other
assets. On the other hand, an adversary can launch a denial of service
attack using similar techniques used for PLC.

Third asset is OPCUA server. An adversary can enumerate net-
work connections (technique T840) to identify and exploit related
vulnerabilities in order to intercept network traffic and act as MitM
(technique T859). Then, the adversary can determine OPC tags
(technique T861) and change program state (technique T875) or
send unauthorised command messages (technique T855) to other
assets. In addition, acting as MitM allows conducting wider attacks,
such as replay attack, program changes and set point value tam-
pering.

4.1.4. FIR risk analysis

Two methods to analyse risks are proposed, quantitative and
qualitative. The execution for each method on FIR is explained as
following:

Quantitative method determines risks by a numerical value to
precisely measure their probabilities. The attack trees modelled in
Fig. 8 are used as inputs to calculate AV and AL based on the for-
mulas illustrated in Section 3.2.4. However, we need first to measure
the data model parameters, which are Asset Values, Threat Actor,
Vulnerability, Attack Impact and Attack Detection. Table 3 shows the
calculated results for the scoped assets.

Data Model Elements

3 IS
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Denial of Service Denial of 521111 5 2 2 2 2 4 MC — Password policy
Attack Service enforcement
Set point value Tampering 4 4 4 4 3 4 3 4 3 4 4 16 TC — HMI online value
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HMI Denial of Service ~ Denial of 4 21111 522 2 3 6 MC — Password policy
Attack Service enforcement
OPCUA Set point value Tampering 3 3 3 4 3 4 3 4 3 4 4 16 TC - OPC online
server tampering value changes

10



M. Jbair, B. Ahmad, C. Maple et al.

T840 - Network C:

T840 - Network Connection Enumeration

T841 - Network Service Scanning 7859 - Man in the Middle

T841 - Network Service Scanning ‘ 7859 - Valid Accounts PLC S
T857 - System Firmware Firmware
T868 - Detecting Operating Mode
7885 - Commonly Used Port Attack

Computers in Industry 137 (2022) 103611

T840 - Network Connection Enumeration

T806 - Brute Force /O

7824 - 10 Module Discovery

7-1500 PLC -
e | Denial of
i il R '814 - Denial of Service
“HE L Service {
Attack 7885 - Commonly Used Port

7833 - Modij PLC Code
T861 - Point & Tag 7869 - Standard Application|  Control Logic Changes
Layer Protocol
T840 - Network Connection Enumeration HMI T840 - Network Connection Enumeration
T859 - Man in the Middle Set point Denialof 7806 - Brute Force I/O
7861 - Point & Tag Identification T875 - Change A [r814 - Denial of Service
Program State value Service [——— | i
T855 - Unauthorised og! A T824 - 10 Module Discovery
Command Message tampering Attack 7885 - Commonly Used Port
T840 - Network Connection Enumeration
) . OPCUA Server
T859 - Man in the Middle Set point \
T861 - Point & Tag Identification 7875 - Change
Program Stat value T
T855 - Unauthorised ogrem Nate R I
Command Message tam pering

Fig. 8. FTR case study attack trees.

Asset value reflects the criticality of FTR assets and the damage or
impact that could happen to those systems in case of a cyber-attack.
Therefore, S7-1500PLC is the most critical asset and OPCUA server is
the least one. Threat actor skills and resources parameters can be
estimated by studying threat actor groups tracked for FTR industrial
sector. For example, in 2019, both BMW'’s and Hyundai’s assets were
hacked by APT32 hackers. The attackers installed a penetration
testing toolkit called Cobalt Strike on infected hosts, which they used
as a backdoor into the compromised network in order to conduct
further techniques (ZDNet, 2021). In 2020, APT37 group have used
spear phishing attack that targets a government agency in South
Korea. The attacker sent email that weaponised with a malicious
document uses Hwp files (Hangul Office) with a self-decode macro,
which allowed to download a cloud-based Remote Access Trojan
(RAT) known as RokRat to gain persistent access and conducted
further techniques on the network (Malwarebytes, 2021). By looking
at the threat actor groups’ TTPs and campaigns, it is obvious that
threat actors are exposed to a wide range of skills and software tools
(resources) allowing them to conduct several methods and techni-
ques. On the other side, Vulnerabilities associated with the scoped
assets are determined during the reconnaissance phase. However,
several publicly know vulnerabilities are published for the FTR
scoped assets. For example, CVE-2014-2251, CVE-2014-2249, CVE-
2014-2248 and CVE-2014-2246 are vulnerabilities associated with
S7-1500PLC Firmware (MITRE, 2020). CVE-2018-12086 and CVE-
2020-8867 are vulnerabilities associated with OPCUA server
(Foundation, 2020).

Attack impact includes confidentiality, integrity, availability, and
safety. Loss of confidentiality for FTR could cause reduction in pro-
duct (the engine) competitiveness due to loss of know-how, com-
pany reputation, and customer trust. Loss of integrity would affect
product manufacturing in terms of quality and performance, which
lead to sales losses and production waste. Loss of availability leads to
have production downtime, and therefore affect delivery times and
commercial agreements with customers. Loss of safety could affect
humans’ life and environmental damage, leading to regulatory
compliance violation and financial penalties. Attack detection focuses
on detectability mechanisms and residual evidence of the attacks
trees modelled, which can be determined by understanding adver-
sary’s techniques. For example, conducting T840 - Network
Connection Enumeration can be detected using network intrusion
detection methods, conducting T859 - Valid Accounts to gain privi-
leged access can potentially leave evidence within account policies.
Attack Likelihood reflects the probability of occurrence for the attacks
trees modelled. Based on the historical data collected from several

1

attack groups for FTR sector, there is high probability for the attacks
modelled to take place.

Qualitative method reflects risk severities based on five different
levels as illustrated in Fig. 4 risk heat map. Based on AV and AL
values, Table 3 shows risk severity levels for the scoped ICPS assets.
By analysing the FTR risks, the risk matrix can be populated, and risk
treatments can be selected from the mitigation controls library.
Therefore, FTR risk matrix is populated in Table 3, and the selected
security controls are automatically generated based on the meta-
data extracted from the FIR digital twin, the engineering tool and
the policies library.

4.2. VueOne Threat Modeller and Code Generator Tool (VTM&CG)

To facilitate the implementations of the proposed methodology
in this paper, the VueOne Threat Modeller and Code Generator (VTM
&CG) tool has been developed. By looking at the VueOne engineering
environment in Fig. 7, it is clearly identified that cyber security in-
formation is not included for the ICPS, and threat modelling is un-
available during the project development. Therefore, the VIM&CG
tool is developed to extend the existing scope of VueOne to include
the end-to-end threat modelling and integrate this task as part of
ICPS creation to in line with smart manufacturing approaches.

The VITM&CG tool interfaces and integrates with the VueOne
Editing / Simulation module that used for modelling the ICPS digital
twin, and Siemens TIA Portal engineering tool that used for pro-
gramming the ICPS assets. This integration enables the VTM&CG tool
to deliver threat modelling and mitigation controls automatic gen-
erations. The tool has been programmed using Visual Studio C#
language. Fig. 9 below demonstrates the novel VIM&CG tool and its
integrations with other tools. The VTM&CG tool imports control
design meta-data in form of XML file from VueOne digital twin tool,
this file contains the modelled FTR assets or components and its
sequence of operations. The file contains FTR 3D model that can be
used to define operational screens for HMI asset. On the other side,
the VTM&CG tool integrates with Siemens TIA Portal tool via TIA
Portal Openness, which is application programming interface (API).
This integration enables VTM&CG tool to automatically generate
control codes (hardware and software) and tailored policies that
mitigates the identified risks.

The VTM&CG tool implements the methodology by deploying all
steps described in Section 3.2.3. Threat modelling process on the
VTM&CG tool starts by importing ICPS network architecture from
Siemens tool, where imported assets (scoped assets) are listed on
the Purdue Model to indicate asset values. Second step is to model
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Fig. 9. The VTM&CG tool integrations.

the attack trees using ICS ATT&CK®. Threat actor groups (APTs)
benefit from this step as it shows the possible TTPs that an attacker
could follow to conduct the cyber-attack. Hence, the modelled attack
trees and selected techniques from the ICS ATT&CK® support the
analyst to evaluate the data model parameters: Asset Values, Threat
Actor, Vulnerability, Attack Impact and Attack Detection. The criteria
explained in Table 2 for those parameters are programmed within
the tool and the analyst can select the required criteria level from a
drop-list menu.

After modelling cyber-attacks and evaluating their data model
parameters, the next step is to calculate the AV and AL values from
data model parameters, the calculations of AV and AL utilise the
formulas illustrated in Section 3.2.4. All the equations are pro-
grammed within the tool. Hence, the VTM&CG tool predicts the
quantitative and qualitative risk for each modelled cyber-attack. The
last step is populating risk matrix that shows all modelled attacks,
threats, AV, AL, and risk rating with severities. The same matrix
provides the possibility to choose the mitigation controls for each
identified risk and generate them automatically to protect the
scoped assets from any potential attack.

5. Discussion

The proposed end-to-end threat modelling poses the basis to
overcome existing gaps that have been identified in Section 2.4. It
also answers the research questions in Section 3.1. The paper’s threat
modelling exercise has been carried out on a Festo test rig case study
with a specific focus on automotive industry. The threat actors in
Section 4.1.1 demonstrated actors’ motivations and the software
resources that can be utilised to conduct a cyber-attack. In addition,
it showed threat actor’s TTPs, which have been employed during the
modelling of the case studies’ attacks. Therefore, they helped in
modelling the case study’s attacks and the analysis of the data model
parameters. Although the case study is conducted on an application
within manufacturing sector, the proposed methodology is com-
prehensive and can be used to conduct cyber security analysis in
various manufacturing sectors such as transportation, aerospace,
machinery, pharmaceutical, and other industries. For example, if this
analysis is required for train manufacturing, then same process ex-
plained in Section 4.1 can be followed; Threat actors’ analysis will be
focused on threat groups within the rail sector. Asset criticality will
be analysed based on Purdue Model levels. Attacks modelling are
carried out utilising the TTPs of ICS ATT&CKe®. Risk ratings are cal-
culated based on the quantitative and qualitative methods. Mitiga-
tions’ countermeasures can be selected from the mitigation library,
where the implementation of these mitigations will be generated
automatically and can be deployed on the industrial rail assets.

The VTM&CG tool is a good example to practically proof how
threat modelling can be integrated with the toolsets provided by
Smart Manufacturing and digital twins. Section 4.2 demonstrated
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how the integration could take place between the newly developed
VTM&CG tool, the VueOne digital twin tool and Siemens engineering
tool. In fact, this development shows a potential of creating a si-
mulation platform to visualise the cyber-attacks on the ICPS assets
and emulate their consequences.

The completeness and adequacy of the proposed end-to-end
threat modelling have been examined based on the results from the
case study in Section 4 and the reviewed modelling approaches in
Section 2.4. The proposed model is in line with smart manufacturing
methods as it utilises digital twin tools to fully integrate the mod-
elling exercise within the same digital twin toolset. The model can
identify assets criticality based on Purdue Model levels, lower asset
levels directly interact with the industrial process and therefore it
has higher criticality. The model can predict the cyber risks asso-
ciated with potential malicious act by a threat actor and determine
their severities using quantitative and qualitative methods. The
model is able to propose mitigations for the identified cyber risks
and execute these mitigations based on an automatic code genera-
tion method. Lastly, the proposed model can be scaled to various
industrial sectors. Although the proposed model is comprehensive
and adequate to be employed within smart manufacturing, but it can
be expanded to address areas such as financial losses predictions
from the modelled cyber-attacks, simulation of the attack vectors,
and insider threat that exposed from the shop floor workers.

The proposed end-to-end threat modelling has been compared
with the previous modelling approaches listed in Section 2.4. The work
conducted in (Yeboah-ofori and Islam, 2019) has focused on modelling
the cyber-attacks using the STIX tool, analysed the risks exposed by
them, and propose countermeasures. But it did not link those risks
with the assets to show the impact of the modelled cyber-attacks on
them. In (Yuan et al., 2015), the work mainly focused on modelling the
cyber-attacks, based on the STRIDE method without analysing the
risks and proposing mitigations for them. The work conducted in
(Fernandez, 2016) aimed to identify the physical processes and assets,
then model the cyber-attacks for each process. It lacked identifying the
risks for the modelled attacks and mitigating them. In (Schlegel et al.,
2015), the work utilised a data model to parametrised several factors
for the modelled threats, then analysed the likelihood and the impact
to describe the severity for each threat. The work conducted in (Khan
et al.,, 2017) modelled the cyber-attacks based on STRIDE method and
analysed the risks for each attack, but did not propose mitigations for
them. Most importantly, previous works demonstrated ad-hoc mod-
elling, which do not integrate with ICPS methods and tools and
therefore cannot address threats and risks during ICPS creation. Hence,
the proposed model bridged those gaps by determining the assets
criticality and threat actor’s TTPs, then model the cyber-attacks based
on ICS ATT&CK® and predicts and analyses the risks with complete
proposal for mitigation countermeasures. Furthermore, the proposed
model is fully integrated with ICPS methods and tools, which allow to
consider threat modelling at very early design stage of ICPS creation.
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Table 4

Comparison between the paper methodology and the reviewed methodological solutions.

Computers in Industry 137 (2022) 103611

® Fully comply q Partially comply O Not comply

8 2 ®
g 5 S
S c B ®©
8 S S £
2 Ef 2%

[e] (0]
=0 0= S

identification

identification
critical industries
modelling
generations
implementations

The paper methodology

Cyber Security Threat Modeling for Supply
Chain Organizational Environments

Developing Abuse Cases Based on Threat
Modeling and Attack Patterns

Threat in
Systems

Modeling Cyber-Physical

Structured system threat modeling and
mitigation analysis for industrial automation
systems

STRIDE-based Threat Modeling for Cyber-
Physical Systems

O O O O O @ |ninewitn
- A A O O . IAsset criticality

O . O O . . Quantitative risk

O O O & @ @ uitativerisk
- @ A& A ()@ conbeusedin
® O @ 0 0 0o
O @® O O @ @ Riskniigations
a9 O O O @ Riskmati
O O O O @ piigatons

O

Table 4 has been produced to benchmark the proposed model with the
previous work.

6. Conclusions and future work

Nowadays, cyber security is one of the foremost challenges that
organisations need to consider when leveraging the benefits of
Smart Manufacturing paradigm as the threat landscape is evolving
while adopting smart technologies. Hence, to deploy a secure ICPS in
smart factories, threats and potential cyber-attacks need to be ad-
dressed and risks need to be understood. Therefore, a new approach
is required to address these changes and challenges for industrial
sectors. Although, the literature review suggests that there are large
number of methodological solutions addressing threat modelling for
CPS, they are still approaching it traditionally on ad-hoc basis. None
of these methodologies has addressed cyber security throughout the
entire lifecycle of ICPS and considers the emerging technologies and
tools offered by Smart Manufacturing.

Therefore, this paper has presented a five-steps methodology to
model cyber threats and assess cyber security for ICPS in smart
manufacturing environments. The proposed threat modelling pro-
vides a useful guidance for organisations approaching Smart
Manufacturing. It is positioning cyber security at the early stage of
ICPS developments, identifying assets criticalities, modelling the
possible cyber breaches that could affect the target ICPS, analysing
the associated risks, and implementing the mitigation controls to
protect the target assets from any potential attack. This paper ex-
plains the execution of the methodology on an industrial production
line, where the results are expected to support researchers, practi-
tioners, and decision makers to understand cyber security for ICPS
and provide useful insights to steer all stakeholders for investments
in the field of cyber-security.

The paper proposes a structured threat modelling approach that
is still in realm of classical threat modelling approach. However,
evolved to integrate with cutting-edge Smart Manufacturing
methods to provide a complete threat modelling that addressing the
entire lifecycle of cyber security including threats identification,
cyber-attacks modelling, risks assessment and management.
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Based on the paper methodology and the conducted case study,
several future work can be foreseen:

e Financial loss predictions and business performance analysis for
the cyber-attacks modelled. Precise predications on financial
losses and business performance due to cyber incidents is a key
when investing in cyber security field. Therefore, a model should
be developed to calculate these factors throughout ICPS devel-
opments lifecycle.

Augmented Reality (AR) and Virtual Reality (VR) for ICPS’s virtual

model in order to virtualise potential scenarios for the modelled

attacks and visualise the consequences on data model para-

meters listed in Table 2.

e Human factor risk analysis. Smart Manufacturing methods and
tools are capable of modelling shop floor workers during ICPS
development. Hence, cyber risks associated with humans are
important to include and analyse at the design stage.
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