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Abstract

The computerised and connected car brings with it the possibility of cyber-attacks. The automotive industry is addressing the
cyber threat with new regulations and standards. As a result, cyber risk assessments will become part of the systems engineering
process as vehicle manufacturers build cyber resilience and trust into their products. This work examines an overlooked aspect
of automotive cyber threats, that of the affected vehicle population as a risk rating impact factor. It examines real-world attacks
for a qualitatively affected population and then uses UK vehicle statistics to see if the qualitative population can be related to
physical quantities. A vehicle population risk rating impact factor was derived from the real-world UK vehicle data; however,
limitations exist, and further work is required to quantify other vehicle risk assessment impact and likelihood factors.

1. Introduction and purpose

The connected car incorporates multiple technologies to allow
it to interact with the world. It senses and responds to the
environment, interacts with smartphones and apps, provides
Internet-based services, communicates directly with the
manufacturer for servicing information and software updates,
and engages in vehicle-to-vehicle and vehicle-to-infrastructure
communications [1]. Vehicle manufacturers present vehicle
connectivity as being beneficial to vehicle users. However, the
benefits of the connected car come with a downside, the
potential for threat agents to perform a vehicle cyber-attack.

The regular media reports of computer hacking, ransomware,
and data leaks demonstrate the ongoing cybersecurity issues
with connected systems. The purpose of this study is to
examine demonstrated cyber-attacks against vehicles and
investigate the potential scale of those attacks as an aid to
vehicular cyber risk assessments. |.e., does a cyber-attack only
apply to a single vehicle, or can it be scaled across a fleet of
vehicles or other vehicle populations? The potential target
population of a cyber-attack will impact a vehicles risk
assessment. Results from risk assessments will influence
cyber-attack mitigation engineering requirements and the
cyber resilience and trust of a deployed vehicle.

In section 2 the background to vehicular cybersecurity is
briefly examined, followed by a summary of the new
international initiatives requiring manufacturers to address
cyber issues throughout a vehicle’s lifecycle, including the role
of cyber risk assessments. Section 3 examines the
methodology used, with the findings in section 4 and
discussion in section 5, before the conclusion in section 6.

2. Background

Research interest in vehicular cybersecurity issues began in
earnest in the early 2000s. The Embedded Security in Cars
(escar) conferences started in Germany in 2003 [2]. The

European E-safety vehicle intrusion protected applications
(EVITA) project, 2008 to 2011, investigated the protection of
vehicle systems, categorising attack aims and motivations [3].
In 2015, security researchers demonstrated taking control of
an unaltered vehicle from a remote location via a cellular data
connection [4], requiring a recall of 1.4 million vehicles for
software updates. Continuing research and reported issues [5]
on vehicular cybersecurity, including the data collated here,
demonstrate that the attack surface of the computerised vehicle
provides multiple attack points for threat agents. The
automotive industry has responded, measures include:

e addressing issues found by security researchers [6];

e bug bounty programs [7];

e international regulations on a Software Update
Management System (SUMS) [8], and a Cyber Security
Management System (CSMS) [9] for manufactured
vehicles from the World Forum for the Harmonization of
Vehicle Regulations at the United Nations Economic
Commission for Europe (UNECE);

e international standard (ISO/SAE 21434) for cybersecurity
engineering over the lifecycle of a vehicle [10], developed
by the International Organization for Standardization
(1SO) and SAE International (SAE), previously known as
the Society of Automotive Engineers.

In the UNECE CSMS regulation and ISO/SAE 21434
standard, the management of cybersecurity risks requires a
documented and systematic risk-based approach, aimed at
addressing the cyber threats to vehicles and used to tackle the
presence of potential vulnerabilities. The regulation and
standard recognise that cybersecurity is not a point in time
issue but requires ongoing vigilance, requiring processes to
handle the response to cyber-attacks and new threats. These
processes update risk assessments and ensure threat mitigating
actions are performed.

There does exist a variety of Threat Analysis and Risk
Assessment (TARA) techniques [11], [12] that can be



deployed to record and rank cybersecurity threats, i.e.,
vulnerabilities, and provide the evidence to enable a
manufacturer to address vehicle cybersecurity. This is done by
applying targeted mitigation to reduce the risk of the identified
threats. The CSMS regulation has an appendix listing some
examples of threats with mitigation, but no example of a
TARA process. Section 15 in ISO/SAE 21434 covers a generic
TARA process, which is performed “from the viewpoint of
affected road users” [10]. Additionally, Annex H provides a
worked example on calculating a risk value.

The impact (a.k.a. severity) of a threat and the likelihood of its
occurrence are factors in determining the level of risk [13]:

Risk rating = Likelihood x Impact

A threat that is unlikely to occur and unlikely to have much of
an impact is of low risk. A higher risk threat will be due to a
higher likelihood of occurring, and/or the possibility of having
a bigger impact, giving a larger risk rating. In [14] the risk
rating is called Aggregate Risk Score (AGR) and is calculated
from impact and likelihood which are both ranked from 1 to 5,
from informational, through low, medium, high, to critical, see
Table 1. This provides a simple risk score between 1 and 25.

Table 1. A risk rating called an Aggregate Risk Score

Level Impact | Likelihood | AGR range
Score Score

Critical 5 5 20-25

High 4 4 12-19

Medium 3 3 6-11

Low 2 2 2-5

Informational 1 1 1

Compared to AGR, ISO/SAE 21434 has one less level. The
four levels are negligible, moderate, major, and severe.
However, the methodology is more complex. The levels can
be applied to the four impact categories of safety, financial,
operational, and privacy (S, F, O, P). These are combined with
attack feasibility ratings (from very low, through low, medium,
to high) to produce a risk value (i.e., a risk rating) using
matrices and/or formulas. Adherence to the ISO/SAE 21434
standard is likely to cover the CSMS requirements. However,
the specific TARA process to use by vehicle manufacturers is
not prescribed in either the regulation or the standard.
Therefore, it is likely a TARA will vary between
manufacturers and their supply chains. Yet, they will need to
meet the requirements of the standard, likely via a mapping to
the ISO/SAE methodology.

The risk ratings used to rank issues can be qualitative [15] or
quantitative [14], [16], provided they can help determine how
seriously and quickly a manufacturer needs to address
vulnerabilities. Ideally, a quantitative assessment can provide
data points for analysis and reduce subjectivity. However,
knowledge on vehicular risk assessments is still in the process
of maturing, and more quantitative evidence needs to be
established to aid a reliable quantitative vehicular TARA. In
this work, the affected vehicle population from a cyber

incident is investigated as a possible contributory impact factor
to cyber risk ratings. Modelling shows that population is
important during malware propagation [17], furthermore,
vehicle mobility may aid propagation [18] in a future incident.
Fortunately, despite an established concept of a vehicle virus
[19], debilitating vehicle malware has not (yet) been seen. If
such malware comes into existence understanding the affected
population could aid risk ranking calculations.

3. Methodology

Cybersecurity issues related to deployed vehicles were
examined. The sources include reports of events by online
media and published research. The incident year, reference,
and brief description were recorded. Details of a published
cyber incident do not always address the affected population,
therefore a qualitative judgement on the population was made,
and engineering knowledge provides confidence in that
assessment. Table 2 describes the qualitative populations used.

Table 2. Cyber-attack qualitative vehicle populations

Qualitative Description

population

Single The attack could only target a single

component component in a single vehicle

Single vehicle The attack targets a single vehicle

Single vehicle The attack could be targeted at any

model vehicle of the same make and model

Vehicle fleet The attack targets vehicles used for
specific purposes

A vehicle The attack could target several

manufacturer vehicle models from a single
manufacturer

Multiple vehicle | The attack could target several

manufacturers vehicle models from several
manufacturers

The collated data was then used to assess a possible effect the
vehicle population would have on a risk rating impact factor.
This is achieved by examining publicly available UK
registered vehicle statistics for June 2021 [20] and using the
obtained figures to derive a vehicle population impact factor.
This allowed for a mapping from the qualitative vehicle
population to the ISO/SAE 21434 impact level.

4. Findings

The 27 real-world cyber-related incidents collated in Table 3
are against vehicles that have been manufactured and sold. It
spans a 25-year period, corresponding to the increasing use of
technology and connectivity within vehicle systems. Column
1 is the year of the event/publication. Column 2 is a reference
for the issue, and column 3 has a brief description. column 4 is
the judged qualitative vehicle population. A full TARA for the
incidents listed in Table 3 is out of scope for this work. The
primary objective is to determine how the affected vehicle
population of future incidents could be an impact factor in risk
rating assessments. Plus, access to primary data would be
required for a full TARA analysis.



Table 3. A summary of vehicle cyber incidents and a qualitative estimate of the affected vehicle population

Year | Ref. | Description Qualitative population
1996 | [21] | Criminals use laptops to lower the mileage displayed single | single component
component on a vehicle’s digital odometer, known as clocking.
1998 | [22] | Spoofing tachograph data in goods vehicles. single component
2002 | [23] | Altering engine ECU code. single component
2003 | [24] | Privacy issues via eavesdropping (sniffing) on vehicle occupants. | a vehicle manufacturer
2005 | [25] | Vehicle operating system infected with a virus via Bluetooth. a vehicle manufacturer
2005 | [26] | Weak Bluetooth security allows for audio sniffing and injection. | multiple vehicle manufacturers
2005 | [27] | Aftermarket vehicle systems modification. multiple vehicle manufacturers
2005 | [28] | RFID hacking allows for vehicle and petrol theft. multiple vehicle manufacturers
2007 | [29] | Injecting false navigation information via RDS-TMC. multiple vehicle manufacturers
2010 | [30] | An ex-employee was able to disable multiple vehicle’s or sound | vehicle fleet
the horn remotely.
2010 | [31] | Wirelessly control vehicle functionality via the OBD port. single vehicle model
2010 | [32] | Track and spoof data for a Tire Pressure Monitoring System. multiple vehicle manufacturers
2011 | [14] | Compromised vehicle systems, including remote compromise | single vehicle model
over a cellular connection.
2011 | [35] | Vehicle keyless entry relay attack allows for vehicle theft. single vehicle
2013 | [36] | Alleged driver death because of vehicle compromise. single vehicle model
2015 | [4] A researcher takes control of an unmolested vehicle from a driver | single vehicle model
remotely over a cellular connection.
2015 | [33] | Researchers control a vehicle using an OBD plug-in telematics | multiple vehicle manufacturers
device.
2015 | [37] | The US Environmental Protection Agency issues a notice of | vehicle manufacturer
Violation to the Volkswagon Group over the use of a software
defeat device for emissions testing. The manufacturer’s hack
affects vehicle models from 20009.
2016 | [38] | Researchers crack a vehicle’s WiFi interface to control functions, | single vehicle model
disable the car and track vehicles.
2016 | [39] | Security researchers can control vehicle functions remotely. single vehicle model
2018 | [40] | Researchers find vulnerabilities in BMW head units and | vehicle manufacturer
telematics ECUs using fake GSM base stations.
2018 | [41] | Bluetooth vehicle connections leak personal data. multiple vehicle manufacturers
2019 | [42] | A stalker used a manufacturer’s app to track a victim and control | single vehicle
the victim’s vehicle.
2019 | [43] | A vehicle emits a Bluetooth identifier beacon that allows the | single vehicle model
vehicle to be tracked.
2019 | [44] | Cracked fleet management apps give access to thousands of | vehicle fleet
accounts allowing data to be obtained and the potential
immobilization of thousands of vehicles.
2020 | [45] | Ghost image projections cause vehicle systems to react. multiple vehicle manufacturers
2021 | [46] | Researchers reverse engineer a luxury car’s security system to | single vehicle model
enable additional key fob provisioning and vehicle theft.

Having examined the reported cyber issues, the next stage was
analysing the UK Government statistics to investigate real-
world vehicle populations of car models. The total UK
population of licensed road vehicles in June 2021 was 39.2
million. Most vehicles are cars, 33 million, comprising of 2320
car models, from which 210 models, i.e., 9.1%, make up 90%
of the cars on UK roads. To get a car model into the 90%
bracket a manufacturer needs to sell over 24,832 vehicles.
However, road vehicles are dominated by a few car models, as
shown by the skewed chart in Figure 1.

Around a third of licensed cars (36.5%) are dominated by the
top 20 models. Furthermore, ten car models dominate the top
25.2%, see Table 4, with four models above 1 million
vehicles. Therefore, a cyber-attack against a popular vehicle
model may have a bigger impact than an attack against a car
model that does not have as many vehicles on the road. For
example, hacking a Tesla Model X [46] affects a population
of 6104 vehicles, a tiny proportion, 0.02%, of all road cars.
An inconvenience to Model X owners, but potentially less



impactful than if a Ford Fiesta was attacked, which covers
4.6% of all road cars.
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Figure 1. UK road cars distribution

The analysis of the UK road car statistics is used to inform an
example mapping of vehicle population to the four levels of
the ISO/SAE 21434 impact factor. This is in Table 5. It is an
example mapping because it would likely be different for
other countries, or different at a global level.

Table 4. 25% of UK cars come from 10 car models

Rank | Car Count

1 Ford Fiesta 1511485
2 Ford Focus 1149721
3 Volkswagon Golf | 1046563
4 Vauxhall Corsa 1042273
5 Vauxhall Astra 800962
6 Volkswagon Polo | 678179
7 Nissan Qashqai 574302
8 BMW 3 Series 572089
9 Toyota Yaris 491416
10 Mini Cooper 464433

The skewed nature of the UK car model populations is
reflected in the selected impact factor. The two highest
impact factors represent 20 car models but 36.5% of the total
UK licensed car models. Row three represents 53.5% of UK
road cars, but only 189 of the UK’s 2320 models. The lowest
impact factor is 10% of UK cars but represents 2,110 car
models (and 1,429 of those models have 1,000 or fewer
vehicles on the UK roads, representing old and vintage
vehicles, or exotic cars). Many luxury cars, often with
advanced technology, would fall into the bottom 10%.

Table 5. Assigning an impact factor to vehicle population

ISO/SAE | UK Rank Vehicle population, x
Severe Top 4 (14.4%) x >= 1 million

Major 20t0 5 (22.1%) 300,000 <=x<1m
Moderate | 210to 21 (53.5%) | 25,000 <= x < 300,000
Negligible | Last to 209 (10 %) | x < 25,000

Vehicle manufacturers performing a TARA would likely
have access to vehicle model production figures, unlike the
examination of real-world cyber-attacks against vehicles in
Table 3, where six types of qualitative vehicle population
were identified. However, the qualitative population can aid
an estimated mapping to a quantitative impact factor. This is
discussed in the next section.

5. Discussion

The published automotive attacks (Table 3) can describe how
an attack is achieved, the effect on a car or vehicle system, and
suggest or demonstrate mitigation action, though some do not
discuss mitigation. However, whilst the practical attack effects
are often demonstrated, the real-world impact sees little
detailed analysis, hence the qualitative statement on the
affected vehicle population. The analysis of UK road vehicle
data can provide some quantitative data, see Table 5. This can
aid risk impact analysis. In this case, for UK vehicles, it allows
a mapping of the qualitative population to an ISO/SAE 21434
impact factor. For example, if production figures for a single
vehicle model are known the mapping is straightforward, e.g.,
a top 4 vehicle could be rated as Severe, a specialist vehicle
with very low sales as Negligible, as would a single component
or single vehicle attack. Likewise, a cyber incident that affects
a vehicle manufacturer or multiple vehicle manufacturers
could be rated Severe due to the combined count of all the
models affected, even if counts of individual model production
figures would normally fall at the Major or Moderate impact
factor level. In a multi-model vehicle fleet, total vehicle counts
can be used to obtain the impact factor from Table 5.

Another use of the vehicle population analysis would be to
support malware propagation modelling. Knowing the number
of specific vehicles allows for improved models and scenarios,
e.g., malware propagation via a popular car model compared
to a less popular car, or through all cars from a certain
manufacturer. However, car model density, e.g. in an urban
area, would need to be determined.

There are limitations in this study, it did not address data from
other countries or globally. Furthermore, future work needs to
examine how vehicle population affects risk rankings in a full
TARA analysis. In addition, more research into moving from
qualitative to quantitative assessments of vehicle technologies
would aid accuracy in risk ratings.

6. Conclusion

The new challenge for vehicle manufacturers is supporting the
CSMS regulation and ISO/SAE 21434 standard for the
execution of TARA processes for connected vehicle systems
engineering. These vehicular cyber risk assessments are
currently qualitatively focused, likely due to the lack of access
to real-world data and the reliance on cybersecurity
experience. Transforming qualitative rankings to quantitative
values allows a vulnerability risk ranking to be performed.
Any real-world data-based factor that improves the trust of the
cyber risk assessment process is beneficial. This work
examined vehicle populations as a potential contributory
impact factor in an automotive TARA. The examination of UK



road vehicle data suggests the current diversity of vehicle
populations is likely to suppress higher risk ratings for
automotive cyber-attacks. Only a few car models are sold in
large enough quantities to cause a higher rank in impact factors
unless a cyber incident affects multiple car models and
manufacturers. Targeting exotic and luxury cars, which often
carry the latest technology, is not likely to lead to high-level
risk ratings due to their low sales volumes unless other
ISO/SAE TARA factors (i.e., safety, financial, operational,
and privacy) increase the risk rating.

The affected vehicle population has had little if any,
quantification in the literature. This work begins to address
that shortcoming; however, further research is required to
provide a firmer foundation for the use of other quantitative
impact and likelihood factors within an automotive TARA.
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