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GLOSSARY

Backdoor A method of bypassing normal authentication to secure illegal remote access to a
computer

Botnet A zombie army constituted by multiple compromised computers that are exploited to
perform extensive malicious activities, including phishing, spam, DDoS attack and click fraud

Click Fraud An act that purposely sends fraudulent clicks generated via automated technology
methods, for example a bot, or via manual clicking on an ad without having any actual interest in

that ad’s link but only for the purpose of earn the per click fee for the advertiser

Cross-Site Scripting (XSS) A type of web application vulnerability which allows attackers to
bypass the security mechanisms imposed on web content by browsers

Cybercrime Any criminal activity that takes place within or by using networks of electronic
communication such as the Internet

Data Breach Any unintentional exposure, disclosure or loss of data

Domain Name System (DNS) A hierarchical distributed naming system for computers, services, or
any resource connected to the Internet or a private network

Distributed Denial of Service (DDoS) An assault on a network by using multiple computers those
act as zombies and work together to send extensive fictitious messages abnormally to increase the

amount of the targeted network to slow down or interrupt its service for a certain period

Computer Hacking An activity which intentionally access to or interference with computer
systems without authorisation

Hypertext Markup Language (HTML) A standardized system for tagging text files to achieve
font, color, graphic, and hyperlink effects on World Wide Web pages

Hypertext Transfer Protocol Secure (HTTP) A communications protocol for secure
communication over a computer network, with especially wide deployment on the Internet
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Internet Service Provider (ISP) A company that provides customers with access to the Internet
and other related services, such as website building and virtual hosting, through connections using
copper, wireless or fiber optics

JavaScript A scripting language and functional programming language which is primarily
implemented as part of a web browser in order to provide enhanced user interfaces and dynamic

websites

Malicious Software (Malware) Software programmes designed to damage or do other injurious
actions on a computer system, for example, viruses, worms, Trojan horses, and spyware

Netizen Somebody who is a good citizen of an online community

Plan-Do-Check-Act (PDCA) An iterative four-step management method used in business for the
control and continuous improvement of processes and products

Uniform Resource Locator (URL) A specific character string that constitutes a reference to a
resource.

Simple Mail Transfer Protocol (SMTP) An Internet standard for email transmission across IP
networks

Sender Policy Framework (SPF) An email validation system designed to prevent email spoofing
by verifying envelope sender addresses

Social Engineering An art that relies on human interaction for the purpose of manipulating people
into performing actions or giving away confidential information

Republic of China (ROC) Calendar The system of numbering years currently used in Taiwan.

The first year of ROC Calendar is 1912, the founding year of the ROC. For example, 2013 is the
102nd year of the ROC. Taiwanese judgments in this thesis are described in the ROC year.
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ABSTRACT

This research examines the regulation of phishing in Taiwan, particularly focusing on legal
regulation but within a context of a multi-dimensional regulatory framework which also necessarily
includes an examination of international regulation and the interaction between international and
Taiwan regulatory interfaces given the transnational nature of phishing. Phishing is a malicious
cyber activity which targets the acquisition of various types of confidential information by
deception through the use of spoofed emails and/or websites. The increasing threat of phishing to
information security has inspired a growing demand for regulation. Significant effort has been made
in academic research and by industry to develop regulatory measures for phishing, which is
dominated by technological work with comparatively little research on legal regulation. The current
legal discussion of phishing, both international and Taiwan, very often concentrates on the criminal
liability of phishers and pays little attention to the alternative role of law in the regulation of
phishing. Thus this research suggests a broader approach to legal regulation that goes beyond
criminal law and particularly addresses the role of information privacy law which constrains
phishing by ensuring the protection of personal information. Phishing has posed crucial challenges
to the traditional system in terms of both criminalization and legal enforcement. The solution that
has been mostly addressed by the existing research is cooperation. As phishing is frequently a
global phenomenon, this research suggests that an international approach involving coordination of
legal standards and cross-border cooperation of law enforcement is necessary to tackle phishing,
and also suggests that the fundamental step lies in a converged regulation of phishing consistent
with its true context.

Weak legal enforcement is a major deterrent to the effectiveness of legal regulation which
highlights a need for a broad form of regulation that goes beyond law. In addition, a successful
phishing episode involves a complex of factors including not only weakness in law but also
vulnerability of technical infrastructure, administrative system and user awareness. A single solution
is thus unlikely to deal with phishing. This research therefore suggests a multi-dimensional
regulatory framework comprising different countermeasures developed especially in the areas of
law, technology, education, and institutional network. It examines the anti-phishing approach
undertaken in Taiwan employing qualitative methods to supplement the doctrinal research. In the
context of a shortage of Taiwan scholarship on this subject, the research provides a set of
suggestions to Taiwan development of a multi-dimensional regulatory scheme.
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CHAPTER 1 INTRODUCTION

1.1. Research Questions

This thesis examines the regulation of phishing in Taiwan from a perspective which focuses on law
but within a context which also involves examination of other multi-dimensional forms of
regulation such as technical, educational and institutional networking. Inevitably, because of the
transnational nature of phishing, it is also necessary to examine the interaction between Taiwan and
international regulatory interfaces. The main questions are: what kinds of regulation are we
currently offered to tackle phishing and what kind of regulation can really help to combat phishing

effectively?

Phishing, a term that first appeared in the 1990s, refers to malicious cyber activity which targets the
acquisition of various types of confidential information, such as credit card or bank account details,
usernames, passwords, or financial or personal sensitive information. Although the study of
regulation has been long dominated by economists,® the concept of regulation has evolved and
become a multi-disciplinary field.? This thesis adopts a broad concept of ‘regulation’, which is
different from traditional top-down, command and control system?® and is not limited to

government intervention in the private domain* or a legal rule that implements that intervention®

1 Robson, William Alexander (1962), Nationalized industry and public ownership (G. Allen & Unwin);Veljanovski, Cento
(2010), 'Economic approaches to regulation', in Robert Baldwin, Martin Cave, and Martin Lodge (eds.), The Oxford
Handbook of Regulation (Oxford: Oxford University Press), 17-38.
2 Baldwin, Robert, Cave, Martin, and Lodge, Martin (2010), 'Introduction: Regulation—the Field and the Developing
Agenda’, in Robert Baldwin, Martin Cave, and Martin Lodge (eds.), The Oxford Handbook of Regulation (Oxford: Oxford
University Press), 3-13.
3 Trubek, David M and Trubek, Louise G (2007), 'New Governance & Legal Regulation: Complementarity, Rivalry, and
Transformation', Columbia Journal of European Law, Summer.
4 Mill, John Stuart (1848), 'Principles of Political Economy With Some of Their Applications to Social Philosophy. 1857',
George Routledge and Sons, Manchester.
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but refers to any form of force that constrains, controls or adjusts certain behaviour or activity. In
the context of phishing, ‘regulation’ involves any force that makes it possible to prevent phishing or
which helps to diminish the potential damage which phishing is likely to cause by increasing the
cost or difficulty of performing phishing and/or making phishing attacks less productive. A
regulation of phishing, in this sense, can be any form of countermeasures against phishing; for
example, hard law and soft law, hardware and software what Lessig called ‘Code’,® network
governance’ such as administrative networking of domains and websites connected by public or

private sectors, or education and training programmes.®

For the purposes of this thesis, the forms of regulation are categorized into four: law, technology,
institutional network, and education. In particular, because of the transnational nature of phishing, it
is necessary to consider both national and international regulation. The focus is on legal regulation,
including national and international laws, both hard and soft law, law enforcement and other legal
approaches that have been adopted against phishing, in order to provide a fuller picture of the
regulation of phishing. Nevertheless, it is suggested that legal regulation must be considered in the

context of other forms of regulation.

It is not easy to know the solutions that phishing really demands if we do not have an adequate
understanding about the nature of phishing — how phishing is organized and practiced, the potential
damage that phishing may cause, and why phishing can succeed. It is also necessary to consider the
functions, limitations and interactions of different kinds of regulation, so that we can have a better
idea of the extent to which each regulation is able to address phishing and the efforts that should be

prioritized or improved to effectively combat phishing.

5 Baron, David P (1989), 'Design of regulatory mechanisms and institutions', in Richard Schmalensee and Robert Willig
(eds.), Handbook of industrial organization (2), 1347-447.
6 Lessig, L (2006), Code: version 2.0 (2 edn.: New York: Basic Books).
7 Castells, Manuel (2011), 'Network Theory| A Network Theory of Power', International Journal of Communication, 5,
15.
8 The scope of regulation will be further discussed in Chapter 7, section 7.3.1.
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A number of factors have led to the selection of Taiwan as a case study. Taiwan has a
well-developed information technology infrastructure, with many similarities to the developed East
Asian countries. It also has a high incidence of phishing and a strong demand for effective
regulation, but yet, it faces particular difficulties in establishing an effective regulatory regime. Also,
as my home country, it has provided me with a good understanding of the situation and access to the

necessary resources involved in this research.

As phishing is frequently a transnational phenomenon, apart from the primary domain of Taiwan, it
is necessary to consider other jurisdictions and especially forms of cross-border cooperation.
Therefore, this research includes exploration of global and Asia-Pacific regulatory regimes of
personal data protection and the harmonization of legal standards between different levels. It also
includes examination of the legal frameworks that have been developed against phishing or
identity-related cybercrime nationally and internationally and the international initiatives that have

been proposed to enhance cross-border investigation and prosecution.

To provide an analysis of the practical engagement of different stakeholders in Taiwanese
anti-phishing work, it was considered necessary to conduct an empirical study through holding
interviews with the experts selected from various fields to supplement the doctrinal research given
the shortage of Taiwanese research-based literature on this subject. ‘Stakeholder’ herein refers to
any person or entity which is, in certain aspects, directly related to phishing, such as potential
victims, financial institutions, domain registrars or registries, ISPs (Internet services provider),
CERTs (Computer Emergency Response Teams), technology industry, and law enforcement

agencies.

This research involves examination of
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. What phishing is, how it works, and why it can be successful

. Why Taiwan has been in the peculiar dilemma of combating phishing and why Taiwan’s
experience in regulating phishing is valuable to anti-phishing research

. Whether Taiwanese laws, in particular the Criminal Code, are capable of adequately dealing
with phishing and the extent to which they are able to address phishing

. Why information privacy protection is important to the regulation of phishing

. What specific requirements for personal information protection have arisen from phishing,
how these requirements have been addressed in Taiwan legislation as well as the global and
regional legal regimes, and the harmonization of national and international legal standards in
relation to personal data protection

What challenges have been posed by phishing to legal systems and law enforcement and the
legal responses that have been made, both nationally and internationally

. Why a multi-dimensional regulatory framework is necessary to deal with phishing, how
different forms of regulation function and interact and whether they are effective

. What progress Taiwan has made to develop an anti-phishing scheme based on the joint efforts
of various stakeholders, how and to what extent the major stakeholders engage in this work,

how they assess the work, and what improvements may be required for future work

1.2. Related Research

It is necessary to examine the previous research efforts related to this subject before highlight the

contribution that this thesis aims to make. The academic work on phishing has been diverse, and the

book by Jakobsson and Myers® which provides an explicit analysis of phishing and its

9 Jakobsson, Markus and Myers, Steven (2007), Phishing and countermeasures: understanding the increasing problem
of electronic identity theft (John Wiley & Sons).
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countermeasures can be a very useful starting point. Researchers have tried to understand the costs
that phishing may incur,*® the techniques employed by phishers,! the reasons why people fall for
phish,2 and who are more likely to fall victim.?® Significant research efforts have been devoted to
the development of phishing countermeasures within various spheres. Several researchers have
provided an overview of different types of anti-phishing measures.!* A variety of technical tools

have been proposed to prevent phishing messages from reaching users by phishing email filters®® or

10 Anderson, Ross, et al. (2013), 'Measuring the Cost of Cybercrime', in Rainer Béhme (ed.), The Economics of
Information Security and Privacy, 265-300;Herley, Cormac and Florencio, Dinei (2009), 'A profitless endeavor: phishing
as tragedy of the commons', Proceedings of the 2008 workshop on New security paradigms (ACM), 59-70;Levi, Michael
and Burrows, John (2008), 'Measuring the Impact of Fraud in the UK A Conceptual and Empirical Journey', British
Journal of Criminology, 48 (3), 293-318;Myers, Steven (2006), 'Introduction to Phishing', in Markus Jakobsson and
Steven Myers (eds.), Phishing and countermeasures: understanding the increasing problem of electronic identity theft
(John Wiley & Sons).
11 Bose, Indranil and Leung, Alvin Chung Man (2007), 'Unveiling the mask of phishing: threats, preventive measures,
and responsibilities', Communications of the Association for Information Systems, 19;Claburn, Thomas (2010),
"Tabnapping' attack simplifies phishing ', InformationWeek, 25 May 2010;Emigh, Aaron (2005), 'Online identity theft:
phishing technology, chokepoints and countermeasures', ITTC Report on Online Identity Theft Technology and
Countermeasures;Grebb, Michael (2005), 'Crime: Crooks Get Behind Plow: 'Pharming' harvests a new crop of thieves',
Bank Technology News, 1 March 2005;Holz, Thorsten, et al. (2008), 'Measuring and Detecting Fast-Flux Service
Networks', NDSS;Irani, Danesh, et al. (2008), 'Evolutionary study of phishing', eCrime Researchers Summit, 2008 (IEEE),
1-10;Karlof, Chris, et al. (2007), 'Dynamic pharming attacks and locked same-origin policies for web browsers',
Proceedings of the 14th ACM conference on Computer and communications security (Alexandria, VA, USA: ACM),
58-71;McMillan, Robert (2006), 'Who or what is 'Rock Phish' and why should you care?', PCWorld.
<http://www.pcworld.com/article/128175/article.html>, accessed September 16 2014;Milletary, Jason (2005),
"Technical trends in phishing attacks', (CERT Coordination Center, Carnegie Mellon University );Nazario, Jose and Holz,
Thorsten (2008), 'As the net churns: Fast-flux botnet observations', 3rd International Conference on Malicious and
Unwanted Software 2008 (MALWARE 2008) (IEEE), 24-31;Parmar, Bimal (2012), 'Protecting against spear-phishing',
Computer Fraud & Security, 2012 (1), 8-11;Stamm, Sid, Ramzan, Zulfikar, and Jakobsson, Markus (2007), 'Drive-by
pharming', in Hideki Imai and Gullin Wang (eds.), Information and Communications Security (Springer),
495-506;Vijayalekshmi, S and Rabara, S Albert (2010), 'Fending finanicial transaction from phishing attack’', The 2nd
International Conference on Trendz in Information Sciences & Computing (TISC), 2010 (Chennai, India: IEEE), 171-75.
12 Bakhshi, Taimur, Papadaki, Maria, and Furnell, Steven (2009), 'Social engineering: assessing vulnerabilities in
practice', Information management & computer security, 17 (1), 53-63;MacEwan, Neil (2013), 'A Tricky Situation:
Deception in Cyberspace', The Journal of Criminal Law, 77 (5), 417-32;Workman, Michael (2008), 'Wisecrackers: A
theory-grounded investigation of phishing and pretext social engineering threats to information security', Journal of
the American Society for Information Science and Technology, 59 (4), 662-74.
13 Ademaj, Ilir and Schuck, Amie M. (2009), 'Internet security: Who is leaving the 'virtual door' open and why?', First
Monday, 14 (1), 1-1;Kumaraguru, Ponnurangam, et al. (2008), 'Lessons from a real world evaluation of anti-phishing
training', eCrime Researchers Summit, 2008 (IEEE), 1-12;Martin, Tim (2009), 'Phishing for answers: Factors influencing
a participant's ability to categorize email', Comput. Changing World, Portland, OR;Sheng, Steve, et al. (2010), 'Who falls
for phish?: a demographic analysis of phishing susceptibility and effectiveness of interventions', Proceedings of the
SIGCHI Conference on Human Factors in Computing Systems (Atlanta, USA: ACM), 373-82.
14 Bose and Leung (2007), op. cit;Emigh (2005), op. cit;Hong, Jason (2012), 'The state of phishing attacks',
Communications of the ACM, 55 (1), 74-81;Huang, Huajun, Tan, Junshan, and Liu, Lingxi (2009), 'Countermeasure
techniques for deceptive phishing attack’, International Conference on New Trends in Information and Service Science
(NISS'09) (Beijing, China: IEEE), 636-41;Jakobsson and Myers (2007), op. cit;Purkait, Swapan (2012), 'Phishing counter
measures and their effectiveness - literature review', Information Management & Computer Security, 20 (5), 382-420.
15 Abu-Nimeh, Saeed, et al. (2007), 'A comparison of machine learning techniques for phishing detection', Proceedings
of the anti-phishing working groups 2nd annual eCrime researchers summit (Pittsburgh, PA, USA: ACM), 60-69;Basnet,
17



email sender authentication®® or block phishing websites through the use of anti-phishing toolbars?’

or heuristic-based classification by URL features'® or website content.’® Some researchers have

Ram, Mukkamala, Srinivas, and Sung, Andrew H (2008), 'Detection of phishing attacks: A machine learning approach’,
in Bhanu Prasad (ed.), Soft Computing Applications in Industry (Springer), 373-83;Bergholz, André, et al. (2010), 'New
filtering approaches for phishing email’, Journal of computer security, 18 (1), 7-35;Ceesay, Ebrima N (2008), 'Mitigating
phishing attacks: a detection, response and evaluation framework', (University of California at Davis);Chandrasekaran,
Madhusudhanan, Narayanan, Krishnan, and Upadhyaya, Shambhu (2006), 'Phishing email detection based on
structural properties', NYS Cyber Security Conference, 1-7;Fette, lan, Sadeh, Norman, and Tomasic, Anthony (2007),
'Learning to detect phishing emails', Proceedings of the 16th international conference on World Wide Web (Banff,
Alberta, Canada: ACM), 649-56;Fette, Sadeh, and Tomasic (2007), op. cit;Islam, Rafiqul and Abawajy, Jemal (2013), 'A
multi-tier phishing detection and filtering approach’, Journal of Network and Computer Applications, 36 (1), 324-35.
16 Adida, Ben, Hohenberger, Susan, and Rivest, Ronald L (2005), 'Fighting phishing attacks: A lightweight trust
architecture for detecting spoofed emails', in Drew Dean and Markus Jakobsson (eds.), DIMACS Workshop on Theft in
E-Commerce: Content, ldentity, and Service (University, Piscataway, NJ, USA);Garfinkel, Simson L, et al. (2005), 'How to
make secure email easier to use', in Wendy Kellogg, et al. (eds.), Proceedings of the SIGCHI conference on Human
factors in computing systems (Portland, OR, USA: ACM), 701-10;Herzberg, Amir (2009b), 'DNS-based email sender
authentication mechanisms: A critical review', Computers & security, 28 (8), 731-42;Lininger, Rachael and Vines,
Russell Dean (2005), Phishing: cutting the identity theft line (John Wiley & Sons);Watson, Brett (2004), 'Beyond Identity:
Addressing Problems that Persist in an Electronic Mail System with Reliable Sender Identification', The First Confernece
on Email and Anti-Spam (CEAS) (Mountain view, California, USA).
17 Apple 'Safari: phishing website warning', <http://support.apple.com/kb/PH17210>, accessed August 15 2014;Chou,
Neil, et al. (2004), 'Client-Side Defense Against Web-Based Identity Theft', in Clifford Neuman, Michael Reiter, and Dan
Boneh (eds.), The 11th Annual Network and Distributed System Security Symposium (NDSS Symposium 2004) (San
Diego, California, USA);Google 'Google safe browsing for firefox',
<http://www.google.com/tools/firefox/safebrowsing/>, accessed August 15 2014;Kirda, Engin and Kruegel,
Christopher (2005), 'Protecting users against phishing attacks with antiphish', 29th Annual International Computer
Software and Applications Conference (COMPSAC) (1; Hong Kong, China: IEEE), 517-24;McAfee 'McAfee SiteAdvisor',
<http://www.siteadvisor.com/howitworks/index.html>, accessed August 16 2014;Microsoft 'SmartScreen Filter',
<http://www.microsoft.com/en-gh/security/online-privacy/smartscreen.aspx>, accessed August 15 2014;NETCRAFT
'Netcraft anti-phishing toolbar', <http://toolbar.netcraft.com/>, accessed August 15 2014.
18 Alsalman, Rami (2012), 'MALURLS: A Lightweight Malicious Website Classification Based on URL Features', Journal of
Emerging Technologies in Web Intelligence, 4 (2), 128-33;Garera, Sujata, et al. (2007), 'A framework for detection and
measurement of phishing attacks', in Christopher Kruegel (ed.), Proceedings of the 2007 ACM workshop on Recurring
malcode (Alexandria, VA, USA: ACM), 1-8;Hsu, Cheng-Hsin, Wang, Polo, and Pu, Samuel (2011), 'ldentify fixed-path
phishing attack by STC', in Vidyasagar Potdar (ed.), Proceedings of the 8th Annual Collaboration, Electronic messaging,
Anti-Abuse and Spam Conference (Perth, Australia: ACM), 172-75.
1% Chen, Kuan-Ta, et al. (2009), 'Fighting phishing with discriminative keypoint features', Internet Computing, IEEE, 13
(3), 56-63;Chen, Teh-Chung, Dick, Scott, and Miller, James (2010), 'Detecting visually similar Web pages: Application to
phishing detection', ACM Transactions on Internet Technology (TOIT), 10 (2), 5;Liu, Wenyin, et al. (2006), 'An
antiphishing strategy based on visual similarity assessment', Internet Computing, IEEE, 10 (2), 58-65;Ludl, Christian, et
al. (2007), 'On the effectiveness of techniques to detect phishing sites', in Bernhard M. Hammerli and Robin Sommer
(eds.), Detection of Intrusions and Malware, and Vulnerability Assessment (4579: Springer), 20-39;Medvet, Eric, Kirda,
Engin, and Kruegel, Christopher (2008), 'Visual-similarity-based phishing detection', Proceedings of the 4th
international conference on Security and privacy in communication netowrks (Istanbul, Turkey: ACM), 22;Nirmal, K,
Ewards, SE Vinodh, and Geetha, K (2010), 'Maximizing online security by providing a 3 factor authentication system to
counter-attack'Phishing", 2010 International Conference on Emerging Trends in Robotics and Communication
Technologies (INTERACT) (IEEE), 388-92;Pan, Ying and Ding, Xuhua (2006), 'Anomaly based web phishing page
detection', in Bob Werner (ed.), 22nd Annual Computer Security Applications Conference (ACSAC'06) (Miami Beach,
Florida, USA IEEE), 381-92;Wenyin, Liu, et al. (2005), 'Detection of phishing webpages based on visual similarity’,
Special interest tracks and posters of the 14th international conference on World Wide Web (Chiba, Japna: ACM),
1060-61;Xiang, Guang and Hong, Jason | (2009), 'A hybrid phish detection approach by identity discovery and
keywords retrieval', Proceedings of the 18th international conference on World wide web (Madrid, Spain: ACM),
571-80;Zhang, Yue, Hong, Jason |, and Cranor, Lorrie F (2007a), 'Cantina: a content-based approach to detecting
phishing web sites', Proceedings of the 16th international conference on World Wide Web (Banff, AB, Canada: ACM),
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focused on the strategy of ‘notice-and-takedown’ to remove phishing websites as soon as they are
detected to break the chain of a phishing attack.?’ Teaching users to spot spoofed emails or
websites and enabling them to engage in online secure behaviours by education or training is
another important method proposed by researchers to combat phishing.?t While nearly all the
proposed methods claimed to have shown very good performance in combating phishing, some
researchers have tried to assess the usability and effectiveness of phishing countermeasures,

including technical tools,?? education® and takedown strategy,?* and indicate various weaknesses

639-48;Zhang, Haijun, et al. (2011), 'Textual and visual content-based anti-phishing: a Bayesian approach', Neural
Networks, IEEE Transactions on, 22 (10), 1532-46.
20 Moore, Tyler and Clayton, Richard (2007), 'Examining the impact of website take-down on phishing', Proceedings of
the anti-phishing working groups 2nd annual eCrime researchers summit (Pittsburgh, PA, USA: ACM), 1-13;--- (2008),
'The consequence of non-cooperation in the fight against phishing', eCrime Researchers Summit, 2008 (IEEE), 1-14;---
(2009), 'The impact of incentives on notice and take-down', in M. Eric Johnson (ed.), Managing Information Risk and
the Economics of Security (Springer), 199-223;Nero, Philip J, et al. (2011), 'Phishing: Crime that pays', eCrime
Researchers Summit, 2011 (San Diego, USA: IEEE), 1-10;NETCRAFT 'Phishing Site Takedown & Countermeasures',
Netcraft Inc. <http://www.netcraft.com/anti-phishing/phishing-site-takedown/>, accessed August 15 2014.
21 Jerram, Cate, et al. (2012), 'Why do some people manage phishing e-mails better than others?', Information
Management & Computer Security, 20 (1), 18-28;Kumaraguru et al. (2008), op. cit;Kumaraguru, Ponnurangam (2009),
Phishguru: a system for educating users about semantic attacks (ProQuest);Kumaraguru, Ponnurangam, et al. (2009),
'School of phish: a real-world evaluation of anti-phishing training', Proceedings of the 5th Symposium on Usable Privacy
and Security (SOUPS) (Google in Mountain View, CA, USA: ACM), 3;Kumaraguru, Ponnurangam, et al. (2010), 'Teaching
Johnny not to fall for phish', ACM Transactions on Internet Technology (TOIT), 10 (2), 7;Robila, Stefan A and Ragucci,
James W (2006), 'Don't be a phish: steps in user education', ACM SIGCSE Bulletin (38: ACM), 237-41;Sheng, Steve, et al.
(2007), 'Anti-phishing phil: the design and evaluation of a game that teaches people not to fall for phish', Proceedings
of the 3rd symposium on Usable privacy and security (Pittsburgh, PA, USA: ACM), 88-99;Sheng et al. (2010), op. cit;von
Solms, R. (2013), 'Phishing for phishing awareness', Behaviour & Information Technology, 32 (6), 584-93;Von Solms
(2013), op. cit;Yang, Che-Ching, et al. (2012), 'Building an Anti-phishing Game to Enhance Network Security Literacy
Learning', in Ignacio Aedo, et al. (eds.), 2012 IEEE 12th International Conference on Advanced Learning Technologies
(ICALT) (Rome, Italy: IEEE), 121-23.
22 Aburrous, Maher, et al. (2010), 'Experimental case studies for investigating e-banking phishing techniques and
attack strategies', Cognitive Computation, 2 (3), 242-53;Dhamija, Rachna, Tygar, J Doug, and Hearst, Marti (2006), 'Why
phishing works', in Rebecca Grinter, et al. (eds.), Proceedings of the SIGCHI conference on Human Factors in computing
systems (Montreal, Canada: ACM), 581-90;Downs, Julie S, Holbrook, Mandy B, and Cranor, Lorrie Faith (2006),
'Decision strategies and susceptibility to phishing', Proceedings of the second symposium on Usable privacy and
security (ACM), 79-90;Egelman, Serge, Cranor, Lorrie Faith, and Hong, Jason (2008), 'You've been warned: an empirical
study of the effectiveness of web browser phishing warnings', in Mary Czerwinski, Arnie Lund, and Desney Tan (eds.),
Proceedings of the SIGCHI Conference on Human Factors in Computing Systems (Florence, Italy: ACM),
1065-74;Herzberg, Amir (2009a), 'Why Johnny can't surf (safely)? Attacks and defenses for web users', Computers &
Security, 28 (1), 63-71;Schechter, Stuart E, et al. (2007), 'The emperor's new security indicators', 2007 IEEE Symposium
on Security and Privacy (Oakland, California, USA: IEEE), 51-65;Wu, Min, Miller, Robert C, and Garfinkel, Simson L
(2006b), 'Do security toolbars actually prevent phishing attacks?', in Rebecca Grinter, et al. (eds.), Proceedings of the
SIGCHI conference on Human Factors in computing systems (Montreal, Canada: ACM), 601-10;Zhang, Yue, et al.
(2007b), 'Phinding phish: Evaluating anti-phishing tools', Proceedings of the 14th Annual Network and Distributed
System Security Symposium (NDSS 2007) (San Diego, CA, USA).
2 Anandpara, Vivek, et al. (2007), 'Phishing |Q tests measure fear, not ability', in Sven Dietrich and Rachna Dhamija
(eds.), Financial Cryptography and Data Security (Springer), 362-66;Davinson, Nicola and Sillence, Elizabeth (2010), 'It
won't happen to me: Promoting secure behaviour among internet users', Computers in Human Behavior, 26 (6),
1739-47.
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in different types of countermeasures Every countermeasure has its strengths and weaknesses which
may prove that a single perfect solution may not exist. Therefore, it has been suggested by
researchers that a combined approach incorporating strategies from multiple interfaces may be the

only solution to phishing.?®

However, in comparison with the above countermeasures, there are much fewer studies of legal
approaches on this subject, most of which have concentrated on the examination of criminal laws in
terms of liability rules and legal reforms.?® A similar state of anti-phishing research development
can be sensed in Taiwan too. While Taiwanese scholarship on phishing countermeasures could
barely be found prior to 2008, with only a few research proposals of authentication protocol for
spoofed emails and websites,?’ the existing scholarship which has increased in volume but is

significantly dominated by the studies of technical methods for detection of phishing websites.?

2 Moore and Clayton (2009), op. cit;Varghese, Thomas 'Phishing Site Takedown Services — Does this really prevent
identity theft?', (updated 31 August 2008)
<https://blogs.oracle.com/Bornldentity/entry/phishing_site_takedown_service>, accessed 10 July 2014.
25 Lynch, Jennifer (2005), 'ldentity theft in cyberspace: crime control methods and their effectiveness in combating
phishing attacks', Berkeley Tech. LJ, 20, 259;McNealy, Jasmine E (2008), 'Angling for phishers: legislative responses to
deceptive e-mail', Comm. L. & Pol'y, 13 (2), 275-300;Sullins, Lauren L (2006), 'Phishing for a Solution: Domestic and
International Approaches to Decreasing Online Identity Theft', Emory Int'l L. Rev., 20, 397;Wilson, Carly and Argles,
David (2011), 'The fight against phishing: Technology, the end user and legislation', 2011 International Conference on
Information Society (i-Society) (IEEE), 501-04.
26 Almerdas, Suhail (2014), 'The Criminalisation of Identity Theft under the Saudi Anti-Cybercrime Law 2007, Journal
of International Commercial Law and Technology, 9 (2), 80-93;Bainbridge, David (2007), 'Criminal law tackles computer
fraud and misuse', Computer Law & Security Review, 23 (3), 276-81;Dinna, NMN, et al. (2007), 'Managing legal,
consumers and commerce risks in phishing', Proceedings of World Academy of Science Engineering and Technology (26:
ACM Press), 562-7;Granova, Anna and Eloff, JHP (2005), 'A legal overview of phishing', Computer Fraud & Security,
2005 (7), 6-11;Lynch (2005), op. cit;McGowan, Laura (2006), 'Criminal Law Legislation Update', J. Crim. L., 71,
184;Mcnealy (2008), op. cit;Nappinai, NS (2009), 'Cyber crime law in india: Has law kept pace with emerging trends?
an empirical study', Journal of International Commercial Law and Technology, 5 (1), 22-28.
27 Chang, Kai-Jie and Chang, Chin-Chen (2007), 'An e-mail signature protocol for anti-spam work-in-progress', in Li
Jianzhong, Lee Wang-Chien, and Fabrizio Silvestri (eds.), Proceedings of the 2nd international conference on Scalable
information systems (Suzhou, China: ICST (Institute for Computer Sciences, Social-Informatics and Telecommunications
Engineering)), 1-2;Fang, Wen-Pinn (2007), 'Visual Cryptography in reversible style', The Third International Conference
on Intelligent Information Hiding and Multimedia Signal Processing (IIHMSP 2007) (1: IEEE), 519-24.
28 Chen et al. (2009), op. cit;Hsu, Wang, and Pu (2011), op. cit;Huang, Chun-Ying, et al. (2010), 'Mitigate web phishing
using site signatures', TENCON 2010-2010 IEEE Region 10 Conference (Fukuoka, Japan: IEEE), 803-08;Lee, Wei-Bin, et al.
(2011), 'An Anti-phishing User Authentication Scheme without Using a Sensitive Key Table', in Xiamu Niu, et al. (eds.),
2011 Seventh International Conference on Intelligent Information Hiding and Multimedia Signal Processing (IIH-MSP)
(Dalian, China: IEEE), 141-44;Lin, Chia-Chen and Chiang, Po-Hsuan (2009), 'A Novel Mutual Authentication Based on
Data Embedding Technique', in Jeng-Shyang Pan, Yen-Wei Chen, and Lahmi C. Jain (eds.), Fifth International Conference
on Intelligent Information Hiding and Multimedia Signal Processing (IIH-MSP'09) (Kyoto, Japan: IEEE), 274-77;Lin,
Min-Sheng, et al. (2013), 'Malicious URL filtering—A big data application’, in Xiaohua Hu, et al. (eds.), 2013 IEEE
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Only one piece of scholarly work could be found that directly addresses the legal regulation of
phishing, but this only focuses on criminal liability.?°® In 2010, Taiwan manifested its ambition to
combat phishing through joint efforts of the stakeholders from various regulatory interfaces by
introducing two important anti-phishing initiatives, Taiwan Anti-Phishing Working Group and
Anti-Phishing Notification Window. This is a milestone in the progress of Taiwan’s anti-phishing
work but has not received any attention from researchers. There is a lack of research that examines

the practical engagement of different stakeholders in current anti-phishing work.

Sheng et al.®® conducted the first study that integrated the opinions of the experts from various
areas on the state of phishing attacks, the countermeasures need to implemented, and the incentives
of various stakeholders in relation to anti-phishing work by carrying out 31 semi-structured
interviews. The field work that I have conducted is similar to Sheng’s work in the sense that both
invited the experts from different fields and sought their opinions on phishing countermeasures that
have been implemented and should be complemented. However, the Sheng et al study represented a
US-centric view and its focus was on where the efforts should be placed to achieve effective action
by asking the experts to specifically prioritize the recommendations on a list compiled by the
authors, whereas my study represented a view of Taiwan aiming to examine the role of each
stakeholder in the fight against phishing through interviews by using the interview questionnaires

designed individually for each interviewee given the differences in their working background.!

1.3. Research Contribution

International Conference on Big Data (Santa Clara, CA, USA: IEEE), 589-96.
29 Hsueh, Chih-Jen (2013), 'Criminal Penalties for Phishing', Soochow Law Review, 24 (3), 149-85.
30 sheng, Steve, et al. (2009a), 'Improving phishing countermeasures: An analysis of expert interviews', Proceedings of
the 4th APWG eCrime Researchers Summit, 2, 4.
31 More discussion of the study of Sheng et al., see Chapter 7, section 7.8.2.
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1.3.1. A fuller picture of legal regulation of phishing

Law has been a typical regulator prevalently adopted in both real and virtual world to constrain
certain behaviours by setting rules and imposing sanctions on the rule violators. Legal prohibition is
an essential element to make a phishing attacker accountable for his attempt, and law may also
serve other roles in the regulation of phishing. The unique function of law in combating phishing
should be properly addressed. However, after a review of the related work, we can find an apparent
shortage of legal research on the regulation of phishing. The current legal debates over phishing
mostly focus on legal reform for phishing or application of existing criminal rules to phishing but
with inadequate understanding about the characteristics of phishing and little consideration of the
complex legal nature of phishing. This thesis aims to contribute a fuller picture of legal regulation
of phishing by exploring the compatibility of the elements of the relevant provisions and the
conduct of phishing and investigating the effectiveness of law enforcement in order to understand
the extent to which legal regulation is capable of dealing with phishing. Although this exploration is
based on Taiwanese legal regulation, it also looks into the national laws in other domains and
international laws, both hard and soft law, in relation to phishing and particularly addresses the
harmonization of legal standards set up at different levels and legal enforcement cooperation across

borders.

1.3.2. A broader legal regulation of phishing beyond criminal laws

Another contribution this thesis aims to make is to highlight the relationship between information
privacy and phishing and provide an analysis of the role of personal information protection laws in
combating phishing in multiple dimensions. As aforementioned, the current legal studies of
phishing very often concentrate on the function of criminal laws. While criminal law has an

important role in standard setting to determine the boundaries of permissible behaviour and penalize
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those who do not comply, its regulatory power over phishing is usually restricted by weak legal
enforcement, which is especially true in the case of Taiwan. This thesis argues that phishing
demands a broader thinking of legal regulation that goes beyond criminal laws and suggests that the
role of substantial personal information protection should be properly addressed to achieve effective

regulation of phishing.

1.3.3. Multi-dimensional regulatory framework of phishing

A successful phishing attack not only exposes the weakness in legal protection but also unveils the
vulnerabilities existing in technical infrastructure, inadequate awareness and knowledge of
information security, and weak administration of domain and websites. Legal solutions may be part
of the answer; however, these alone are not able to adequately address the problem of phishing
especially in the context of weak legal enforcement. This highlights a need for seeking a broader
form of regulation that goes beyond laws. A specific contribution of this thesis is to propose a
multi-dimensional regulatory framework which comprises four interacting forms of countermeasure:
law, technology, education, and institutional network. Each form of regulation has its particular role
in combating phishing and functions differently against each step of the process of a phishing

attack.

Laws, especially criminal laws, have been a regulator employed to deter phishing attempts by
imposing a threat of punishment on the perpetrator. Technology is important in the regulation of
phishing, as it can physically constrain phishers from performing attacks through the codes
embedded in the hardware or software. Institutional networks regulate phishing by interrupting the
performance of phishing attacks through close connection and cooperation between different
organizations involved. The best example of institutional network for phishing is

notice-and-takedown strategy of phishing websites. Teaching users to spot phishing and act as
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educated users about information security is also an important measure to curb phishing activities,
as it helps users to protect themselves and other users which in turn reduces the success

probabilities of phishing attacks.

Although each form of regulation has its strengths and weaknesses, a combined approach
incorporating different forms of regulation may be the best solution which maximums their
regulatory power while minimizes the problems that may impede their effectiveness. However, it
should be borne in mind that the proposed framework is not intended to be an elixir strategy but

provide a basic model containing the key elements of developing forms of regulation.

1.3.4. An empirical analysis of experts’ interviews

The thesis provides an analysis of the roles of different stakeholders in Taiwan’s anti-phishing work
by conducting an empirical study through holding interviews with the key persons selected from
different fields, including legal, technological, and administrative experts, to learn about their
practical engagement in the anti-phishing work and seek their expertise on the performance of the
current work as well as their suggestions for future work. This is a small-scale field work, but is the
first study that synthesizes the opinions of Taiwanese experts from different fields, and examines
the efforts that various stakeholders have devoted and are expected to devote to the Taiwanese

anti-phishing work.

1.4. Research Methodology

The goal of this research is to analyze the multi-dimensional regulation of phishing, with a
particular focus on the legal regulation of cybercrime and personal information protection in Taiwan

and the interaction between the regulatory interfaces on different levels. The examination of
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multi-dimensional regulatory schemes on national and international levels is primarily based on
existing documents and resources. However, Taiwanese scholarship on the regulation of phishing,
as | have mentioned in section 2.1, is largely dominated by the discussions of technology with very
little attention to other dimensions. In order to provide a deeper understanding of a social
phenomenon and shed light on this unexplored problem, it was hence decided to pursue a

qualitative study to supplement the doctrinal research.?

1.4.1. Documentary and comparative analysis

In order to obtain a comprehensive understanding of how and to what extent phishing is regulated
within different dimensions, a wide range of documentary materials, including, policy documents,
legislation, case law and secondary literatures including academic papers, national and international

newspapers, and Internet resources, were gathered and reviewed.

The Council of Europe Convention on Cybercrimes has provided a fundamental guide for both
European and non-European countries in altering or formulating their national laws on cybercrime.
Taiwan also used the Convention as a precedent in the large-scale legal amendment of the Criminal
Code in 2003 which added a new chapter on the offences against computer use. The first data
protection law of Taiwan was passed in 1995 largely built upon the OECD Guidelines
(Organization for Economic Cooperation and Development Guidelines Governing the Protection of
Privacy and Transborder Flows of Personal Data). In addition, the enactment of the Personal
Information Protection Act in 2010 incorporated several data protection principles set out by the EU
Directive (Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995

on the Protection of Individuals with regard to the Processing of Personal Data and on the Free

32 Creswell, John W (2013), Research design: Qualitative, quantitative, and mixed methods approaches (2 edn.: Sage).
Silverman, David (2001), Interpreting qualitative data: methods for analyzing talk, text and interaction (London: Sage).
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Movement of such Data) and adopted the APEC (Asia-Pacific Economic Cooperation) Privacy
Principles for a greater harmonization with international standards of personal data privacy.
Through conducting a comparative analysis, this research examines correlations among regulations
between different interfaces — global, regional and Taiwan — especially in the aspect of the legal

protection of personal data and criminal law.

1.4.2. Qualitative study in Taiwan

Background

As indicated above, the thesis is primarily based on existing documents and secondary resources,
and the field work is only supplementary. Given this, combined with the limited time and resources
available to the researcher, it was decided to conduct a small-scale field work, with the participation
of eight interviewees in total. Nevertheless, each interviewee was representative of a very small
cohort of stakeholders involved in anti-phishing work and was able to provide valuable qualitative
information. Further research is intended to build on this valuable study by involving a larger cohort
as well as to focus on the interaction between the various stakeholders. This field work was

conducted between April and May 2009 and between September and October 2011.

Selection of sample

The primary objective in selecting the participants was to ensure that expertise in multiple
perspectives about the regulation of phishing was well represented. Thus the participants were
chosen from different fields to include legal, administrative and technological experts. For the
purpose of anonymity, this research does not provide detailed information about the participants but

only briefly describes each one’s background and explains the reason why they were chosen.
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Three legal experts were selected; one is the principal lawmaker for the cybercrime laws of Taiwan
enacted in 2003 and the other two are police officers from specialized investigation units dealing
with Internet crime. The main reason of this selection was to learn about the legal regulation of
phishing cases, including the making and application of legislation and the practical operation of the
investigation and prosecution work. It is noteworthy that the lawmaker expert was also a prosecutor
and now is executive of an online merchant. A variety of information could be learnt from this
expert, including legislation application, prosecution of phishers, and the anti-phishing policy and
measures that an online merchant usually takes. Two experts from different information security
industries also provided their knowledge about the development and effectiveness of anti-phishing
technology. These two industries were chosen because they are major companies for information
security services and products in terms of market share that have been in existence for over ten

years.

In order to acquire an understanding of how and to what extent an ISP engages in anti-phishing
work, one participant was selected from the information security department of the leading ISP of
Taiwan. The other two participants of the administrative area were chosen from the National
Communications Commission of Taiwan (NCC) and the Taiwan Network Information Center
(TWNIC). NCC is responsible for regulating the development of the communication and
information industry and acts as the administrative supervisory authority of ISPs in Taiwan.
TWNIC is a non-profit organization that oversees domain name registration and IP address
allocation in Taiwan. In 2009, TWNIC was commissioned to administer the operation of
TWCERT/CC (Taiwan Computer Emergency Response Team / Coordination Center)®® between

2009 and 2012, which included the construction of TAPWG (Taiwan Anti-Phishing Working Group)

33 TWCERT/CC was founded in September 1998 to coordinate the responses to computer security incidents and unity
the system and network related resources to help website operators to detect potential vulnerabilities and improve
the security of their websites. See: http://www.cert.org.tw/eng/index.html.
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and APNOW (Anti-Phishing Notification Window). This selection aimed to learn about their
involvement in the current anti-phishing work and the measures they have employed to control and

manage the threat of phishing.

Data collection method

The phenomenon of phishing involves various perspectives of regulation which in fact go far
beyond the researcher’s knowledge background. In order to explore this phenomenon from multiple
angles and gain insights into the experiences and opinions of those engaged in the regulatory work

of phishing in different fields, the method of in-depth interviews was preferred.

Face-to-face semi-structured interviews were employed in this study, where the participants were
asked open-ended questions by using an interview schedule questionnaire as a guide. To have a well
understanding of the nature of the participants’ work involved, I made a careful study of the
organization for which each participant works beforehand. This study included the scale and power
of the organizations and the responsibilities and obligations of these organizations concerning
cybercrime and phishing. A separate check-list of questions was hence designed individually for
each participant in accordance with their working background. The use of open-ended questions
allowed the participants to answer more freely and widely in their own terms and as Denscombe
notes, the information gathered is “more likely to reflect the full richness and complexity of the

views held by the respondent.”3*

Having obtained the written consent of the participants, each interview was recorded on a voice file.

These interviews lasted for an average of 90 minutes and were mostly conducted at the participants’

34 Denscombe, Martyn (2010), The Good Research Guide: For Small-Scale Social Research Projects: For small-scale
social research projects (4 edn.: McGraw-Hill International).
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office or preferred location.

Key themes of the interview questionnaires

Within the overall variations in the questions, there were the following key themes:

Background information

Each interview began by asking the interviewees briefly to describe the background of their work,

including their work content, their position and how long they have been in that position.

Involvement in anti-phishing work

The questions asked in what ways and to what extent the interviewees were engaged in the
regulation of phishing. These questions sought to establish the practical experience of each
interviewee of dealing with phishing and how they examine the effectiveness of their work in

regulating phishing.

Cooperation or connection with the other stakeholders, both national and international

The questions explored how the institutions interviewed cooperate with other countries,
organizations, or even their customers to combat phishing and how they follow up with law
enforcement to track the phishers. These sought to establish the practices employed to build up
connections between different regulatory bodies at both the national and international level on the

issue of phishing.

Evaluation of the current anti-phishing work and suggestions for future work

The questions asked each interviewee about their view on the overall anti-phishing work that has

been undertaken in Taiwan as well as their suggestions for the improvements of future work.
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Data analysis

Having transcribed verbatim the audio recordings of the interviews, the next step was to analyse the
interview data. A grounded theory approach was employed to seek connections within the data and
develop a concept. The first stage was to explore the data, which involved reading and re-reading
the transcripts to become thoroughly familiar with the data. This helps the researcher to stay closer

to the data and thereby reduce the possibility of misinterpretations arising.®

The subsequent stage was the coding of the data. This was carried out manually. The code was
systematically used to link items of data to the key themes related to the analysis. Colour coding
was also used to give each category a colour indicating the relevant responses in the transcript.
After the interview data had been coded and categorised, a follow-up analysis was then conducted
to seek emerging patterns and connections between the codes and categories and so develop

concepts from the data.

Ethical considerations

To ensure that all of the interviewees were fully aware of the purpose of this study and their rights
regarding confidentiality and anonymity, each one was asked to provide their informed consent on a
voluntary basis by signing a written Consent Form, which indicated the purpose of study, the main
objective of the interview, the recording method, and the protection of data use and identity of the
interviewees, before they participated in the study. All of the data collected from the interviewees
could only be used for the specific purpose of the academic analysis. In addition, as the interviews

involved issues of a potentially sensitive nature concerning the personal experiences and opinions

35 Radnor, Hilary (2001), Researching your professional practice (Buckingham: Open).
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of the participants in respect to phishing practices, the identity of the participants was kept

confidential and the data were quoted anonymously.

Accordingly, to preserve their anonymity, the participants were referred to as follows: Interviewee A
(criminal investigator A), Interviewee B (criminal investigator B), Interviewee C (the expert who
was prosecutor and participated the lawmaking of the cybercrime law of Taiwan, Chief Information
Security Officer (CISO) of an online merchant, and is now Chief Executive Officer (CEO) of an
online merchant), Interviewee D (the expert from the ISP), Interviewee E (the expert from the
TWNIC), Interviewee F (the expert from security software industry), Interviewee G (the expert

from the NCC ), and Interviewee H (the expert from anti-spam industry).

1.5. Thesis Structure

This chapter sets out the research questions and the research methodology, examines research

related to this subject, and highlights the main contribution of this research.

Before the discussion of regulatory issue of phishing, first we need to know what phishing is, why it
should be regulated, and why phishing can succeed. In that way we can have a better understanding
of the nature and elements of phishing and a clear picture of the regulations which are demanded for
deterring a successful phishing attack. Chapter 2 provides a fundamental understanding of phishing,
including the damage that phishing may cause, the various techniques that have been prevalently
employed in performing phishing, and more importantly, the key factors that enhance the success of

phishing attacks combined with a brief overview of the corresponding measures.
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Chapter 3 then examines the particularly difficult position of Taiwan in pursuing effective
regulation of phishing which underlines the fact that Taiwan has been exposed to extremely high
risk of phishing attacks and also phishing hosts. Chapter 3 provides a more detailed explanation of
the reasons why Taiwan was chosen as a case study by highlighting the significance of Taiwan’s
experience in regulating phishing to obtain a better understanding of the difficulties, both general

and specific and the direction for future improvement.

The examination of the legal regulation of phishing in Taiwan begins with the exploration of the
Taiwanese legislation related to phishing, with a primary focus on the Criminal Code and the
Personal Information Protection Act. Chapter 4 examines the extent to which the Criminal Code is
able to deal with phishing by looking into the applicability of the current provisions to the conduct
of phishing including the reforms introduced by legislation in 1997 and 2003. This chapter
investigates the various legal arguments about the application of the Code to phishing and indicates
the negative influence that these might have produced upon the regulation of phishing. This chapter
also investigates the difficulty in prosecuting phishing attackers and particularly examines the
dilemma of Taiwan in seeking mutual legal assistance and engaging in international cooperation

between law enforcement agencies.

While effective law enforcement is difficult to achieve, phishing demands a broad thinking of legal
regulation which goes beyond criminal law. Chapter 5 aims to underline the relationship between
information privacy and phishing and contributes toward an analysis of the role of personal
information protection laws in the regulation of phishing in multiple dimensions. This chapter looks
into the legal frameworks that have been developed for protection of personal information on three
levels, including global, Asia-Pacific region, and Taiwan national level, and examines the

harmonization and interaction between three regulatory interfaces. This chapter particularly focuses
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on the examination of the capability of the Taiwanese personal information protection laws of

adequately dealing with phishing.

Weak law enforcement has been the major deterrent to effective legal regulation of phishing. What
challenges that phishing has actually posed to legal enforcement work and what legal responses
have been made, both nationally and internationally, to address phishing and enhance cross-border
law enforcement are the questions that Chapter 6 examines. The chapter particularly examines the
national laws in different domains on criminalizing phishing and the international laws, including
both hard and soft law, which have been developed to promote harmonization of legislation and

cooperation in legal enforcement against phishing or identity-related cybercrimes.

Legal regulation, as a corrective measure to constrain phishing attacks, is only made possible if it
can successfully increase the risk experienced by phishing perpetrators of being convicted. This is a
tough task to achieve without mutual legal assistance and effective law enforcement cooperation.
The restricted regulatory power of legal regulation suggests a demand for a broader form of
regulation beyond law which covers all the multi-dimensional phishing countermeasures including
law, technology, education and institutional network. Chapter 7 therefore looks at the other forms of
regulation, including technology, education, and institutional network, especially in relation to
notice-and-takedown strategies, and investigates their respective function, strengths as well as
weaknesses. As there is no silver bullet to phishing, it is suggested that multi-dimensional
regulatory schemes may be the only answer to phishing. This suggestion is reinforced by the
examination of the development of Taiwan’s anti-phishing work and the associated empirical study

described above.

The concluding chapter revisits the research questions set out in this chapter and provides

suggestions for the future development and research.
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CHAPTER 2 NATURE OF PHISHING

Synopsis

This chapter draws a picture of phishing by looking at its context, structures and the attack
techniques used in different types of phishing along with an examination of the cost phishing has
caused and may incur to individuals, businesses and the societies. This chapter also investigates the
key factors that enhance the success of phishing attacks and provides an overview of the measures
that have been developed in academia, industry and government at national and international levels

to respond to each factor in order to curb phishing activities.

2.1. Introduction

To study the regulatory issues of phishing, the fundamental step is to understand the object we
attempt to regulate: phishing. This includes an examination of the following questions: what is
phishing, what damages may phishing cause to us, how phishing attacks are usually organized and
performed, and the most important one is, why phishing attacks can succeed. This chapter provides
a general understanding of phishing and particularly looks into the key factors favorable for
phishing attacks combined with a brief review of the related work and measures that have been

developed in different respects to respond to phishing.
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2.2. What is phishing

Phishing is a malicious attack by employing both social engineering and technical subterfuge which
targets the acquisition of confidential information, ranging from financial or personally sensitive
information to intellectual property or trade secrets, or even military information, from an
individual, group or organization, usually in an attempt to profit from stolen information or exploit
solicited data as a stepping stone for subsequent criminal purposes. The term ‘phishing’ is a
variation of the word ‘fishing’, which was coined in the mid 1990’s to describe the form of attacks
launched by the hackers who managed to steal America Online (AOL) accounts by duping the AOL
users into providing their passwords through a spoofed email or AOL’s Instant Message. This word,
as explained by Myers, arises from the fact that users, or phish, are lured by imitative

communication to a hook that collects their confidential information.3¢

Over the last decade, phishing has become the most common and effective way to acquire personal
information to aid in identity theft or other fraudulent purpose.3” Phishers can easily move money
from another person’s bank account as long as they obtain that person’s online banking credentials.
They can also use stolen information, for example usernames or passwords used to logon to Internet
service platforms such as eBay and Yahoo! Bid, to masquerade as the genuine account holders to

sell nonexistent goods and thereby defraud buyers of their money.

36 Jakobsson and Myers (2007), op. cit.
37 Anderson, Keith B, Durbin, Erik, and Salinger, Michael A (2008), 'ldentity theft', The Journal of Economic Perspectives,
171-92;Brody, Richard G, Mulig, Elizabeth, and Kimball, Valerie (2007), 'Phishing, pharming and identity theft',
Academy of Accounting & Financial Studies Journal, 11 (3);Eisenstein, Eric M (2008), 'ldentity theft: an exploratory
study with implications for marketers', Journal of Business Research, 61 (11), 1160-72;Mercuri, Rebecca T (2006),
'Scoping identity theft', Communications of the ACM, 49 (5), 17-21;Wall, David (2007), Cybercrime: The transformation
of crime in the information age (4: Polity).
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APWG (Anti-Phishing Working Group), a global association that brings together industry, law
enforcement, and government working on reduction and prevention of phishing scams and other
cybercrimes through development of data resources, data standards and response systems for
private and public sectors, in their quarterly phishing activity trends report indicated that financial
and payment services continued to be the top two of the most targeted industries in the second half
of 2009, accounting for 39 and 33 percent respectively.® Similarly, the statistics compiled by
Symantec over 2009 revealed that the sector of financial brands was ranked the top sector for being
spoofed in phishing attacks, accounting for 74 percent of the total, followed by the sector of ISP.*°
ISP account can be attractive targets because a great number of people are used to using the same
authentication information for manifold accounts. This information may be further exploited to
provide access to victims’ other accounts, such as online banking. It can also be used as a key to
open the door to the free web-hosting space included in these accounts to put up deceptive sites to

launch further phishing attacks.

The fact that the brands associated with the financial sector are at the highest risk of being spoofed
may suggest a fact that most phishing attacks are motivated by financial gain, as the data obtained
from the websites providing financial or payment services, for example credit card details or online
banking login information, are more likely to yield financial profit in direct way. Although a
majority of phishing activities are driven by financial gain, the target of phishing is obtainment of
sensitive information which may not necessarily bring financial or property gain. Therefore the
essence of phishing is misconduct against information security, rather than property. This distinction

of a legal nature between phishing and other crimes that directly target a gain of property or profit

38 APWG (2010a), 'Phishing Activity Trends Report: 4th Quarter 2009'.
<http://docs.apwg.org/reports/apwg_report_Q4 2009.pdf>, accessed August 20 2014.
39 Symantec (2010), 'Symantec Global Internet Security Threat Report —Trend for 2009', XV.
<http://eval.symantec.com/mktginfo/enterprise/white_papers/b-whitepaper_internet_security_threat_report_xv_04-
2010.en-us.pdf>, accessed August 20 2014.
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should be clearly recognized in order to close the gaps between the existing laws and the effective

regulation of phishing.*°

2.3. The cost of phishing

The costs of crime can be disaggregated as losses, resources costs and externalities.*! Resources
costs are the expenditures in anticipation of and in response to the crime, and externalities refer to
side effects from the commitment of the crime which are usually not reflected in market prices.
Myers indicated that three types of cost should be taken into account when determining the phishing
cost: direct, indirect, and opportunity costs.*?> According to Myers, the cost of phishing includes not
only the value money or goods that are directly stolen through phishing but also those costs
indirectly incurred to deal with or redress phishing attacks and the loss of potential customers for
online commercial merchants as a result of users’ refusal or mistrust of online services. In addition
to the above costs, Anderson et al. suggested that defense cost which comprise the cost of security
products, services and training as well as the effort put on detection, tracking, and law enforcement

work should also be included in the cost of phishing.*

The Association for Payment Clearing Services (APACS) claimed that losses from phishing scams
in the UK almost doubled in 2005 to £23.2 million, from £12.2 million in 2004.** Gartner found

3.6 million adults lost USD $3.2 billion to phishing attacks in the United States in the 12 months

40 The individual legal nature of phishing and the difference between phishing and other identity-related crimes will
be further explored in Chapter 6.
41 Levi and Burrows (2008), op. cit.
42 Myers (2006), op. cit.
4 Anderson et al. (2013), op. cit.
4 ‘UK phishing fraud losses double’, Finextra, 07 March 2006,
http://www.finextra.com/news/fullstory.aspx?newsitemid=15013.
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ending in August 2007.*> RSA, in its online fraud report released in January 2014, estimated that
the global loss to phishing attacks was over USD $5.9 billion in 2013.“¢ However, as there is
currently an absence of data from banks and other institutions that suffer damage, estimates on the
damage caused by phishing may vary widely due to different methods used and assumptions of
hidden costs such as damage to branding and loss that occur from distrust of online commercial

services made by the organizations compiling and reporting statistics. *’

In addition, many
companies may not report phishing losses because of fear of a loss of confidence from their

consumers and investors.*®

Phishing has posed increasing threat not only to Internet users but also to the corporations which
provide online financial services such as online banking. More than monetary loss users may lose
their confidence in the security of the online banking system and banks suffer damage to their
reputation.*® Litan reported that more than 42 percent of surveyed consumers stated that their
concerns about online attacks such as phishing adversely affect their online shopping behaviours
and more than 28 percent said online attacks have influenced their online banking activities.>® The

increase of phishing scams also poses severe threats to legitimate e-mail communications.>!

4 ‘Gartner survey shows phishing attacks escalated in 2007; more than 3 billion lost to these attacks’, Gartner, 17

December 2007, http://www.gartner.com/newsroom/id/565125.
4 EMC (2014), RSA Monthly Online Fraud Report — January 2014,
http://www.emc.com/collateral/fraud-report/rsa-online-fraud-report-012014.pdf.
47 Herley and Florencio (2009), op. cit;Hong (2012), op. cit;Layton, Robert and Watters, Paul (2009), 'Determining
provenance in phishing websites using automated conceptual analysis', eCrime Researchers Summit, 2009 (IEEE), 1-7.
48 Nykodym, Nick, et al. (2010), 'Cybercrime and Business: How to not Get Caught by the Online Phisherman', J. Int'l
Com. L. & Tech., 5, 252.
4 Featherman, Mauricio S, Miyazaki, Anthony D, and Sprott, David E (2010), 'Reducing online privacy risk to facilitate
e-service adoption: the influence of perceived ease of use and corporate credibility', Journal of Services Marketing, 24
(3), 219-29;Furnell, Steven M (2004), 'Getting caught in the phishing net', Network Security, 2004 (5), 14-18.
50 Litan, Avivah (2005), 'Increased phishing and online attacks cause dip in consumer confidence', Gartner Study (June
2005).
51 Ceesay (2008), op. cit;Wang, Jingguo, et al. (2009), 'Visual e-mail authentication and identification services: An
investigation of the effects on e-mail use', Decision Support Systems, 48 (1), 92-102.
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2.4. Phishing attack techniques

Emigh conducted a detailed analysis of the information flow in phishing attacks and the technology
adopted by phishers at each step in the flow.%> Bose and Leung also conducted a study of the
channels and techniques that are widely employed by phishers.>® In general, the performance of
phishing attacks is achieved through two channels: phishing emails and malware.>* A phishing
attack consists of different elements and involves several steps. To provide a better understanding
of phishing, this section examines the common techniques used in different types of phishing

attacks.

2.4.1. Email-based attack

A typical social-engineering phishing attack is performed by sending an email® containing a web
link which directs the unsuspecting recipients to a plausible website to tempt them to respond to the
request by inputting their identifying information or other personally sensitive information. A
phishing message may come from a non-acquaintance or pretend to be sent from a friend, a
trustworthy organization. It may appear in the format of an MSN message (figure 2.1), a security

reminder (figure 2.2), an advertising email (figure 2.3) or a greeting email.

52 Emigh (2005), op. cit.
53 Bose and Leung (2007), op. cit.
54 ‘Malware’ is an abbreviation for ‘malicious software’, which refers to software programmes designed to damage or
do other injurious actions on a computer system. Viruses, worms, Trojan horses, and spyware are common examples
of malware.
55 Phishing is primarily carried out through the use of email, but it can be done by using text messages via mobile
phones, which is known as ‘smishing’. A mobile user can also be targeted by ‘vishing’ which uses automated phone
calls to entice the user to input personal information. It was indicated that smishing and vishing attacks have increased
in the past several years and they frequently target customers of local banks. Moscaritolo, Angela (2010), 'FBI warns of
SMS and phone-based phishing scams', SC MAGAZINE.
<http://www.scmagazine.com/fbi-warns-of-sms-and-phone-based-phishing-scams/article/191565/>, accessed
November 12 2014.
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Figure 2.1: Sample MSN Phishing Message®®

6 This MSN message was received on 12th October 2009 from a friend of the author.
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An email-based phishing attack consists of two elements: a plausible email and a counterfeit web

page, and it usually involves at least the following four steps.

Collecting email addresses

As the first step to launching an email-based phishing attack, it is a prerequisite to acquire the email
addresses as many recipients as possible. In practice, email addresses can be massively collected in
multiple ways. A great number of email addresses can be easily obtained via scanning websites,
news groups, chat rooms or billboards that are open to the public by running particular software
programs. Additionally, breaching computer security and hacking into the customer archives of
mail servers is another way to gain myriads of customers’ email addresses through these mail

SEervers.

Email generator software is designed for building email lists for marketing or advertising
campaigns, but it can also be used by spammers to generate and search millions of email addresses
directly from well-known mail servers. In addition, Dictionary Attack and Directory Harvest Attack
(DHA) are also the methods that have been prevalently adopted in obtaining bulk email addresses.
Dictionary Attack is a technique for alphabetically generating emails addresses in the hope that
some addresses will prove correct. This attack is used to acquire email addresses by trying

successively to guess all the words in a circumstantial list derived from a dictionary, a bible, etc.
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Combined with Dictionary Attack, spammers have developed another attack technique called
Directory Harvest Attack (DHA), which aims to collect a list of valid email addresses by sending
thousands of generated email addresses to test the validity of individual email addresses according
to the response of the targeted SMTP®’ server. The success of a DHA attack relies on the recipient
of the email server, whereby an error message will be sent back if this email address is invalid or

nonexistent.>®

Composing scam emails

A phishing email is usually written in HTML®® format, mimicking an email specifically used by a
specific brand or entity; for example, a bank, credit card company, charity organization, online
shopping company, etc. In order to make the email more plausible to convince the recipients, a
spoof phishing email often uses the logo of a particular brand and copies the particular layout of the
colour and graphics, even the character model, from the legitimate emails. A phishing email may be
disguised under a variety of faces; for example a promotion email, a security reminder email or an

account renewal email, which usually contains a web link that leads the recipients to a faux web

page.

Irani et al.®® conducted a study of phishing in a corpus of more than 380,000 phishing messages
over 15 months. According to their analysis, a phishing email is usually composed of two major

elements: the mail body (content) and the mail headers. The content is the main body of a phishing

57 SMTP (Simple Mail Transfer Protocol) refers to an Internet standard for email transmission across IP networks.
58 Bencsath, Boldizsar and Vajda, Istvan (2007), 'Efficient Directory Harvest Attacks and Countermeasures', IJ Network
Security, 5 (3), 264-73.
59 HTML (Hyperlink Markup Language) is a standardized system for tagging text files to achieve font, color, graphic and
hyperlink effects on World Wide Web pages.
80 rani et al. (2008), op. cit.
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message used by phishers to trick the intended recipients which is usually designed to confuse,
worry, upset, or excite recipients in order to prompt them to react immediately. It can be further
split into two parts: a) Cover — the content which is produced to look like the message from the
legitimate source and b) Sting — the part of the content that tempts recipients to take a particular
action which is likely to cause pain to them as a result of a loss of personal credentials. The sting is
commonly performed by requesting recipients to provide their confidential information through

directly replying to the email or via a clickable URL that directs recipients to a bogus website.

The headers are the part of the message which is added by the mail clients, mail relays and
spam-filters or virus-scanners which can be used to indicate the path of the message and how to
unpack it. Mail clients add headers such as “To:”, “From:”, “Subject:” and some headers specified

by the clients; for example, X-MSMail-Priority, X-Mailer, and X-MimeOLE.

Figure 2.4 shows a phishing email that impersonated the UNICEF International Response Fund to
call for goods and donations to assist the victims of the Haiti earthquake. The cover of this email
describes the work of UNICEF and purports relief fund raising for the victims of this large-scale
accident to make recipients believe that this is a legitimate email sent from UNICEF. The sting can
be found in Figure 2.4, where the phishing messages asks recipients to make a donation by

following the link enclosed. The phisher adds “email@unicefusa.org” and “Haiti Earthquake

Situation” to the headers and marks this email as High Priority.
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On the everung of January 12, a senes of earthquakes with magratude 6 5 to 7.3 struck Hasti in the highly populated
area of Department Ouest, 10 mules from Port-au-Pnnce Within hours of the earthquake, UNICEF made an wutial
contnbution of $200,000 of our own funds for relief actvmes and as of this mormng we have pledged a total of §1
mulbon to the response effort in Han
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earthquake)
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UNICEF has an extensive partnership wath the Haman UNICEF, whuch 1s expected to lead the UNICEF response to
the earthquake The Haman UNICEF was founded i 1932 and 1s one of the pnmary organzations w the country
responding to disasters Although earthquakes are less common, Hash 15 frequently impacted by humcanes mcluding
those m 2008, and the Haman UNICEF has developed expenence m disaster response due those disasters

As 15 typical in the immediate aftermath of an earthquake, the full extent of damage 15 unknown at this tme  However,
wutial reports mdicate a hagh number of casualties with wadespread damage and collapsed buddings, creating an urgent
need for search and rescue actviies As many as three miion people may be affected The International Federation of
UNICEF and Red Crescent Societes (Intemational Federation), as well as UN agencies and the U S Agency for
International Development (USAID) are deploying teams to coordmate humanstanan assistance and prowide search
and rescue sernces

As with most earthquakes, we expect to see immedsate needs for food, water, temporary shelter, medical serwices and
emotional support UNICEF has made avadable all of the rebef supplies from sts warehouse m Panama which would
prowde for the basic needs for approsamately 5,000 farmalies In addtion, at the International Federation's request,
UNICEF s deployng a five-member Relef Emergency Response Unat (ERU) to manage the distnbution of rebef tems
to earthquake survivors A disaster speciahist is also en route to Hauti to support disaster assessments, and addional
disaster speciabists are on standby f needed

Caryl M Stem
President & CEO
U.S. Fund for UNICEF

Figure 2.4: Sample Spammed Message (Source: BLOG.TRENDMICRO.COM)

Sending phishing emails

Phishing emails typically are massively forwarded and the recipients of the above emails are not
specified to a particular group of people, which thereby increases the probability of success by
quantity. While high volume of phishing email originating from a single host is likely to be

intercepted by anti-spam devices, fewer messages coming from a larger number of compromised
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host are more likely to evade detection. Botnets hence become a very useful vehicle for phishers as

they provide a distributed platform for sending phishing emails.

Botnets are widely used for a variety of cyber-attacks, such as Distributed Denial of Service (DDoS)
attacks, malware dissemination, click fraud, stealing information, key-logging, mass spam
distribution and phishing.%? A bot is an automated software program that performs certain
commands when it receives an input. Bots in reality are legitimate programs but have increasingly
exploited for malicious purposes, which are mostly known as IRC (Internet Relay Chat) bots.®? A
botnet, which is also known as zombie network, is a collection of bot-loaded computers called bot
client that allow the controller called bot master to control them remotely without the users’
knowledge.®® A single command may be either sent from a bot master to a bot client directly or

transmitted by a command and control server (C&C server) to a bot client.

MessageLabs, an email security service provider, pointed out that over 83.2% of all spam
worldwide were sent via botnets and one in 280.4 emails comprised a phishing attack in June

2009.%4 According to MessageLabs, Cutwail botnet, which was believed to be the largest botnet

61 Bacher, Paul, et al. 'Know your enemy: Tracking botnets', <http://www.honeynet.org/papers/bots>, accessed 10
June 2014;Feily, Maryam, Shahrestani, Alireza, and Ramadass, Sureswaran (2009), 'A survey of botnet and botnet
detection’, in Rainer Falk, et al. (eds.), The Third International Conference on Emerging Security Information, Systems
and Technologies (SECURWARE'09) (Athens/Glyfada, Greece: IEEE), 268-73;lanelli, Nicholas and Hackworth, Aaron
(2005), 'Botnets as a vehicle for online crime', CERT Coordination Center, 1, 28;Milletary (2005), op. cit.
62 The first IRC bot can be traced back to 1989, which was designed for the use of online chatting at the University of
Oulu in Finland. Nevertheless, it has been abused by hackers for launching various malicious attacks. An IRC bot is
formed when a computer virus or worm installs a backdoor program, such as a Trojan horse, that creates back doors of
the infected PCs to offer hackers access. A hacker may search for compromised PCs with open ports and then install
the bot program onto their hard drives once they have been located.
63 Abu Rajab, Moheeb, et al. (2006), 'A multifaceted approach to understanding the botnet phenomenon', in Jussara
Almeida, Virgilio Almeida, and Paul Barford (eds.), Proceedings of the 6th ACM SIGCOMM conference on Internet
measurement (Rio de Janeiro, Brazil: ACM), 41-52;Saha, Basudev and Gairola, Ashish (2005), 'Botnet: an overview',
CERT-In White Paper, CIWP-2005-05, 240.
64 Messagelabs (2009), 'Cutwail's bounce-back; instant messages can lead to instant malware'.
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with a number of active bots between 1.5 and 2 million, pumped out 74 billion spam message per

day.

Although sending emails to non-specific individuals, groups or organizations to mislead the
recipients to bogus websites is still a common phishing phenomenon, it has become less effective
due to the growing public awareness of phishing and the increasing sophistication of spam filtering.
Therefore, the attack techniques of phishing have been constantly updated and developed. An
apparent changing trend is an increase of spear-phishing campaigns.®® Spear phishing is a targeted
phishing attack that specializes in a particular group of people, company or entity rather than
non-specific objects. While phishing messages typically appear to come from a well-known
company or website with a broad membership base, the source of emails used in spear phishing is
likely to be someone you trust; for example, your friend, colleague, or someone in a position of
authority. The recipients are at higher risk of falling for a spear phishing attempt because of the
highly credible email that has been specifically crafted for the recipients and the familiarity with the
sender.® Statistics show that spear phishing response is 19%, compared to only 3-5% for the return

to standard phishing emails.5’

Constructing a bogus website

Duplication —

5 Hong (2012), op. cit.

6 parmar (2012), op. cit.

67 SearchITChannel (2006), 'Ready for some spear phishing', TechTarget.

<http://searchitchannel.techtarget.com/feature/Ready-for-some-spear-phishing>, accessed September 17 2014.
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A fraudulent website usually imitates the look of the legitimate site that it intends to copy, including
the logo, graphics, fonts, layouts, and other related elements. In order to confuse users, phishers
may register a similar looking URL to a genuine URL. For example, phishers may alter a legitimate
URL by deleting or adding a single letter or replacing a letter or number with an analogical ones,
such as |l and 1 (one), O and 0 (zero), n and h, or v and w. Taking the instance of paypa“l”.com, it
may be changed into paypa“l” (one).com to mix the spurious URL with the legitimate URL to

spoof users.

In fact, it is not very difficult to detect the similar-looking URL if more attention is paid to the
spelling of the words. However, users will be very likely to be misled if the URL of the phishing
website looks exactly the same as the genuine one. An authentic-looking browser window can be
created by using JavaScript®® technique to disguise the real URL of the phishing website in the
browser address bar to deceive users into thinking that they are at the correct website. Figure 2.5 is
a sample of a phishing site that mimics the eBay login page. The URL that appeared in the browser
address bar was the actual URL of a phishing site whereas the URL shown underneath the bar was
created by JavaScript with the same-looking URL as the genuine one in order to hide the real

address of the spoof site.

68 JavaScript is a scripting language and functional programming language which is primarily implemented as part of a
web browser in order to provide enhanced user interfaces and dynamic websites.
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Figure 2.5: Sample Phishing Website (Source: WWW.NEO.COM.TW)

Botnets —

Botnets are often used by phishers to protect phishing websites from closure and protect themselves
from being tracing back directly. Rock Phish, which first appeared in late 2004, has been a
well-known and active group of phishers primarily focusing on European and U.S. financial
institutions. This group has developed a variety of new attack techniques and purchased volumes of
domain names to create unique URLS for its phishing messages to get past the blacklist-based filters.
Rock-phish gangs operate by using botnets and causing them to serve as proxies that relay requests

and responses to and from the hidden mothership, namely, the server which holds large number of
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counterfeit websites and stolen information. It was estimated that Rock Phish is responsible for

between one-third and one-half of all phishing messages that are sent out on any given day.5°

Fast-flux technology which is operated on botnets allowing a continual change of website IP
addresses every few minutes has been widely employed in phishing attacks over the past few
years.”® A fast-flux network works by resolving a domain name to different sets of IP addresses
over a short period and returning rapidly changing IP addresses. A browser connecting to the same
phishing website every three minutes would actually be connecting to a different compromised
computer.”t The ever-changing list of IP addresses extends the lifetime of phishing websites,’?

making it nearly impossible to entirely locate all of the hosting machines and take them offline.

Lists of bot-infected computers is valuable and they can be rented out, sold or traded.”® Phishing
has become one of major financial sources for botnet owners, bringing an average income of
millions of dollars to botnets owners per year. Phishers do not need to create their own fast-flux
network, they can simply pay USD $1000 to $2000 to botnet owners per month for fast-flux hosting
services.”* According to Kaspersky Lab, Rock Phish cooperated with a botnet operator, Asprox, to

upgrade their infrastructure for fast-flux compatibility in 2008.

Pay-Per-Click Ads —

89 Mcmillan (2006), op. cit.

70 Nazario and Holz (2008), op. cit.

7 Bacher et al. (2005), op. cit;Holz et al. (2008), op. cit.

72 Moore and Clayton (2009), op. cit.

73 Wall (2007), op. cit.

7% Namestnikov, Yuri (2009), 'The economics of botnets', Analysis on Viruslist. com, Kaspersky Lab.
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Patience is always important for anglers when waiting for fish to take the bait, and likewise the
phishers must wait for the recipients to link to the bogus website after sending out the lures, i.e.
phishing emails or messages. Another change is that phishing attacks have been more active in
tempting users to visit spoof websites by purchasing Pay-Per-Click (PPC) ads on top of search

engines such as Google and Yahoo.

PPC ads are the ads shown on the right-hand side of a search result page when users type a keyword
into search engines. PPC is one of the fastest ways to boost web traffic to a website, as relatively
more people are used to relying on search engines to search websites and find the information that
they need.” Promoting phishing websites through PPC ads not only greatly increases the click

traffic to the fake websites but also significantly raises the risks that users will be deceived.

2.4.2. Malware-based attack

In addition to email-based attacks, phishing can be carried out through a technical subterfuge

scheme by infecting users’ PCs with malware or exploiting the browser vulnerability of websites.

Infecting PCs with malware

A technical-subterfuge phishing plants malware, in particular Trojan horses, onto Internet user’s

PCs to scan the stored information or intercept their activities or keystrokes and thereby obtain

7> Juels, Ari, Stamm, Sid, and Jakobsson, Markus (2007), 'Combating click fraud via premium clicks', Proceedings of
16th USENIX Security Symposium on USENIX Security Symposium (Boston, MA. USA: USENIX Association), 1-10;Kshetri,
Nir (2010), 'The Economics of Click Fraud', IEEE Security & Privacy, 8 (3), 45-53.
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credit card credentials, passwords or other sensitive personal information directly. A Trojan horse
or Trojan is a type of malware that has been widely used in phishing attacks. It is named after the
wooden horse that infiltrated Troy, which is actually a piece of harmful software that masquerades
as benign files used to trick users into loading or executing them on their system. As Trojans do not
reproduce by infecting other files nor do they self-replicate, Trojans have to spread through user
interaction such as opening a malicious email attachment or downloading and running a file from
the websites that are embedded with malware. Users unwillingly download Trojans either by
clicking on links which contains malicious code or even simply by visiting malicious injection

URLs.

A Trojan can make several attacks on the infected host after it has been activated, ranging from
irritating the users or damaging the host, such as deleting files, stealing data, or activating and
spreading other malware. Trojans are also well known for their use in creating back doors of
compromised hosts. By installing malware onto users’ PCs, it may turn the compromised machines

into members of botnet for subsequent criminal use.

In addition to opening PCs’ Internet ports and exposing the ports to bot installation, Trojans can be
used to steal data from infected PCs through key-logging interception or access to stored
information. A variety of information, such as banking data, passwords or other sensitive
information, will be automatically output to another computer controlled by the phishers for
receiving data when victims input it on their PCs. Phishers may even directly access the data stored

in a Trojan-infected PC if they can gain substantial control over it.
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Milletary provided some examples of Trojans that are prevalent in phishing attacks.”® Bancos,
originally identified in July 2003, is a representative of phishing malwares that monitors Internet
Explorer for specific bank URLs and attempts to capture account information. Bancos can overlay
certain banking websites with a counterfeit one to trick users into disclosing their information.
Bankash is the first known piece of malware that targets AntiSpyware.”” It attempts to disable
Microsoft anti-spyware program and steal online banking login information of targeted banks by

using a keylogger or displaying a fake login page.

Exploiting the browser vulnerability of websites

A typical phishing attack is heavily based on a huge number of fake email messages claiming to be
sent from trusted resources. However, the increasing sophistication of spam filtering driven by ISPs
has made it more difficult to ensure that spoof emails reach the targeted objects successfully.
Removing the email component, phishing techniques thus have been enhanced to abuse the
vulnerabilities in web browsers that provide phishers with the ability to obfuscate URLs or install
malware on users’ machines. Exploitation of web browser vulnerabilities could allow attackers to
create a pop-up window that overlays the address bar to hide the illegitimate URL of a phishing
website or to change or replace content within the browser window containing the legitimate

websites.’®

A good example of exploitation of web browser vulnerabilities is ‘in-session attack’, which is

carried out by making use of web-based fake alerts to convince the end users to provide their login

76 Milletary (2005), op. cit.
77 Broersma, Matthew 'Trojan Targets Microsoft's AntiSpyware Beta',
<http://www.eweek.com/c/a/Security/Trojan-Targets-Microsofts-AntiSpyware-Beta/>, accessed 15 June 2014,
78 Milletary (2005), op. cit.
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information. In 2008, Trusteer found a JavaScript flaw in all leading browsers, such as Internet
Explorer, Firefox, Safari, and Chrome, which allows a website to trace the footprint and check
whether a user is currently logged onto another website.”® Once a user is identified as being logged
onto a website with malicious code injection, the said code would present a web-based pop-up
window pretending to be from the website. It may ask users to complete a customer survey or ask
users to retype their usernames or passwords by claiming that “Your login session has expired.

Please sign in again” and thereby capture users’ login credentials.®

A website with malicious code injection may also generate a fake security warning pop-up that
cautions users that their computer has been infected by Trojan (see figure 2.6) and strongly prompt
them to install the antimalware software it provides (see figure 2.7). However, there are in fact no
Trojans infections but users will soon be the next victims of Trojans if they decide to click to install

a Trojan that is masquerading as antimalware software.

72 Trusteer (2008), 'In session phishing attacks', Trusteer Research Paper.
80 vijayalekshmi and Rabara (2010), op. cit.
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2.4.3. Pharming

Pharming is an updated form of online fraud based upon phishing. Similarly, phishing and
pharming rely on counterfeit websites in the same attempt to steal confidential information. A
phishing attack is reliant on users clicking on an enticing link in fraudulent emails; however,
through DNS cache®! poisoning, a pharming attack re-directs victims to a fictitious website even if

they type the right web address into their web browser.%?

DNS cache poisoning is an attack on the Internet naming system by which pharmers direct users to
a series of bogus websites by changing the routes from the domain names to the IP addresses and
thereby dupe unsuspecting victims into divulging their confidential information. One of the first
known pharming attack happened in early 2005. The domain name for a large New York ISP, Panix,
was hijacked to point to a website in Australia. Pharming attacks not only threaten the personal
information security of users but also causes adverse impact on the hijacked website, as the
legitimate website can no longer be reached once the traffic flow has been re-directed and the

original address has been moved to a new address.

The techniques used in DNS-based attacks have been constantly updated and sophisticated. Stamm
et al. examined an attack termed Drive-by Pharming where attackers create a web page, which

simply when viewed by the victim, changes the DNS setting on the victims’ home broadband router.

81 DNS servers are responsible for transferring letter-based website names, for example (www.google.com) into
machine-understandable digits (125.13.213.1) to take users to the website of their choice. A DNS cache is a
component that temporarily stores data about website names and their corresponding IP addresses so that future
requests for data can be recalled quickly.

82 Grebb (2005), op. cit.
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The attackers can direct the victims’ Internet traffic to the attackers’ own websites by which acquire
victims’ confidential information.®® Karlof et al. also described a new type of DNS attack
-Dynamic Pharming. It works by sending victims a web document containing malicious JavaScript
code which then exploits DNS vulnerability in browsers to hijack a legitimate session after
authentication has taken place. A dynamic pharming can be used for a variety of malicious purposes;

for example eavesdrop on sensitive content, forge transaction or sniff passwords.®*

2.4.4. Tabnapping

Tabnapping, a new type of phishing techniques, was discovered and named by Aza Raskin in early
2010.% 1t works by replacing the contents and label of an open-but-not--active tab with a page
designed to capture users’ login information after they visit a hostile or compromised website.%
Very commonly, Internet users work with multiple tabs. For example, a user might open a tab to
Gmail, a news site, and an infected site. The infected site morphs into a fake Gmail login page when
the user browsers the news site. The user may be unaware of this, or may assume that the initial
login session has been timed out and retype login information when he returns to the tab of the

duplicate Gmail login.®’

2.5. The keys to successful phishing attacks and the corresponding

8 Stamm, Ramzan, and Jakobsson (2007), op. cit.

84 Karlof et al. (2007), op. cit.

85 Aza Raskin worked as head of user experience at Mozilla Labs and lead designer for Firefox. Raskin’s original
tabnapping disclosure, see http://www.azarask.in/blog/post/a-new-type-of-phishing-attack.

86 Claburn (2010), op. cit.

87 TrendMicro 'Tabnapping: new phishing attack works through imposter browser tabs', (updated July 2010)
<http://www.trendmicro.com/ftp/documentation/general/TRENDMICRO_JUL10/trendsetter_julyl0_tabnap.html>,
accessed 16 June 2014.
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measures®®

Having obtained a picture of the components and tactics of phishing, we now need to understand
the factors that assist in the performance of phishing attacks. Why phishing attackers can
successfully hide themselves and dupe unsuspecting users into divulging their confidential
information? What can we do to prevent a successful phishing attack from happening? This section
aims to investigate the key factors leading to the success of phishing and the current corresponding

measures proposed against them.

2.5.1. Transnational nature

The overwhelming majority of phishing attacks are operated from one country to another by taking
advantage of the borderless nature of cyberspace. The transnational nature of phishing enables
phishers to obscure their identity and location and to abuse inconsistent legal protection among
different countries to impede investigation and prosecution, which poses a severe challenge to

policing strategies.®

The role of laws against phishing usually involves the discussions of three dimensions:
criminalization of phishing, harmonization of legal standards, and international cooperation of legal

enforcement. Criminalization of phishing is a prerequisite to make phishing perpetrators liable for

8 This section only provides a brief review of different types of scholarly work developed as a solution to respond to
phishing attacks. This will be discussed in great detail in latter chapters.
8 Broadhurst, Roderic (2006), 'Developments in the global law enforcement of cyber-crime', Policing: An International
Journal of Police Strategies & Management, 29 (3), 408-33;Lovet, Guillaume (2009), 'Fighting Cybercrime: Technical,
juridical and ethical challenges', Virus Bulletin Conference (Geneva, Switzerland), 63-76;Wall, David (2003), Crime and
the Internet (Routledge).
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their conducts. Several studies were generated to examine the phishing laws in various countries
such as USA,% UK,% South Africa® Saudi Arabia,®® India,® and Malaysia.®® Instead of
introducing a new provision specific to phishing, many countries incorporate phishing under their
existing cybercrime laws or common laws in relation to spam, impersonation, theft or fraud.
However, as phishing involves both social-engineering and technical-subterfuge schemes and
usually involves overlaps of the elements of multiple offences, some studies argued that the existing

legal framework is adequate to fully accommodate the conduct of phishing.

Another major concern raised about legal solutions is the effectiveness of cross-border legal
enforcement.®” It is not possible to restrain the attempt of phishing attackers from legal perspective
if they do not feel the risk of being caught and punished. The difference between legal provisions
relating to phishing across jurisdictions nevertheless creates ‘safe havens’ for phishing attackers,
and the anonymity characteristic of cyberspace enables phishers to flee easily from the track.
Whether laws can curb phishing activities largely depends on successful prosecution of perpetrators,
which can only be made by promoting the consistency and compatibility of the phishing laws
between jurisdictions through the development of a set of common standards to be enforced and
creation of expedient multilateral platform to facilitate international cooperation among legal

systems.%
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Over the past decade, considerable progress has been made to develop a transnational legal
instrument to respond to the threat of cybercrimes. The well-known examples include the United
Nations Convention against Transnational Organized Crime and the Council of Europe Convention
on Cybercrime. While these two international treaties provide a fundamental basis for the
harmonization of the legal standards to deal with cybercrime, whether they can effectively regulate
phishing remains a question.®® In order to tackle the rise of cybercrime, significant efforts have also
been made by several international organizations to coordinate actions between governments
against cybercrime, for example the United Nations, OECD, G8 and APEC. The establishment of a
24/7 network is especially important to facilitate cybercrime investigation by speeding up
communication through a single point of contact and authorizing the contact point to carry out

certain investigation right away.

2.5.2. High availability of technical resources

The easy availability of phishing kits is also an important factor that enables flourishing phishing
attacks.'® The technical resources needed for launching phishing attacks such as pre-generated
HTML pages for popular banks and online commerce entities, scripts for processing user input,
email and proxy server lists, and even hosting services for phishing websites can be easily bought*©*

or downloaded free of charge!®? through various sources. Some even provide “bulletproof” web
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hosting services which guarantee to keep phishers’ websites up under any circumstance.'® The low
technical requirement for committing phishing makes phishing viable for a larger population,

including non-technical criminals.

A number of countries have recognized the problem of producing, possessing, or transferring both
data and programs that may assist in committing a computer offence and have therefore embedded
provisions that criminalize these conducts. For example, Taiwan Criminal Code makes it a crime to
produce computer programs for the commitment of the offences against computer use provided
under chapter 36 of the Code which came into force in June 2003 (Art. 362). The UK Frauds Act
2006 makes it an offence to possess, make, adapt, supply or offer to supply an article knowing that
it is designed or adapted for use or in connection with fraud (section 6 and 7). Section 8 makes it

clear that ‘article’ includes ‘any program or data held in electronic form’.

2.5.3. Increasing sophistication of attack techniques

Phishing attack techniques are constantly updated and reformed from time to time to produce better
outcome and to circumvent detection. Even the savviest users could be fooled by sophisticated
phishing attacks. A variety of technical solutions have hence been proposed to serve as the first line
of defense to prevent phishing emails from reaching users, identifying phishing attacks and block
fake websites in the first place. Generally speaking, the anti-phishing technical countermeasures can

be divided into the following four categories.

2014.
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Detecting phishing emails

Whether an email is phishing can be distinguished by identifying phishing email features or
authenticating its sender. There are several research studies of content-based phishing classification
using machine learning techniques.’® Machine learning is where an algorithm (classifier) tries to
classify an email to phishing or legitimate by learning certain features in the email. A well-known
example is PILFER, a classifer proposed by Fette et al.,'®® which identifies phishing by
incorporating 10 different specific features that are directly applicable to phishing emails, for

example, nonmatching URLS, HTML emails, number of links, domains and dots.

A convincing phishing email has to make the intended recipients believe that the source of the
communication is an entity that they trust. The spoofing of email senders has thus become an
essential tactic used by phishers. The three predominant approaches to email sender authentication
are Sender Policy Framework (SPF), Sender ID Framework (SIDF) and DomainKeys Identified
Mail (DKIM).1%® Gorling found that despite that SPF is designed for easy adoption and consistently
implemented in several popular anti-spam solutions, the adoption-ratio of SPF as an anti-phishing
mechanism is very low. " Several methods have also been proposed to enhance email
authentication, for example, the use of digitally signed mails'® or a particular identity-based digital

signature!® to better guarantee authorship.
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Security management of password

Nowadays, it is a very common phenomenon that users have multiple password protected accounts
over the Internet; for example, Internet banking account, email account or other accounts for
accessing online services. Many users are used to utilizing the same password for manifold
accounts due to the difficulty of remembering and managing several different and unrelated sets of
password, which effectively provides phishing attackers an effortless access to a victim’s various
accounts once the password is stolen by phishers. A variety of methods have been proposed to
protect users’ passwords against phishing, including improving both the convenience and security
logins,*® strengthening authentication schemes,!*! preventing users from submitting sensitive
information to a spoofed website by suggesting an alternative safe path!*? or issuing warning,**3
and preventing phishers from stealing such information.** Nevertheless, studies have shown that

users are accustomed to ignore security indicators.*'® In addition, it was suggested that the usability
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problem of anti-phishing tools affect not only the performance of these tools but also the

willingness of general users to employ them. !

Blocking phishing websites

Whether or not users can be kept away from spoofed websites is crucial to determine the success of
phishing attacks, as the users are immediately exposed to attacks carried by the phishing websites
once they access to these websites. A number of researches have been conducted to detect phishing
at the website level, which fall into three main categories: blacklisting and whitelisting,

heuristic-based approach, and website authentication.

Blacklist approaches detect phishing websites by checking their URLs against a blacklist of known
phishing URLs. Blacklists can be generated in various ways, including automatic categorization
using the rules based on phishing patterns, manual verification by administrators or crowd sourcing
by users. The best-known anti-phishing blacklists are operated by Google and Microsoft which
integrated a list of phishing URLs into browsers.!!” Another popular blacklist is operated by
PhishTank,!'® where anyone can submit suspected phishes and verify other users’ submissions.
Once a number of people required vote a submission is a phish, it is added to the blacklist. However,
it always takes time for phish detected to appear on blacklists. A time delay of updating, in the
meanwhile, produces advantages to the phishers. Sheng et al. conducted two tests on eight

anti-phishing toolbars by using 191 fresh phish that were less than 30 minutes old. The authors
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found blacklists were ineffective at hour zero and could only identify 47% -83% of phish even after
12 hours.**® To change the reactive nature of blacklists, researchers proposed alternative predictive
blacklisting to detect phishing proactively based on known-bad domains?’, features of known
phishing sites'?* or URLs,*?? or relevance ranking scheme borrowed from the link-analysis

community.?®

In contrast, the whitelist approach detects phishing by maintaining a trust list on different bases
such as analysis of users’ online behaviors'?* or URL validation.'?® For example, PhishingGuard,
an anti-phishing solution introduced by Kang and Lee, maintains lists containing mapping of trusted
domains and corresponding IP addresses to prevent access to phishing sites and warns for access to

suspicious phishing sites by the URL similarity check
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Heuristic-based anti-phishing technique is to estimate whether a given page has certain phishing

126 or/and

heuristics characteristics. Most of heuristic-based researches look into URL features
website content,*?” including textual and visual content such as words, titles, or images in the
website, to identify phish. For example, Ludl et al. discovered a list of 18 properties of a phishing
site, two of which are derived from the page’s URL and the remaining features are extracted from
the HTML source of a page, including number of forms, input fields, number of links, etc. Although
nearly all the anti-phishing techniques claimed to have reached very high positive rates (correctly
identifying a phishing site) while producing low false positive rate (incorrectly labeling a legitimate

site as phish), Zhang et al. pointed out that the result of testing is significantly influenced by the

source of phishing URLSs and the freshness of the URLSs tested.*?®

Another method proposed to detect a phishing website is to verify the identity of a legitimate site
and prove it is a genuine site before users through image-based authentication using visual

cryptography.'?® The use of visual cryptography is to decompose one secret image captcha®®® into
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two shares, one resides with user and the other resides with server, such that the original image can
be revealed only when both are simultaneously available. During authentication a genuine server
forwards its share and the user forwards his share. Once the original image captcha is revealed to

the user it can prove the website is genuine.

BogusBiter, a client-side tool developed by Yue and Wang**! to counter phishing in a different way
from the aforementioned proposals which primarily focuses on helping users identify phishing sites
or prevents them from giving away credentials. Instead of preventing users from biting the bait,
BogusBiter feeds large number of bogus credentials into a suspected phishing site once a login page
web page is classified as a phishing page. The real credential is concealed among bogus credentials.
It also enables a legitimate website to identify stolen credentials as long as the phishers visit the

legitimate site to verify the victim’s credential.

While a number of technical solutions have been proposed and developed to defend against
phishing, recent usability studies have demonstrated an alarming result which put in question the
effectiveness of both server-side security indicators such as SSL certificate or URL and client-side
toolbars and warnings to help users avoid phishing attacks.'® Browser security indicators are
frequently ignored or inappropriately interpreted by users. Most users are not clear about what to
look for in phishing messages'** and what they are expected to do to respond to warnings.'** The

result of the above studies suggests two facts: first, maintain security is seen by most users as a
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secondary goal;'®* and second, technology alone is not adequate to address phishing, as its
effectiveness is largely dependent upon whether users have a baseline level of security awareness'3®

and understand what they are supposed to respond and why.

2.5.4. Exploitation of users’ weakness

Phishing is a typical form of social engineering attack which means sending an email seemingly
from a reputable financial, trustworthy entity or a friend that requests account information, suggests
a problem, recommends something that might interest you or capitalizes on world events.*®" Social
engineering attacks are attacks made by misappropriating human interaction or social skills to
manipulate people into performing actions or divulging confidential information.**® Social
engineers often attempt to persuade potential victims with appeals to strong emotions such as

excitement or fear to create a feeling of trust and commitment.13°

The success of phishing attacks crucially relies on whether phishing emails favorably dupe the
recipients into clicking on the link enclosed which will lead them to a catch site or into opening a
benign-looking file that will infect their computers. This may be achieved by abusing two aspects of

human nature: trust in acquaintances and a fear of crisis. Comparing an email that comes from a
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stranger, most people tend to trust the same email sent from a friend or somebody they know and

they are more likely to respond to the request by following the link or executing the attachment.

In addition to taking advantage of human trust in acquaintances, abusing the fear of a crisis in
human nature is frequently used to influence the recipients. Phishing attackers often send emails,
the subjects of which appear significantly to concern the interests of the recipients; for example
‘Immediate security update of online banking’ or ‘Important verification of email account.” By
inspiring the general sense of crisis, this sort of email is more likely to attract the attention of the

potential victims and has more chance of tempting them to follow the advice indicated in the email.

There is no single solution to eliminate social engineering attacks, as it largely deals with the human
factor. The problem of phishing is that it targets the weakest link in the security chain, namely,
human.*® Workman conducted a study grounded in social psychology theory to investigate the
reasons why people may or may not fall victims.!** He found that people feel obligated to
reciprocate favors such as receiving free software or gift certificates by giving away confidential
information; for example, company email addresses or employee identification numbers. A savvy
phisher is proficient at manipulating the weakness of human to interfere with potential victim’s

ability to analyze carefully the content of the message.
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In addition to interference of emotion, phishing attacks succeed by exploiting a user’s inability to
distinguish phishing emails or websites from legitimate ones. Bakhishi et al.}*? conducted an
email-based experiment in which 152 staff members were sent a message asking them to visit an
external web site and install a claimed software. The result showed that 23 percent of recipients
were fooled by the simulated attack even though the message was designed to convey signs of a
deception and the external website was intentionally badly designed in order to alert users. Several
research studies have been conducted to investigate the factors such as gender or age that could
impact user’s susceptibility to phishing.**® Sheng et al.}* suggested that women are more
susceptible than men to phishing, whereas Kumaraguru et al.}*> found no distinct difference
between males and females in the tendency to fall for phishing. However, both studies concluded
that the participants in the 18 — 25 age group are more susceptible to phishing than other age

groups.

Enabling users to engage in secure online behaviours is another important countermeasure against
phishing which is frequently done by education and training.'*® Researchers!*’ proposed a
game-based education framework to encourage user avoidance behavior by enhancing their
avoidance motivation which was determined by five elements: perceived susceptibility, perceived

severity, safeguard effectiveness, safeguard cost, and self-efficacy.'
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Several researchers have proposed user education or training programs, which are mostly designed
in the format of game, to help users to better recognize phishing and improve their resistance to
phishing attacks.'*® Game-based education provides a natural and interactive environment for
learning by doing. PhishGuru, a well-known embedded training system developed by Kumaraguru
etal., ™ teaches users to avoid falling for phishing by delivering a training message at the teachable
moment, i.e. when the user clicks on the URL in a simulated phishing email. Another example is
Anti-Phishing Phil, an online game grounded in learning science principles that enhance users’
ability to avoid phishing by teaching them how to use cues in URLs to identify fraudulent

websites. !

While the results of both lab and real-world experiment indicated that the above education tools are
effective to help users to better recognize phishing, some researchers raised questions about the
effect of education measures. An evaluation of the effects of Anti-Phishing Phil found that the
training appears not to have produced a broad effect on promoting secure behaviour beyond the
specific points it trained on.*>?> Researchers'®® also argued that phishing tests can do very little help
to enhance users’ ability to spot phishing. Another problem is that the constant and long-term cost
of education and training without immediate benefit can be an important factor may negatively

influence the incentive of the businesses to engage in education scheme. >
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2.5.5. The transient nature of phishing websites

To avoid detection and trace, the lifetime of a phishing website is usually very short, existing for
only few days or even few hours. APWG’s statistics revealed an average time online for phishing
sites was 3.1 days.'® Phishing sites often appear and disappear in a very short time and move from
one host to another at extremely high speed through the use of free web space or compromised
machines or by utilizing fast-flux network. In fact, a phishing site does not need to stay alive for a
long time to be effective. A research article indicated that 80 percent of stolen credentials are
gathered and become usable by phishers within the first 5 hours and that, by 10 hours, more than 90
percent of the data that a phishing site is able to collect has already been harvested.'® Whether a
phishing site could be blocked and taken down within 5 to 10 hours hence becomes crucial to

suppressing phishing attacks.

One of the key countermeasures to phishing is the prompt removal of the spoofed websites. The
strategy of ‘notice-and-takedown’, which describes the scheme for the removal of undesirable
content from the Internet, has been prevalently employed by banks and organizations that are
impersonated to deal with counterfeit websites. A majority of banks outsource specialist companies,
which we call ‘takedown companies’, to take phishing websites down by either removing the web
pages from the hosting machine or requiring a registrar to suspend a domain name from the DNS
(domain name system) when the domain name in question has been registered especially for
phishing use or in some complex cases where page request are relayed by ever-changing

bot-infected machines.

155 APWG (2008a), 'Phishing Activity Trends: report for the month of January 2008'.

<http://docs.apwg.org/reports/apwg_report_jan_2008.pdf>, accessed September 15 2014.

156 Klein, Amit (2010), 'The Golden Hour of Phishing Attacks', Trusteer

<http://www.trusteer.com/blog/golden-hour-phishing-attacks>, accessed September 10 2014.
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To evade being traced, most phishing attackers tend to use free web hosting services or host the site
on compromised machines rather than on their own machines.’®’ In this case, it is necessary to
contact the free web-hosting providers or the system administrator (sysadmin) who looks after the
machine to ask them to remove the spoofed site. A research®® indicated that whether the brand
owners are aware of the existence of phishing sites is a key that decides how quickly these sites are

removed.

However, the use of fast-flux technique can significantly extend the lifetime of phishing sites™®
which has become a huge challenge to the effectiveness of takedown strategies because the
ever-changing list of IP addresses resolved from a domain makes it almost impossible to locate all
the hosting machines and shut them down.'®® Rock-phish sites have also largely increased
difficulty of takedown procedure as they can quickly and automatically switch to another
bot-infected machine. To have the domain registrars to suspend the domain name in question is the
only way to remove fast-flux phishing and rock-phish sites which is nevertheless not that easy and

sometimes rather time-consuming.6*

157 McGrath, D Kevin and Gupta, Minaxi (2008), 'Behind Phishing: An Examination of Phisher Modi Operandi', LEET, 8,
4;Moore and Clayton (2009), op. cit.
158 Moore and Clayton (2009), op. cit.
159 Moore and Clayton (2007), op. cit.
160 McGrath, D Kevin, Kalafut, Andrew, and Gupta, Minaxi (2009), 'Phishing infrastructure fluxes all the way', IEEE
Security & Privacy, 7 (5), 0021-28;Moore and Clayton (2007), op. cit;Moore and Clayton (2009), op. cit.
161 For example, the Austrian domain registrar nic.at initially refused to remove rock-phish domains and asked the
reporter, Spamhaus — an email-blacklist operator, to prove that these domains had been registered by non-existent
persons. Warrner, Gary (2007), 'Report on the criminal 'Rock Phish' domains registered at Nic.at', SPAMHAUS.
<http://www.spamhaus.org/organization/statement/7/>, accessed September 15 2014.
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Take-down strategy of phishing sites was described as a cat and mouse game,*%? as we are currently
unable to prevent the creation of phishing sites but can only chase them and shut them down. Even
though, taking down a phishing site as soon as it is detected is requisite to reduce the potential
damage and victims that phishing site may cause. The effectiveness of a takedown regime can be
improved by prompting the reaction of the actors responsible for takedown, i.e. domain registrars,
ISPs and system administrators, to removal requests and enhancing the cooperation between the

stakeholders involved by sharing their information about phishing URLs with each other.®3

This chapter has assessed the reasons why phishing attacks succeed and overviewed the work that
has been developed on the countermeasures against phishing in diverse fields. Every
countermeasure has its strengths and weaknesses, which proves that there is no silver bullet to
phishing and a combined approach incorporating strategies from multiple interfaces may be the
answer to phishing.’®* However, while significant volume of research studies have been conducted
on developing technological tools to prevent users from phishing attacks, very little research-based
literature, apart from the debates that focus on liability rules and legal reforms, could be found that
explores the legal force to address the problem of phishing.*®® This may suggest two possibilities:
one is that technology has been prevalently recognized as a powerful anti-phishing tool which is
worthy of more development; and the other is that the relation between laws and phishing is not

properly understood or the function of legal force in regulating phishing is not recognized.

2.6. Conclusion

162 Varghese (2008), op. cit.
163 Moore and Clayton (2008), op. cit.
164 Lynch (2005), op. cit;Mcnealy (2008), op. cit;Sullins (2006), op. cit;Wilson and Argles (2011), op. cit.
165 savirimuthu, Joseph (2008), 'Identity theft and the gullible computer user: what Sun Tzu in the art of war might
teach', J. Int'l Com. L. & Tech., 3, 120.
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Phishing, a term that first appeared in the 1990s, has posed increasing threats to information
security and caused tremendous damage on a global scale. Phishing targets the obtainment of
confidential information which may yield financial gain both directly and indirectly but is not
always true. The damage that phishing is likely to cause includes the direct monetary loss, the cost
used to redress phishing and also the loss of customers and the damage to reputation and credit. It is
difficult to regulate phishing because it usually takes advantage of the borderless nature of
cyberspace, easy availability of phishing resources, and ephemeral nature of phishing websites.
Also, a phisher is proficient at exploiting vulnerability of technology and weakness in humans.
Considerable effort has been made for the development of anti-phishing strategies to prevent
phishing attacks in different respects. However, having examined the existing research on phishing
countermeasures, this chapter found a gap of the anti-phishing research between legal and other
fields. The current research is dominated by technical solutions whereas comparatively little work
has been conducted on studying the role of laws. In addition, the current legal debates over phishing
have mostly focused on legal reforms and liability rules of criminal law which is actually not easy
to be enforced because of the nature of phishing and is particularly difficult for Taiwan to
implement due to its disadvantaged political status. The next chapter explores the special experience

of Taiwan as a case study.
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CHAPTER 3 THE PROBLEM OF PHISHING
ENCOUNTERED IN TAIWAN

Synopsis

This chapter continues the account of phishing in the previous chapter by considering it in the
specific context of Taiwan and indicates the specific significance of using Taiwan as a case study.
This includes general factors such as the nature and prevalence of phishing attacks and the problems

of regulation as well as special factors resulting from Taiwan’s international relationships.

3.1. Introduction

Taiwan has a well-developed information technology infrastructure and plays an important role in
the cyber world; however, it has been a major target of phishing attacks as well as one of the top
hosting country of phishing websites. The severity of phishing threat has inspired a strong demand
for regulation of phishing, but yet, Taiwan has been in a particular dilemma of developing effective

regulation due to a complex of factors.

This chapter underlines the particular problems facing in Taiwan in combating phishing to highlight
the contribution that Taiwan’s experience can make to the research development of phishing. It
examines the reasons why Taiwan is so vulnerable to phishing attacks and looks into the specific

difficulties of Taiwan in effectively regulating phishing.
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3.2. Overview of the phishing problem in Taiwan

Cyberspace provides phishers a borderless platform to launch attacks across countries. In order to
evade trace and prosecution, very seldom will an attacker host the phishing site that targets the users
all in the same country where he resides. In most cases, an attacker in country A may target the
users in country B through a spoofed website hosted in country C. An attacker in country A may
also target the native users by utilizing a network of bot-infected machines located in country C or
in more than one other countries. Phishing is a global problem, and it is almost impossible for any
country to be isolated from the issue of phishing. A country, especially with mature online
environment and considerable scale of online commerce but insufficient protection of information
security is at the highest risk of becoming not only the main target but also the hotbed of phishing
attacks. The situation can be more complicated if some motivations other than financial profit are

involved, for example, political factors. This is exactly the case of Taiwan.

Taiwan has been one of the main targets of phishing attacks as well as one of the top countries for
phishing hosting. In spite of sever threats posed by phishing, Taiwan appears to be still struggling
with effective regulation of phishing. The issue of phishing did not receive proper attention from
either researchers or government in Taiwan until recently. In addition, Taiwan has always been
experiencing particular difficulty of taking part of international conventions or agreements and
engaging in international cooperation due to complicated political factors. This thesis recognizes
that Taiwan has been at high risk of phishing attacks and has a desire for effective regulation, but
yet, it faces severe challenges in terms of developing a viable regulatory regime. Taiwan’s
experience is able to provide a valuable insight into the general and specific difficulties that
practically reside in managing phishing, which are worth considering for future development of a

regulatory framework of phishing as well as other similar cybercrimes. This is the main factor
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leading to the selection of Taiwan as a case study. Taiwan is my home country, which also makes it
earlier to me to obtain a good understanding of the situation and access the resources necessary for

this research.

3.3. Taiwan is one of the principal targets and hosts of phishing attacks

Over a decade, Symantec has been researching information security threats and has regularly
released reports providing analysis of the data about emerging trends and landscape of global threat
activity. It has published a series of monthly phishing report of the metrics and trends observed in
phishing activity between May 2009 and March 2010. The statistics given in Symantec’s reports
showed that Taiwan was the second highest globally ranked country for malicious activities per
Internet user during the second half of 2006.1%® For the specific measurement of malicious activities,
the above report showed that Taiwan was the top country for phishing hosts and the second highest
number of bot-infected computers with the Asia-Pacific/Japan region (hereinafter, APJ region).
Symantec, in its phishing monthly reports, also found that Taiwan was on the list of top five
countries in the world where the phishing sites were hosted®” and Taipei, the capital city of Taiwan,

was the top city of hosting phishing sites followed by Jacksonville and Houston.8

The above statistics demonstrate that phishing has caused a severe threat to Taiwan, and this can be

166 Symantec (2007), 'Symantec Internet Security Threat Report —Trend for July-December 2006', XI.
<http://eval.symantec.com/mktginfo/enterprise/white_papers/ent-whitepaper_internet_security_threat_report_xi_0
3_2007.en-us.pdf>, accessed August 30 2014.
167 ... (2009a), 'The State of Phishing: A Monthly of Report — May 2009'.
<http://eval.symantec.com/mktginfo/enterprise/other_resources/b-state_of phishing_report_05-2009.en-us.pdf>,
accessed August 30 2014.
168 ___(2009c), 'The State of Phishing: A Monthly of Report — August 2009'.
<http://eval.symantec.com/mktginfo/enterprise/other_resources/b-state_of phishing_report_08-2009.en-us.pdf>,
accessed August 31 2014.
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imputed to the following causes.

3.3.1. Mature environment of Internet usage and connectivity

Taiwan is a highly computerized country with a high density of Internet users and large numbers of
Internet hosts. The data gathered by the Taiwan Network Information Center (TWNIC)®® revealed
that the number of Internet users in Taiwan had reached 16,217,009, accounting of over 70% of the
total population by the end of March 2010.17° The figures from CIA World Factbook'’* generated
in 2012 showed that Taiwan has 6,272,000 Internet hosts, giving it a ranking of the third highest in

the APJ region, after Japan and China.'"?

Taiwan has a high level of Internet usage and connectivity, along with high-speed Internet
infrastructure. Nevertheless, the Internet is a ‘double-edged sword’. While the mature online
environment may substantially expedite information circulation and boost the development of the
online economy in Taiwan, it also provides cyber attackers with larger capacities, faster speeds,
constantly connected systems and more stable connections which inevitably make Taiwan

vulnerable to a variety of malicious attacks, including phishing.

3.3.2. Insufficient management of web server security

169 TWNIC is a neutral and non-profit organization established at the end of 1999 and supervised by the Ministry of
Transportation and Communication that manages domain name registration and IP address allocation in Taiwan.
170 Tajwan Network Information Center (2010), 'Wireless Internet Usage in Taiwan — A summary Report of the January
Survey of 2010'. <http://www.twnic.net.tw/download/200307/1001c.pdf>, accessed August 27 2014.
171 CIA World Factbook is a reference resource produced by the U.S. Central Intelligence Agency (CIA) with information
on the history, people, government, economy, geography, communications, transportation, military, and transnational
issues for the countries of the world.
172 Central Intelligence Agency (2012), 'The World Factbook'.
<https://www.cia.gov/library/publications/the-world-factbook/rankorder/2184rank.html>, accessed September 1
2014.
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According to a technical expert from Symantec,'”® insufficient management of web server security,
especially regarding web servers that have been set up by small and medium-sized businesses,
students or heavy Internet users, is another important cause responsible for the large number of
phishing hosts in Taiwan. Phishing attackers usually compromise targeted websites by exploiting
web browser vulnerabilities through an in-session attack to generate a phishing pop-up without
changing the original content of the compromised website. As the content and functions run by the
base website generally are uninfluenced, the performance of this kind of phishing attack is hence
not easy to detect promptly with a shortage of resources and manpower for managing web server

security.

In fact, it is a universal phenomenon that small and medium-sized businesses (SMBs) are more
vulnerable to various malicious attacks, including phishing. In September 2011, Symantec
conducted a research survey of 1,900 SMBs around the globe to gain an understanding of their
familiarity with threats and their actions to protect themselves.}’* The findings revealed that while
the SMBs are familiar with security threats such as DDoS attacks, targeted attacks, and keystroke
logging, they do not consider themselves in danger as targets of cyber-attacks simply because they
are a small company. Since the SMBs did not feel at risk, many of them failed to take actions to
protect themselves. 61 percent did not use anti-virus on all desktops and 47 percent did not use

security on mail severs.

However, Symantec’s data had proved that the assumption of the SMBs is wrong. Since the

beginning of 2010, 40 percent of all targeted attacks have been directed at small businesses whereas

173 7DNet (2007), 'Taipei has beceome the principal setting location of phishing web sites within the Asia-Pacific
region', (ZDNet).
174 Symantec (2011), 'SMB Threat Awareness Poll — Global Results'.
<http://www.symantec.com/content/en/us/about/media/pdfs/symc-smb-threat-awareness-poll.pdf?om_ext_cid=biz_
socmed_twitter_facebook_marketwire_linkedin_2011Nov_worldwide_SMBflashpoll/>, accessed August 29 2014.
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only 28 percent at large enterprises. The possible reasons can be that cybercriminals recognize that
targeting large enterprises carries a greater risk of detection and SMBs, just like ‘low hanging fruit’,
become an easy target to cybercriminals due to a lack of alertness and weak security

management.*’®

3.3.3. High volume of bot-infected computers

Botnets have been described as ‘Swiss Army knives of the underground economy’ because they are
capable to assist in a great variety of malicious attacks, including phishing.2’® A botnet is a very
useful tool to phishers to either deliver phishing messages or host and protect phishing websites
from disclosure. Taiwan is on the list of top countries hosting phishing websites in the world;
however, it does not necessarily suggest that these phishing attacks really originate in Taiwan.
People from other countries may launch phishing attacks on other countries through a scapegoat —
bot-infected machines in Taiwan. A well-known example is ‘Operation Aurora’, where Chinese
hackers launched large scale sophisticated cyber-attacks against dozens of commercial companies in
the United States from mid-September to December 2009 by utilizing compromised computers

located in Taiwan.t’’

Number of bot-infected computers can serve as a meaningful indicator of the extent of phishing
hosts. An increase of number of bot-infected computers, in general, results in a corresponding rise
of phishing hosts. Lee Hsiang-Chen, the director of the National Police Administration’s Internet

Crime Investigations unit, indicated in an interview conducted in 2007 that over a third of

175 Macewan (2013), op. cit.

176 Wilson, Clay (2008), 'Botnets, cybercrime, and cyberterrorism: Vulnerabilities and policy issues for congress', CRS
Report for Congress. <http://fas.org/sgp/crs/terror/RL32114.pdf>, accessed September 20 2014.

177 http://en.wikipedia.org/wiki/Operation_Aurora.
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computers in Taiwan have been installed with bot programs.’® Symantec also found Taipei was the
top city for bot infections in the APJ region in 2008.17® Why is Taiwan so vulnerable to botnets? In
addition to the high speed of Taiwan’s Internet infrastructure and a lack of security and

management by operators,

it was indicated that insufficient users’ awareness about computer
security is another main cause that contributes to the botnets problem in Taiwan.!8t When users
discover that their computer is infected, they usually choose to reinstall the operating system of the
computer. However, reinstallation will only protect the computer from botnet manipulation for a

short time. The computer is still at high risk of being re-infected if the users don’t have adequate

knowledge and sense of computer security.

3.3.4. Intense malicious cyber-attacks from China

China has been one of the top active originating countries for many cyber-attacks, and Taiwan,
unsurprisingly, has been one of the most preferred targets for China’s attackers. While the phishing
hosts in Taiwan primarily targeted European countries and America, most phishing attacks on
Taiwan were reportedly originated from China.'® The possible reasons for this phenomenon can be

the commonality of language and culture and the political tension between these two countries.

The performance of social engineering attacks predominately depends on whether an attacker can
successfully manipulate the action of potential victims with appeals to strong emotions. This can be

much easier if the attackers share the same or similar language and culture as the victims. Taiwan

178 Hsueh, Yi-Jing (2007), 'Averagely ten times hacker attackers daily', Business Next, 72.
179 Symantec (2009b), 'Symantec APJ Internet Security Threat Report — Trend for 2008', XIV.
<http://eval.symantec.com/mktginfo/enterprise/white_papers/b-whitepaper_apj_internet_security_threat_report_04
-2009.en-us.pdf>, accessed August 29 2014.
180 Chao, Y (2010), 'Google attacks used addresses based in Taiwan', Taipei Times, 16 January 2010;Su, Wen-Bin (2009),
'Taipei becomes the headquarters of bots in the Asia and Pacific Region', iThome.
<http://www.ithome.com.tw/itadm/article.php?c=54571>, accessed September 20 2014.
181 5y (2009), op. cit.
182 7dnet (2007), op. cit.
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users are more likely to respond to a phishing message written in Mandarin which appears to be
aware of the hot topics happening in Taiwan society rather than an English-written email. The
commonalities of language and cultural background largely increases the possibilities of deception

183

of Taiwan users, which in turn intensifies the phishing attempt of China’s attackers against

Taiwan.

The political tension between Taiwan and China is another eventful factor responsible for the
considerable number of phishing attacks against Taiwan. PRC (People’s Republic of China) led by
the Communist Party has long claimed territorial sovereignty over Taiwan because the island is
ruled by the exiled ROC (Republic of China) government led by the Kuomintang (KMT, Chinese
Nationalist Party) which was defeated in 1949 during China’s civil war. Both the ROC and the PRC
agree to a ‘one-China’ policy but have disagreement about the form that a ‘one-China’ policy
should take. The PRC considers itself the legitimate ruling power for all of China whereas the ROC
refuses to acknowledge the governing status of the PRC. To maintain territorial integrity, the
government in Beijing never gives up the use of force to keep Taiwan from declaring independence

where necessary.

The antagonistic relationship between Taiwan and China has boosted the growth of malicious
cyber-attacks between them.8* Tsai De-Sheng, the acting director of the National Security Bureau
of Taiwan claimed that over 3,100 attacks were launched by a Chinese cyber army against Taiwan
government systems with an attempt to steal sensitive information during 2008.1® This did not

include attacks against the private sector. In addition, Taiwan’s political activities, for example,

183 Chang, Yao-Chung (2012), Cybercrime in the Greater China region: requlatory responses and crime prevention
across the Taiwan Strait (Edward Elgar Publishing);Chao (2010), op. cit.
184 Mazanec, Brian M (2009), 'The art of (cyber) war', Journal of International Security Affairs, 16, 81-90.
185 Xu, Shao Xuan (2009), 'Over 3,100 cyber attacks towards Taiwanese government system were originated by Chinese
cyber army', Liberty Times, 24 March 2009.
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legislative or presidential elections, have been usually accompanied with an increase of attacks
originated by China in order to influence the campaigns.'® In August 2011, Taiwan’s Democratic
Progressive Party (DPP), which has long advocated Taiwan becoming its own nation against the
wishes of both the PRC and Kuomintang, alleged that the Chinese government is behind a series of
phishing attacks that target information about the party’s election activities.'®” According to the
DPP’s statement, the attackers sent the DPP staffers emails which appeared to be from the
employees of the other party but contained a virus in the attached files that can be used to monitor
the compromised computers. The above statement also indicated that some of the attacks had been

traced to China’s Xinhua Agency, which is a state-run press group.

The peculiar political situation of Taiwan not only exposes Taiwan to fierce cyber-attacks triggered
by China but also puts other countries involved, especially the USA, at a very high risk of being
attacked. The Mutual Defense Treaty between the USA and the ROC, which was signed in
December 1954 and came to an end in January 1980, assisted the ROC in maintaining its legitimacy
as the sole government of all of China and secured Taiwan from invasion by the PRC until 1970s.
In 1971, the ROC walked out of the United Nations shortly before it recognized the government in
Beijing as the legitimate holder of China’s seat in the United Nations. In 1979, the U.S. Congress
passed the Taiwan Relations Act to maintain commercial, cultural and other relations in unofficial
form with Taiwan after the establishment of diplomatic relations with the PRC and the breaking of
relations between the United States and Taiwan. The Act requires the United States to “provide

Taiwan arms of a defensive character”; and to “maintain the capacity of the United States to resist

186 Symantec (2008), 'Symantec APJ Internet Security Threat Report — Trend for July-December 07', XIlI.
<http://eval.symantec.com/mktginfo/enterprise/white_papers/b-whitepaper_apj_internet_security_threat_report_xiii
_04-2008.en-us.pdf>, accessed August 31 2014.
187 Kan, Michael (2011), 'Taiwan political party accuses China of hacking', PCWorld.
<http://www.pcworld.com/article/237591/taiwan_political_party_accusses_china_of_hacking.html>, accessed
September 7 2014.
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any resort to force or other forms of coercion that would jeopardize the security, or the social or

economic system of the people on Taiwan.”8

The United States intentionally stands in an ambiguous position towards security issues in the
Taiwan Strait, which is known as ‘strategic ambiguity’ — a dual deterrence policy designed to
dissuade Taiwan from a unilateral declaration of independence, and to dissuade the PRC from
unilaterally unifying Taiwan with the PRC by other than peaceful means, including by boycotts or
embargoes.'® China expressed strong opposition to the U.S. Taiwan Relations Act and regarded it
as an open violation against China’s sovereignty.'®® To deter U.S. involvement in a future conflict
over Taiwan, China has been continually investing in military force such as new missile
technologies ®* and increasingly developing advanced capacity in cyberspace. It has been
suggested that China attempts to achieve military effects and influence the outcome of conventional
armed conflicts via cyber-warfare.!%? By using the threat of cyber-warfare, China seeks to deter an
actor from behaving in a manner that is in opposition to Chinese strategic interests, for example,

ultimate reunification with Taiwan.

3.4. Poverty of anti-phishing research development besides technology

Although nearly two decades have passed by since the emergence of phishing in the mid of 1990s,
Taiwan appears to show very little interest in the development of anti-phishing solutions except for

technical tools. Very little Taiwanese scholarly literature could be found that is closely related to

188 The full text of the Taiwan Relations Act, http://www.ait.org.tw/en/taiwan-relations-act.html.

189 Benson, Brett V and Niou, Emerson MS (2000), 'Comprehending strategic ambiguity: US policy toward Taiwan
security', Taiwan Security Research.

130 Embassy of the People’s Republic of China in the United States of America, ‘China opposes US congress’ resolution
on Taiwan (19/0704), http://www.china-embassy.org/eng/xw/t143465.htm.

181 Kueter, Jeff (2009), 'The missile defense mission', Journal of International Security Affairs, 16, 33-40.

192 Mazanec (2009), op. cit.

86


http://www.ait.org.tw/en/taiwan-relations-act.html
http://www.china-embassy.org/eng/xw/t143465.htm

phishing countermeasures prior to 2008. A proposal for an email authentication protocol was
brought forward by Chang et al.!®® in 2007 to spot phishing emails by verifying an authentication
message which is contained in each email and can only be signed by the sender himself. In the same

year, Fang!®

introduced a new type of visual cryptography, named visual cryptography in
reversible style. Although the author did not particularly address the connection between his work
and phishing, the technique of visual cryptography has been prevalently employed to identify the

genuineness of a website which can in turn be used to detect a bogus website.

There is significant progress in Taiwanese scholarly work on phishing solutions since 2008, which
is nevertheless dominated by the studies over technical countermeasures. A heuristic-based
approach was taken by some researchers to develop tools to detect phishing websites by identifying
the features extracted from the web pages.'®® A URL classification method was also proposed to
differentiate phishing sites and benign ones by examining lexical features of URLs which usually
include domain name, path, filename, and some arguments'®® or using both lexical and descriptive
features of URLs to combine the filtering results.'®” Several studies introduced a mutual
authentication mechanism between users and severs as an anti-phishing solution which can be
achieved by different keys, including a data-embedded image uploaded by users!® or users’

biometric information.?®® One-time-password (OTP) protocol was employed by some researchers

193 Chang and Chang (2007), op. cit.
194 Fang (2007), op. cit.
195 Chen et al. (2009), op. cit;Huang et al. (2010), op. cit.
1% Hsu, Wang, and Pu (2011), op. cit;Pao, Hsing-Kuo, Chou, Yan-Lin, and Lee, Yuh-Jye (2012), '‘Malicious URL Detection
Based on Kolmogorov Complexity Estimation', Proceedings of the The 2012 IEEE/WIC/ACM International Joint
Conferences on Web Intelligence and Intelligent Agent Technology - Volume 01 (1: IEEE Computer Society), 380-87.
197 Lin et al. (2013), op. cit.
1% Lin and Chiang (2009), op. cit.
199 Lee et al. (2011), op. cit.
87



to ensure independence between each login and thereby thwart phishing attacks by rendering the

stolen passwords invalid.%°

Instead of distinguishing phishing patterns in web pages, Lee et al. focused on the access contexts in
which users will fall prey to phishing by exploring users’ web browsing behaviors.?! The authors
extracted discriminatory features of each clicked URL in a user’s access sequence to capture
contextual information for phishing detection and demonstrated that their method had achieved very
high accuracy for predicting the phishing threats of users’ next accesses through large-scale
experiments. Tseng et al. worked on the frame model of phishing attack knowledge and page
scenario which be utilized to build up an anti-phishing attack model for detection of phishing
attacker behaviors.?? The model developed by Tseng et al. can also be used to automatically
improve the contents of anti-phishing education game by extending the original phishing pages and
model new pages.?®® To transform the continuously increasing anti-phishing knowledge to learning
materials and to make the materials more readable and easy for students to learn, Yang et al.

classified anti-phishing knowledge into different levels of learning and proposed an anti-phishing

200 1in, Chun-Li and Cheng, Ming-Her (2008), 'The one-time Password Authentication Protocol of against Phishing
Attack', 2008 Management and Application of Information Communication Technologies Conference (Kaohsiung,
Taiwan: Shu Te Univeristy), 216-25;Sun, Hung-Min, Chen, Yao-Hsin, and Lin, Yue-Hsun (2012), 'oPass: A user
authentication protocol resistant to password stealing and password reuse attacks', Information Forensics and Security,
IEEE Transactions on, 7 (2), 651-63.
201 | ee, Lung-Hao, et al. (2012), 'Context-aware web security threat prevention', in Ting Yu, George Danezis, and Virgil
Gligor (eds.), Proceedings of the 2012 ACM conference on Computer and communications security (Raleigh, North
Carolina, USA: ACM), 992-94;Lee, Lung-Hao, et al. (2013), 'User-Centric Phishing Threat Detection', In Poster Session of
the 34th IEEE Symposium on Security and Privacy (San Francisco, California, USA);Lee, Lung-Hao, et al. (2014), 'Users'
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7th International Conference on Advanced Information Technology (Chaoyang University of Technology, Taichung,
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education game that will provide students with game missions according to their different learning

achievements.2%

Although significant progress has been made in developing anti-phishing solutions in Taiwan over
the past five years, it is an imbalanced development which apparently only focuses on the
discussion of technology with very little attention on the countermeasures that can be developed in
other dimensions. There is a distinct shortage of scholarly literature on the legal regulation of
phishing in Taiwan, with only an article written by Professor Hsueh, Chih-Jen in 2013.2% This
article explored whether or not there is a need to make a sui generis phishing law by examining the
application of the current criminal laws to phishing. The author suggested that it is not absolutely
necessary to add a phishing-tailored law for two reasons. One is that the conduct of phishing is fully
covered by the current laws. Interestingly, the other reason is that lawmaking is far less effective in
deterring phishing attacks than enhancement of preventative measures, users’ information security

awareness, and criminal investigation capability.

However, Hsueh’s work only looked into the criminal liability of phishing and its focus was on the
Taiwan Criminal Code. While, the Criminal Code of Taiwan is considered in Chapter 4, the
objective of this thesis is to consider wider aspects of national and international legal regulation in
its context. In addition to the Criminal Code, the practice of phishing usually contains several steps
(see Chapter 2, section 2.4.) which may involve violation against trademark or copyright laws.
More importantly, phishing is a direct infringement of the right to information privacy in its attempt

to acquire confidential information through deception or malware infection. Phishing attacks can be

204 yang et al. (2012), op. cit.
205 Hsueh (2013), op. cit. Professor Hsueh, Chih-Jen was an assistant professor of the law department of National
Cheng Kung University at the time when this article was published. He now is an assistant professor of the law
department of National Taiwan University. More discussion of Hsueh’s work, see Chapter 4, section 4.4.2.3.
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blocked and its damage can be decreased by strengthening the legal requirement for data holders in
terms of information management and protection. To phishing, law should not only be a corrective
measure providing civil remedy or criminal penalty, it can also act as a preventative measure by
enhancing information security. Chapter 5 examines the influence upon the right to information
privacy caused by phishing and explores the contribution of the Taiwan Personal Information
Protection Act to the regulation of phishing. Moreover, the legal regulation of phishing is unlikely
to be achieved within a single country only as phishing is free of geographical boundaries. It is
always important to look at the laws in other domains to seek harmonization of legal standards and
cooperation of legal enforcement with other countries. Chapter 6 studies the legislative responses to
phishing at both the national and international levels and looks into the international legal

approaches that have been taken with regard to coordinating the actions against phishing.

3.5. Slow and insufficient progress in anti-phishing work

During the period between 1990 and 2003, Taiwan undertook a series of legal amendments to the
Criminal Code which brought the Criminal Code into a new era by putting in an individual chapter
specially designed for the regulation of computer crimes. The new chapter — chapter 36 ‘Offences
against Computer Use’, which came into force in June 2003, makes it an offence that a person
access to another person’s computer or obtain, delete, or alter another’s person’s electromagnetic
records without authorization (Art. 358 and 359). It also criminalizes unauthorized interference with
computers (Art. 360) and production of computer programs for the commitment of the offences laid

down in this chapter (Art. 362).

The purpose of the above enactment was to protect the security of computer use, the domination of

electromagnetic records and computer efficiency. However, while the new legislation have made a
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significant contribution to addressing hacker problem to certain extent, it appears to have provided
rather limited help to deal with phishing largely due to inappropriate interpretation of the laws and
failure of prosecuting phishers. The Chapter 4 of this thesis provides an outline of the legislative
background and investigates the problems with the practical application of the new legislation to the

case of phishing.

In addition, Taiwan enacted the Personal Information Protection Act in May 2010 which involved a
large-scale amendment to the previous law, the Computer-Processed Personal Data Protection Law.
The Act provides that a private data controller should take necessary technical and organizational
measures to prevent personal data from being stolen (Art. 27.1) and makes data controllers liable
for illegal collection, processing and usage of personal information due to their non-compliance
with the requirements provided by the Act (Art. 28 and 29). While the Act is generally regarded as a
milestone in the development of Taiwan’s information protection laws, this thesis discusses whether
the Act is capable of providing substantial protection for personal information against illegal access.
There is always a gap between ideal and reality. The gap mainly comes from a lack of independent
privacy protection authority empowered to supervise data controllers and oversee their compliance
with the data protection provisions and the concession of the executive power of Taiwan to the
interests of data controllers when facing a conflict between personal information protection and
business interests. This thesis draws on the key problems observed from the Act which result in

insufficient protection of personal data in Chapter 5.

The Taiwan government did not pay proper attention to anti-phishing work until recently. Given the
necessity of integrated effort of computer security teams across different sectors in responding to

arising security incidents, the TWCERT/CC called on government agencies, ISPs, academic units,
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computer security industries and business corporations collectively to build up a joint defensive
alliance, named the Taiwan information Security Strategic Alliance (hereinafter, the Alliance)
which was formally established on 23 September 2010. Prior to the establishment of the Alliance,
the Alliance members reached a consensus that anti-phishing work should be placed in their
prioritized tasks. Accordingly, TWCERT/CC introduced the Taiwan Anti-Phishing Working Group
(TAPWG) in July 2010 and activated a phishing reporting system known as the Anti-Phishing

Notification Window (APNOW) in October in the same year.

The APNOW provides an internal and external platform for reporting suspected phishing attacks
and streamlines the processing procedures of phishing reports by passing the report to the
corresponding CERTS, including CERTs of commercial, academic and governmental network, or to
the ISPs directly after it receives a report to suspected phishing emails or phishing sites. The
establishment of the TAPWG and the APNOW set a landmark in Taiwan’s development of
anti-phishing work and reflected Taiwan’s ambitions to combat phishing through collective effort
and an institutional network. The APNOW is supposed to be helpful to tackle phishing by quickly
coordinating the action between different teams to remove the phishing sites hosted in Taiwan or
other countries; however, this thesis demonstrates the defects of the APNOW and its limited
function in regulating phishing by providing an exploration of the structure, processing procedures,
practical operation and effectiveness of this mechanism in Chapter 7. Furthermore, by means of
in-depth interviews with the experts from different stakeholders, this thesis examines the
effectiveness of Taiwan’s anti-phishing work by providing an insight of the work engaged by the
relevant stakeholders and the key factors that have handicapped their performance in the regulatory

network of phishing.
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3.6. Obstacles to engaging in international cooperation

The political tension between Taiwan and China has not only made Taiwan a primary target of
phishing attacks originated in China but also drawn Taiwan into international affairs complexities.
As indicated by Wang, if the mainland fails to reunify with Taiwan, the revival of the Chinese
nation would not be meaningful to many Chinese people, who do not wish the sovereignty of China,
which includes the region of Taiwan, to be altered.?®® China considers Taiwan only a local
government under Beijing’s command but one that will be permitted to enjoy a high degree of
autonomy, like Hong Kong and Macao. This is known as ‘one country, two systems’ model.?%” To
serve the national goal, China has been taking a hardened posture on the Taiwan issue in making
and implementing its international policies in order to deter Taiwan form moving towards de jure

independence.?%®

Since the day the ROC walked out of the United Nations in 1971, Taiwan has struggled to regain
the international recognition it had once enjoyed. While the attempt to obtain official international
status still remains difficult in the short run due to the overwhelming power of China, focusing on
membership in international organizations has become an alternative way for Taiwan to seek a
space in international society.?®® However, pressure from China continues to impede Taiwan’s
attempts to participate in international arena by blocking Taiwan’s attendance in international

conferences or denying Taiwan’s membership or/and observer status to join the international

206 \Wang, Jisi (2004a), 'China’s Changing Role in Asia', The Rise of China and a Changing East Asian Order, Tokyo, Japan:
Japan Center for International Exchange.
207 Wang, Te-Yu and Liu, I-Chou (2004), 'Contending identities in Taiwan: Implications for cross-strait relations', Asian
Survey, 44 (4), 568-90.
208 | ee, Che-Fu (1997), 'China's Perception of the Taiwan Issue', New Eng. L. Rev., 32, 695.
209 7aid, Mark S (1997), 'Taiwan: It Looks like It, It Acts like It, but Is It a State-The Ability to Achieve a Dream through
Membership in International Organization', New Eng. L. Rev., 32, 805.
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organizations, for example, World Health Organization (WHO), International Monetary Fund (IMF)

and the United Nations.?1°

Asia-Pacific Economic Cooperation (APEC) has been the major political battleground between
Taiwan and China since Taiwan joined APEC in 1991 under the name ‘Chinese Taipei’. Although
APEC is the most important intergovernmental organization where Taiwan is accepted as a full
member, Taiwan is not allowed to participate in negotiation processes involving political issues as
an equal member and the president or high level of government officials of Taiwan such as foreign
minister or department directors are excluded from APEC Ministerial Meeting because of Chinese

opposition on political grounds.?*

The political force from China has been a major hindrance to Taiwan to equally participating in
intergovernmental activities and fully engaging in international cooperation that requires statehood.
Because of its disadvantaged international status, Taiwan has not only been excluded from most
international organizations but also been prevented to become a signatory for most international
conventions. As treaties are concluded based on nation-to-nation relationship, the countries which
recognize China are unable to enter into binding agreements with Taiwan.?!?> The obstacle to
pursuing bilateral or multilateral cooperation with most countries in the world further aggravates the
difficulty of Taiwan in combating phishing. The situation becomes even more complicated when

the primary threat of phishing attacks and the obstacle to Taiwan’s regulation of phishing come

210 FormosaFoundation 'Taiwan's participation in international organizations', [Ambassador Program Issues 2013],
<http://www.formosafoundation.org/ambassador-program/documents/issues/TW-International-Participation.pdf>,
accessed 15 July 2014.
211 Wu, Ling-Jun (2001), 'The current role and future adjusment of Taiwan in APEC', NPF Research Report (National
Policy Foundation);Yang, Phillip Y. M. (1997), 'Taiwan's approaches to APEC: economic cooperation, political
significance, and international participation', International Conference on Canada-Taiwan Relations in the 1990s
(National ChengChi Univeristy, Taipei, Taiwan).
212 Chang (2012), op. cit.
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from the same source, namely, China. As phishing frequently has a transnational dimension, an
anti-phishing solution which can only be practiced within the border is a mere armchair strategy.
How to avoid the political hindrance and expand Taiwan’s international participation in

anti-phishing campaign at international level is a very important lesson that needs to be learnt.

3.7. Conclusion

Cyberspace is free of territorial borders. An overwhelming majority of phishing attacks are operated
from one country to another. This makes every country in the world a potential object of phishing as
long as it has connection to the Internet. Taiwan has been suffering severe threats posed by growing
phishing attacks, as it is not only a major target but also one of the top countries hosting phishing
websites. This may be blamed on the fact that Taiwan has high levels of Internet usage and Internet
connectivity but in the meantime it has weak management of web security and considerable volume
of bot-infected computers. Another factor that significantly elevates the risk of phishing to Taiwan
is the vigorous malicious attacks from China, which are largely assisted by the commonality of
language and cultures and encouraged by political motives. While Taiwan desires effective
regulation of phishing, it has experienced a variety of difficulties in achieving this. The research
development of phishing countermeasures of Taiwan is slow and uneven and only concentrates on
the technical solutions with little respect for measures in other areas. The movement of the
anti-phishing work in Taiwan has been lagging and its performance is unsatisfactory. Most
importantly, phishing is often committed beyond borders and needs to be addressed by an
international approach which usually involves harmonization of legal standards and international
legal cooperation. Nevertheless, Taiwan has been suffering crucial political obstacles to engaging in
international conventions or agreements and legal enforcement cooperation. Taiwan provides a
good illustration of both the general and particular difficulties in regulating phishing and the efforts

that should be endeavored for the development of an effective regulatory framework against
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phishing.

The next chapter begins the examination of the legal regulation of phishing in Taiwan by first

exploring Taiwan’s legislation relating to phishing and focusing especially on the capability of the

Criminal Code.

96



CHAPTER 4 TAIWAN’S PHISHING LEGISLATION

Synopsis

This chapter examines the extent to which Taiwanese laws are able to deal with phishing, with a
particular focus on the Criminal Code. A phishing attack is very often a transnational phenomenon
and usually involves violation against protection of different legal interests. The chapter first looks
at the issue of jurisdiction followed by an overview of the legislation related to phishing, including

the civil law, trademark law, copyright law, and personal information protection law.

The chapter concentrates on the examination of the Criminal Code and particularly two major legal
amendments to the Criminal Code, the 1997 Act and 2003 Act, focusing especially on the
difficulties in applying the relevant provisions to phishing and highlights the challenges posed by

phishing to law enforcement work.

4.1. Introduction

Law has been a typical regulator that usually serves as an essential tool to control certain behaviours
by setting rules and punishing the violators in either the real or virtual world. To make phishing
attackers accountable for their conduct, the most fundamental step is to ensure that phishing is a
legally impermissible behaviour. Phishing has raised a variety of legal issues but has appeared to
inspire not much legal scholarship in phishing regulation. Chapter 2 reviewed the corresponding

measures that have been developed to prevent or disrupt phishing attacks and found that there was a
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dearth of legal scholarship in comparison with other research areas, in particular technological
research. A study of the role of laws in the regulation of phishing is hence necessary to fill the gap

existing in the current anti-phishing research.

Chapter 3 demonstrated that Taiwan has been one of the major targets as well as the main sources of
phishing attacks, which makes it pressing to pursue a practicable regulation of phishing. However,
Taiwan has been struggling with establishing and enforcing effective regulation of phishing due to a
variety of reasons, comprising both the general factors that have been discussed in Chapter 2
(section 2.5) and Taiwan-specific factors that have been examined in Chapter 3. A study of Taiwan’s
experience in regulating phishing can provide a clear understanding of the reasons which make an
effective regulation of phishing so difficult and the problems to be addressed to better deal with
phishing. Although the focus of this research is especially on Taiwan’s legal regulation of phishing
which is dealt with in this chapter and Chapter 5, the global nature of phishing makes it necessary to
also look into the regulation in other domains and international regulation, which will be examined

in Chapter 5 and 6.

Phishing, for its attempt to target unauthorized acquisition of a variety of personally sensitive and
confidential information via Internet networking, constitutes an offence against computer and
information security and also a direct infringement of personal information privacy. The focus of
the examination of Taiwan’s legal regulation will therefore be the Criminal Code, with deals with
the laws relating to cybercrime and the Personal Information Protection Act. This chapter examines
Taiwan’s legislation relating to phishing, primarily focusing on the Criminal Code and the two
reforms, the 1997 and 2003 Act. The chapter also addresses the Personal Information Protection Act
(the PIP Act), but only briefly, with a focus on the comparison between the PIP Act and its previous
law. The following chapter will provide a detailed examination of the relationship between phishing

and information privacy and an exploration of the work that personal information protection laws
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can do in combating phishing, both nationally and internationally.

Phishing is frequently a transnational phenomenon which usually involves multiple jurisdictions.
This chapter commences by looking into the issue of which jurisdiction may be involved in a
phishing case. This is followed by an overview of the laws involved in dealing with phishing
combined with an analysis of their relevance to phishing. Taiwan undertook two major legal
amendments to the Criminal Code between 1990 and 2003, which brought the Criminal Code into a
new era in responding to the emergence of new offences consequent on the dramatic growth of
information technologies. This chapter primarily concentrates on the extent to which the Criminal
Code is able to deal with phishing by investigating the applicability of the 1997 and 2003 Act to the
conduct of phishing. There are several studies that examined the issue of cybercrime in Taiwan,?:
most of which focused on an analysis of the demographic characteristics of cyber criminals and the
characteristics of computer crimes happening in Taiwan. As | have mentioned in Chapter 3,214 only
one piece of work could be found that specifically examined the applicability of Taiwanese
Criminal Code to the conduct of phishing.?®> While Hsueh concluded that phishing can be

flawlessly covered by the existing laws of Taiwan, this chapter leads to a different conclusion.

This chapter looks into the arguments, both academically and practically, over the elements of the
provisions in relation to phishing and explores the negative influence that might have produced
upon the regulation of phishing. This chapter also addresses the difficulty in arresting and

prosecuting phishing attackers and examines the challenges to Taiwan’s criminal law enforcement.

213 Chang (2012), op. cit;Jen, Wen-Yuan, Chang, Wei-ping, and Chou, Shih-chieh (2006), 'Cybercrime in Taiwan—an
analysis of suspect records', in Hsinchun Chen, et al. (eds.), Intelligence and Security Informatics (Springer), 38-48;Liao,
You-lu and Tsai, Cynthia (2006), 'Analysis of computer crime characteristics in Taiwan', in Hsinchun Chen, et al. (eds.),
Intelligence and Security Informatics (Springer), 49-57;Lu, Chi-Chao, et al. (2006), 'Cybercrime & cybercriminals: An
overview of the Taiwan experience', Journal of Computers, 1 (6), 11-18;Wang, Jau-Hwang, et al. (2006),
"Technology-based Financial Frauds in Taiwan: Issues and Approaches', IEEE International Conference on Systems, Man
and Cybernetics, 2006 (6; Taipei, Taiwan: IEEE), 1120-24.
214 See Chapter 3, section 3.4.
215 Hsueh (2013), op. cit.
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4.2. Jurisdiction

“In the networked world, no island is an island.”?!® Cyberspace is borderless, that a crime can be
committed without the limitation of a geographical boundary as long as criminals have access to the
Internet.2!” Cybercrime is often operated from one country to another in a remote way, and the
states of domicile or residence of the perpetrator and the victim are usually different. Also, the place

where a cybercrime is committed tends not to be where the results are felt.

Traditional jurisdiction, including the jurisdiction to prescribe, adjudicate, and enforce, has been
primarily based upon the concept of territory.?® The transnational and immaterial character of
cybercrimes has posed a challenge to the current initiatives based on geographical boundaries and
deciding their jurisdiction has become a controversial issue. This section examines the issue of

which jurisdiction may be involved in a phishing case under the laws of Taiwan.

4.2.1. Legislation

The Criminal Code, in principle, applies to an offence committed within the territory of Taiwan (Art.

3).2% According to Taiwan’s Criminal Procedure Code, a court of the place where an offence has

216 McConnel (2000), 'Cybercrime...and punishment? Archaic Laws Threaten Global Information'.
<http://www.witsa.org/papers/McConnell-cybercrime.pdf>, accessed September 21 2014.
27 Syantesson, Dan Jerker B (2005), 'The characteristics making Internet communication challenge traditional models
of regulation—What every international jurist should know about the Internet', International Journal of Law and
Information Technology, 13 (1), 39-69.
218 Koops, Egbert Jakob and Brenner, Susan W (2006), 'Cybercrime jurisdiction - an introducation', in Egbert Jakob
Koops and Susan W Brenner (eds.), Cybercrime and Jurisdiction; A Global Survey (Hague: T.M.C. Asser Press), 3-4.
219 The Criminal Code can also apply to the offence committed outside the territory under certain exceptional
circumstances, including a. the offences enumerated in Art. 5 based on the universality principle and protective
principle; b. the offences listed in Art. 6 committed by a public official; c. the offences committed by any national which
are not specific in Art. 5 and 6 but are punishable by no less than 3 years of imprisonment and are punishable by the
law of the place where the offence is committed (Art. 7); or d. the offences provided under Art. 7 committed by an
alien against a national Taiwan (Art. 8). Universal jurisdiction allows any nation to claim criminal jurisdiction over an
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been committed or where an accused is domiciled, resides, or is located shall claim jurisdiction over
the case (Art. 5 1). The place where an offence has been committed shall include the places of both
the conduct and result (Art. 4 of the Criminal Code).??® However, how to recognize the place of
commitment is always a problem in the case of cybercrime because of its transnational nature. In
Taiwan’s judicial practice, inconsistent opinions have arisen about the recognition of the place

where a computer or Internet-related offence has been committed.

4.2.2. Inconsistent judicial interpretations

In a case where a man is accused of posting an advertisement for selling munitions and firearms via
a website which was available to the general public, the Taipei District Court decided that the place
where any person within that place could access that advertising information was the place in which
the offence was committed.??? According to the court’s opinion, Taiwan shall have jurisdiction over
crimes involving unlawful information in cyberspace as long as any person within the Taiwanese

jurisdiction can have access to this information.

Under the provision of the Criminal Code, as aforementioned, both the place of conduct and the
place of result are deemed the commitment place of an offence (Art. 4). Wang argued that the
foregoing interpretations failed to indicate clearly whether the place where the munitions

advertisement is accessed is the place of conduct or the place of result.??> Most importantly, in this

offender for certain crimes, irrespective of the commitment place, nationality, country or residence of the alleged
offender or victim. Protective jurisdiction provides a state to assert jurisdiction over a person whose conduct threatens
the security of that particular state or the functional operation of its government even when this conduct has been
committed abroad. Randall, Kenneth C (1987), 'Universal jurisdiction under international law', Tex. L. Rev., 66, 785.
Phishing is obviously not covered by universal or protective jurisdiction. In addition, the penalty for phishing is no more
than 5 years of imprisonment (Art. 339, 359). To conclude, the Criminal Code cannot apply to phishing if it is
committed abroad pursuant to the above provisions.
220 syp. Ct., Criminal Division, 72 Tai-Shang No. 5894 (1983) (Taiwan)
221 Taipei Dist. Ct., Criminal Division, 87 Yi No. 428 (1998) (Taiwan)
222 \Wang, Ming-Yong (2004b), 'Criminal Jurisdiction over Computer Crimes', The Online Symposium of the Academic
Research and Practical Deliberation Conference ‘Cyberspace: Information, Law and Society (6), 25-34.
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interpretation, the court excessively extended the recognition of the place of the offence
commitment to widen Taiwan’s jurisdiction over cybercrime. Cheng argued that this excessive
extension of Internet jurisdiction was inappropriate as it could negatively influence the development

of cyber activities.??3

The above interpretation of the Taipei District Court was later narrowed by the Taiwan High Court
in 89 Shang-Su No. 1175 in 2000.%* The Taiwan High Court considered that the extreme
interpretation of the place of offence commitment may make every corner of the world fall under
Taiwan’s jurisdiction, which could lead to improper intervention in other countries’ jurisdictions and
cause difficulties for Taiwan’s courts in exercising its jurisdiction. In addition to the place where the
perpetrator was domiciled and the place where the web page host was allocated, the Taiwan High
Court decided that the jurisdiction over cybercrime should also take account of a. the place where
the email host was located, b. the place where the host that was used to install the web page or
transmit the data was located, or c. other specific places involved in different cases. This
interpretation of the Taiwan High Court regarding criminal jurisdiction over cybercrime has been

followed in subsequent cases.

4.2.3. The problem of jurisdiction over phishing cases

The application of the Criminal Code is primarily based on territorial jurisdiction (Art. 3),
supplemented by universal (Art. 5), protective (Art. 5), and national jurisdiction (Art. 6-8). As the
offences related to phishing are not the same at those specified in Art. 5 and 6, nor offences which
are punishable by no less than three years of imprisonment (Art. 7 and 8), jurisdiction over a

phishing case is hence based on the territoriality principle (Art. 3 and 4, and Art. 5 | of the Criminal

223 Cheng, C. I. (2009), 'The Extension and Tension of Internet Jurisdiction', Socioeconomic Law and Institution Review,
43, 127-60.
224 Taiwan High Ct., Criminal Division, 89 Shang-Su No. 1175 (2000) (Taiwan)
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Procedure Code). Accordingly, a Taiwanese court shall claim jurisdiction over a phishing case
where the offender is domiciled, resides, or located in Taiwan or where the offence takes place in

Taiwan, with the place of commitment defined narrowly by the Taiwan High Court decision.

Phishing is a malicious activity that directly targets the acquisition of confidential information
performed in electromagnetic format. The Criminal Code makes it an offence to obtain
electromagnetic records from another person without authorisation (Art. 359). In one case,??® a man
was accused of the unauthorised obtainment of electromagnetic records by acquiring the property in
the form of New Taiwan Dollars (NTD) 30,000 of Kao, a player of an online game, by inputting
Kao’s account name and password to log on to the game, and transferring the property to another
account. The court followed the foregoing Taiwan High Court’s opinion in 89 Shang-Su No. 1175
and considered the place where (i) the perpetrator accessed the online game web server and input
the victim’s login account name and password to acquire the electromagnetic records or (ii) the

online game web server and host was located as the place where the offence had been committed.

Therefore, according to the Criminal Procedure Code (Art. 5 1) in conjunction with the above
judicial interpretation of the commitment place, Taiwan courts shall exercise jurisdiction over a

phishing case in any of the following three circumstances:

a. The phishing perpetrator accesses the phishing website and obtains the victims’ confidential
information within the territory of Taiwan;
b.The phishing website is hosted in Taiwan; or

c. The perpetrator resides or stays in Taiwan.

In other words, the Taiwanese courts cannot claim jurisdiction over a phishing case if the offender

225 Taipei Dist. Ct., Criminal Division, 93 Yi No. 697 (2004) (Taiwan)
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accesses the phishing website and obtains information abroad and the offender, without respect to

his/her nationality, as well as the phishing host is located in another country.

However, as we learnt from Chapter 3 (section 3.3.4), in most phishing attacks that target Taiwan’s
users, neither the attackers nor the phishing hosts are usually in Taiwan. As a result, an
overwhelming majority of phishing cases may be dismissed by the Taiwan courts due to their lack
of jurisdiction, even though these attacks are launched by a Taiwan national who resides abroad and

may have caused enormous losses to a great number of Taiwan users.

In addition, Art. 4 of the Criminal Code explicitly defines the offence commitment place as the
place of conduct and damage. A court of the place where a phishing attack causes damage shall also
take jurisdiction over this case. However, the above interpretation made by Taipei District Court in
93 Yi No. 697 only recognized the place of conduct as the offence commitment place with no
mention about the place of damage, which caused an evident loophole in the protection of the

litigation rights of the phishing victims in Taiwan.

Too broad recognition of the place of offence commitment in a cybercrime case may cause
inappropriate interventions in other countries’ jurisdictions; nevertheless, too restrictive recognition
of the offence commitment place, especially in a cross-border cybercrime case, may lead to the
inadequate protection of the victims of the crimes. The borderless nature of cyberspace enables
phishers to perform attacks freely without geographical restriction, with the vast majority of
phishing being committed across more than one country. Phishing attackers, phishing hosts, and
victims may be located under two or even three different jurisdictions. In my opinion, in addition to
the court of the place where the phishers and host are located, the court of the place where the
damage from the phishing occurs should also have jurisdiction over a phishing case in order to

conform to the legal requirement of Art. 4 of the Criminal Code and also better protect the litigation
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rights of the phishing victims.

4.3. Relevant Legislation to Phishing Activity

Phishing is a malicious cyber-attack which targets unauthorized acquisition of personal sensitive
information or financial credentials often through the use of a counterfeit email or/and a bogus
website. To better convince the recipients and to deceive them into divulging their financial or
personal confidential information, a phishing attacker mostly forges a phishing message and/or a
phishing website by imitating the genuine message or website and copying the trademark which
may have been registered by the legitimated business or organization. Therefore, phishing not only
constitutes an offence against criminal law but also involves violation against legal protection of
civil rights, trademark, copyright and personal information. This section considers the civil law,
trademark law, copyright law, and personal information protection law and identifies how they are

related to phishing. The examination of the criminal law is in section 4.4.

4.3.1. Civil law

The full enjoyment of privacy concerning personal information is an important element in
personality development. Phishing, which targets unauthorized acquisition of personal sensitive
information or financial credentials, apparently constitutes an infringement of the right to personal
information privacy. Under the tort law laid down in the Civil Code (Art. 184), the injured party

may claim for the damage caused by the phishing attack.

Under the provision of the Application Laws for Foreign-related Civil Law (hereinafter,
International Private Law) of Taiwan, claims grounded on tort shall principally be governed by the

law of the State in which the tort was committed, without difference (Art. 25.1). However, to
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provide more flexible choices of law for claims grounded on tort committed by disseminative
means, such as the “press, radio, television, computer Internet or other media methods”, a new
article was added to the International Private Law in May 2010 which provides three choices of
laws at the option of the injured party (Art. 28).2% In the case of claims founded on tort by phishing,

the above provision shall be applied to solve the problem of a conflict of laws.

4.3.2. Copyright Act

It is very commonly noted on a web page that all rights have been reserved. Any breach of
copyright is strictly prohibited once someone obtains the copyright of the whole contents of the web
page, including the words, pictures or web page layout. The creation of a phishing web page, for
example, a bank website or a login page of an email account or other online service, by mimicking
the authentic websites is deemed as a “reproduction of work” (Art. 3.1(1) and (5)) %*” which causes

a violation against the copyright of the rightful owner.

A person who infringes copyright shall compensate for damages caused by infringement and shall
remove or prevent the infringement according to the claim made by the copyright owner (Art. 84,
88). A counterfeit phishing website is usually openly displayed and made freely accessible by
unsuspecting visitors to achieve the fraudulent purpose. Besides civil liability, a person who
distributes the copy or with the intention to distribute by publicly displaying it is punishable by
imprisonment of up to three years and may be additionally fined NTD 70,000-750,000 (Art.

91-1.2).

226 The three choices of laws include: a. the law of the State in which the tort was committed or the law of the State of
domicile of the tortfeasor if the place of commitment cannot be identified; b. the law of the State in which the injuries
or the infringement have occurred if the tortfeasor should have foreseen that the injuries would occur in that State;
and c. the law of the State of the injured party if the act caused an infringement of personality rights (Art. 28 1).
227 “To reproduce”, according to the Copyright Act (Art. 3.1(5)), means to “reproduce directly, indirectly, permanently,
or temporarily a work by means of printing, reprography, sound recording, video recording, photography, and written
notes, or otherwise.” “Work” means a creation within a “literary, scientific, artistic, or other intellectual domain” (Art.
3.1(1)).
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An important amendment was made in May 2009 to the Copyright Act in respect of the liability of
Internet service providers for the breach of copyright by users through accessing their services.
Prior to May 2009, Internet service providers (ISPs) faced a high risk of being sued jointly with a
person who has violated copyright by posting infringing materials or engaging in similar activities
through using its service by a copyright holder. The great accountability of ISPs for the online
infringement of copyright was criticised for having had a detrimental influence upon Internet
industrial development, as ISPs in fact are almost unlikely to review all of the content posted via

their service and detect every breach of copyright facilitated by it use.??®

The Copyright Act Amendment Bill, which was enacted in May 2009 and was based largely upon
the ISPs’ liability limitation regime set out in section 512 of the 1998 U.S. Digital Millennium
Copyright Act (DMCA), provided a clear definition of ISP (Art. 3.1(19))?*° and established safe
harbour provisions (Art. 90-4-90-8, 90-10) that ISPs may avail themselves in order to limit liability
for online copyright infringement by their users. A notice/take down mechanism has been
established for caching, information storage, and search service providers can now claim the
protection of a safe harbour (Art. 90-6-90-8). ISPs, except for connection service providers, have
been required to respond expeditiously to any notification by a copyright holder of infringement by
users of the service provided by removing or disabling access to the alleged contents or related

information.

Accordingly, information storage providers should remove or disable access to an imitative
phishing web page at the request of the copyright holder promptly in order to avoid liability for

damage caused by the infringement of the copyright. Internet connection service providers (ICPs)

228 See the statement on the draft amendment to the Copyright Act.
229 ISP means those who provide the following services: connection service provider, caching service provider,
information storage service provider, and search service provider (Art. 3.1(19)).
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are not obligated to do so, because it is difficult for them to assess the content of a website due to
the nature of their work.?*° Although it can actually limit the potential damage caused by phishing
attacks if ICPs can disable access to phishing websites as soon as they are informed of them, the
protection of general Internet users from fraud crimes committed through counterfeit websites, after
all, is not the focus of this Act. The priority of the Copyright Act is the protection of the rightful

owners of the copyright.

4.3.3. Trademark Act

Knowingly using a trademark which is identical with or similar to another person’s registered
trademark without the consent of the trademark right holder, and hence damaging the reputation of
the trademark or confusing consumers about goods or services is seen as an infringement of the
trademark right (Art. 70.2). Unauthorised use of a trademark registered by any enterprise or
organisation to fake a web page or email and so tricking individuals to obtain their confidential
information violates the protection of trademark rights under the above act and the trademark right
holder may claim compensation for damages and request excluding infringement (Art. 69.1 and

69.3).

4.3.4. Personal Information Protection Act

Personal information is not only the main target of phishing attacks but also provides valuable
materials for phishers to craft a highly convincing phishing message for a specific target that is very
likely to lead to serious data breach incidents involving enormous financial damage and loss of
personal data. The protection of personal information against illegal collection is a fundamental

component of phishing regulation and should be guaranteed by laws.

230 See Art. 90-5, the Amendment Explanatory Memoranda of the Copyright Act 2009.
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However, very little scholarship could be found that investigates the regulatory relationship between
the personal information protection laws and phishing, both nationally and internationally. As we
saw in Chapter 2 and 3, current international and Taiwan legal debates over phishing mostly
concentrate on criminal rules and reforms,?®! and the challenge to law enforcement.?®? Criminal
law is undoubtedly important to the regulation of phishing by deterring phishing attempts through
imposing the threat of punishment. Yet, this thesis argues that the function of law in regulating
phishing is more than a corrective measure. It can also prevent phishing by ensuring protection of

personal information against illegal or unauthorised access or collection.

Taiwan passed it first personal information protection law, namely the Computer-Processed
Personal Data Protection Law (the CPPDP Law), in 1995. In order to provide adequate legal
protection for personal data to respond to the increasing sophistication of computer technology and
also to better harmonize with international legal standards relating to information privacy,
especially the APEC Privacy Principles, Taiwan initiated a large-scale amendment to the CPPDP

Law and passed a new enactment of the Personal Information Protection Act (PIP Act) in 2010.2%

This section first describes the shortcomings of the CPPDP Law concerning collection of personal
information by individuals and then examines whether the PIP Act provides better protection or

causes adverse effect on the protection of personal information against unauthorised collection.

1 Almerdas (2014), op. cit;Bainbridge (2007), op. cit;Dinna et al. (2007), op. cit;Granova and Eloff (2005), op.
cit;Hsueh (2013), op. cit;Lynch (2005), op. cit;Mcgowan (2006), op. cit;Mcnealy (2008), op. cit;Nappinai (2009), op. cit.
232 Dinna et al. (2007), op. cit;Krebs, Brian (2004), 'Companies Forced to Fight Phishing', The Washington Post.
<http://www.washingtonpost.com/wp-dyn/articles/A61916-2004Nov19.html>, accessed September 15 2014;Lynch
(2005), op. cit;Stevenson (2005), op. cit;Sullins (2006), op. cit.
233 The Executive Yuan put the PIP Act into practice in two stages. The Personal Information Protection Act, together
with its enforcement rules, largely came into effect in October 2012, except for Art. 6 and 54 given the difficulty of
implementation. The resistance of Taiwanese enterprises to two controversial provisions, Art. 6 (special categories of
sensitive data) and Art. 54 (duty to notify data subjects of personal information indirectly collected without consent
pre-amendment), eventually forced the Executive Yuan to suspend the implementation of the above two articles. The
inappropriate influence of business power on the legal protection of personal information will be further explored in
Chapter 5, section 5.3.3.1 and 5.4.5.
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4.3.4.1. Pre-amendment: the Computer-Processed Personal Data Protection Law

Provisions:

The CPPDP Law was only valid for ‘computer-processed data’, excluding ‘manually-processed
information” (Art. 1). Under the CPPDP Law, the subjects liable for the breach of personal
information protection included government agencies (Art. 3 (6)) and the enterprises, groups or
individuals of the specific categories enumerated, but not covering all non-government agencies

(Art. 3 (7)).23

A non-governmental agency shall not collect or process any personal data unless they are specified

for a particular purpose and comply with any of the following (Art. 18):

(1) Written consent of the principal;
(2) An agreement or similar contractual relationship with the principal;
(3) The information is already known to the public or

(4) There is a need for academic study and no material adverse effect will be
caused to the major interests of the principal; and

(5) Other exceptional conditions empowered by this Law and other laws and
regulations

A person who intended to make profit for himself by violating the provisions of Art. 18 resulting in

234 The specific categories of enterprises, groups or individuals, including: credit search businesses and groups or
individuals whose major line of business is to collect or process personal data by computer; hospital, schools and the
telecommunication, financial, securities, insurance and mass communication industries; and other businesses, groups,
or individuals designated by the Ministry of Justice in conjunction with the government authority in charge of such
industry at the central government level (Art. 3 (7)).
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injury to another shall be punished under the provision of Art. 33. In addition, Art. 34 provided
punishment to a person who intended to make unlawful gains for himself or for a third party or
intended to infringe upon the interests of another by illegally outputting a personal data file thus
causing damage to another. “Outputting personal data” includes illegally sending personal data
from non-governmental agency to the data receiver and/or directly obtaining data from the

agency.?®

Shortcomings:

The restriction laid down by the CPPDP Law on both the objects and subjects opened a loophole in
the protection of non-computer-processed personal data and a breach of regulation of data

collection by non-government agencies.

Another major defect of this Law is that it provided ample exceptional conditions along with
inappropriate use of indeterminate legal concepts for the prohibitions of data collection. As the data
subject is entitled to have inviolable autonomy over his personal information and refuse
unnecessary intervention,?¢ any obtainment, processing, or use of personal information without the
consent of the data subject should be strictly prohibited. However, according to Art. 18, the data
subject’s written consent was only one of the conditions for permitting the collection of personal

data and can easily be excluded by other exceptional conditions.

More importantly, it did not constitute a crime to collect another person’s information if it was
already known to the public or the collection was for research purposes, as long as there is no

violation of the data subject’s “major interests” (Art. 18 (3) and (4)). “Major interests” — an

235 Shiu, Wen-Yi (1991), The Theory of Personal Data Protection Law (Taipei: San-Min Book Co. Ltd).
236 Chiou, W. T. (2009), 'Comments on the Constructional Problems of the Amendment Bill of the Computer-Processed
Personal Data Protection Law — Based on the Ideologies of Information Autonomy and Information Privacy', Yue-Dan
Jurisprudence Magazine, 168, 172-89.
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indeterminate legal concept — was used as a criterion to decide the legality of a collection of
personal information. An indeterminate legal concept is designed by the legislators deliberately to
leave more flexible room for the administrative authorities to determine the content of the concept.
However, in the case there is no specific independent authority that takes charge of the task of
personal information protection, the use of indeterminate legal concepts very likely will lead to
divergent interpretations on the same concept depending on different organizations which in turn

may cause a loophole in the legal protection of personal information.’

A person who illegally collected or output personal information will be punished only when this
collection or output was intended to make a profit for himself or making unlawful gains for himself
or for a third party pursuant to the provisions under Art. 33 and 34. There was an apparent
inconsistency in the elements between the above provisions and the similar provision of the
Criminal Code (Art. 359), where a person who obtains personal information in electromagnetic
format without authorization shall be found guilty no matter whether the perpetrator intends to gain

profit for himself or for a third party. This has produced a conflict of legislation.

4.3.4.2. Post amendment: the Personal Information Protection Act

The enactment of the PIP Act set a landmark in the development of Taiwan’s information protection
laws, which incorporated the standards relating personal data protection set up in the international
privacy frameworks, in particular the EU Directive and the APEC Privacy Principles.*® While the
PIP Act was intended to redress the defects of the DPPDP Law and to provide comprehensive

protection of personal information, this research proves that the above attempt was ineffective.

237 This will be further discussed in the following section, 4.3.4.2.
238 More discussion about the EU Directive and the APEC Privacy Framework, see Chapter 5 (section 5.3.2.2). Chapter
5 will also provide an analysis of the influence of the above two instruments upon the development of Taiwan’s
legislation (section 5.3.3.2).
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Key points of amendment relating to data collection

The PIP Act deleted the limitation on the objects to cover non-computer-processed information (Art.
1) and extended the scope of protection data to include passport number, medical records, medical
treatment, genetic information, sexual life, health examination, criminal record, contact information,
and other information which may be used to identify a natural person in either a direct or indirect
way (Art. 2 (1)). In addition, the PIP Act broke the business limitation to expand the
non-government subjects to include natural persons, juridical persons or groups other than

government agencies (Art. 2 (8)).

The PIP Act amended the provision of exceptional conditions to data collection prohibitions for
non-government agency and moved it to Art. 19. According to this article, an individual is
prohibited from collection of personal information unless the purpose of that collection can be

specified and the collection complies with one of the following conditions (Art. 19.1):

(1) Where there is a legal authorization;

(2) Where there is a contract or quasi-contract between the data subject and the
agency;

(3) Where the data subject has disclosed such information by himself or when the
information has been publicized legally;

(4) Where it is necessary to the public interest for statistics or the purpose of
academic research conducted by a research institution;

(5) Where written consent has been provided by the data subject;
(6) Where public interest is involved; and

(7) Where the personal information is obtained from publicly available resources.
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Some constraints have been placed on the application of the exemption conditions founded on
academic research purposes and publicly-available resources. The information disclosed by the
collector on the basis of the public interest for statistics or academic research should not lead to the
identification of certain people (Art. 19.1 (4)). The collector or processor should delete or stop
processing or using personal information ex officio or upon the request of the data subject when he
realizes that the use and processing of the information is limited by the data subject and the obvious
worthiness of the protection of the data subject’s major interests or when he has been notified by the

data subject (Art. 19.1 (7), 19.2).

Deficiencies of the PIP Act in regulating phishing

The PIP Act was intended to strengthen the personal autonomy of information disclosure, search
and correction. However, while the increase in the number of protection objects and liability
subjects, to certain extent, was helpful in providing more comprehensive protection for personal
data, this enactment made insufficient efforts to redress the defects observed in the previous law
which may produce a reverse-effect on the legal protection of personal information against

phishing.

In comparison with the CPPDP Law (Art. 18 (1)), disappointingly, the PIP Act still saw the written
consent of the data subject as merely one of the conditions for the lawful collection and processing
of personal information rather than an indispensable requirement (19.1 (5)). Liou argued that the
principle of personal information autonomy can still be easily excluded and has been turned into a
mere figurehead without proper fulfillment.?° Moreover, this Act failed to resolve the problem

regarding the use of the indeterminate legal concept that had existed in the previous legislation, but

239 Ljou, J. Y. (2010), 'Unsatisfying Progress of Legislation: Initial Comments on the Personal Information Protection
Act.', Yue-Dan Jurisprudence Magazine, 183, 147-64.
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instead created more vague concepts, which have further undermined the protection of personal

information.

The PIP Act deleted the phrase “no material adverse effect will be caused to the major interests of
the principal” in Art. 18 (3) and replaced it with Art. 19.1 (3) on the ground that there is no need to
protect information that has been disclosed by the data subject himself and that it was difficult to
recognize the contents of the “no material adverse effect” and “major interests of the principal”.?%°
It was a relatively paradoxical amendment as it seemed to try to avoid the difficulty of determining
certain vague legal concepts but actually adopted more other indeterminate legal concepts in its
provisions. Examples include “public interests” (Art. 19.1 (4) and (6)), “publicly available
resources” (19.1 (7)), and “obvious worthiness of the protection of data subject’s major interests”
(19.1 (7)). As mentioned in section 4.3.4.1, the use of an indeterminate legal concept is sometimes
unavoidable given the flexibility of administrative authorities in determining the content of the said
concept. However, it is always a problem if there is an absence of a specific independent authority
of personal information protection which can provide a uniform interpretation when inconsistent

opinions have arisen.

Taiwan currently has no independent authority taking charge of personal information protection
tasks which can deal with disputes over indeterminate legal concepts. It is predictable that the
authorities responsible for the related subject sectors are very likely to either shirk the responsibility
for dealing with the arguments arising over personal information incidents or always make
favorable interpretations to themselves. A large employment of indeterminate legal concepts, in this
case, is improper and potentially to lead to discordant interpretations of a single concept which is

not only unhelpful to the protection for personal information but also significantly increases the risk

240 See the Explanatory Memoranda of the Personal Information Protection Bill, Art. 19, available at:
<http://lis.ly.gov.tw/Igcgi/lglaw? @5:1804289383:f:NO%3DE01829*%200R%20N0%3DB018295510SSSNO-PD>,
accessed September 27 2014
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of loopholes of legal protection by abusing indeterminate concepts.?*!

Certain indeterminate legal concepts used in the Act seem to provide phishing attackers an
exemption from liability for unauthorized collection of personal data. As mentioned in Chapter 2
(section 2.4.1), a large amount of email addresses as well as personal information can be easily
acquired by searching or scanning websites, in particular social networking websites, news groups,
chat rooms that may open to the public manually or automatically. However, the disclosure of
personal information by someone does not mean consent of the d